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1. Introduction

This pCR adds a new annex detailing the suggested normative changes for BEST to TR 33.863.
The proposed changes are:

· In section 6.1.3 update section to clause in 3 places.

· In section 6.9.2.2 update section to clause.

· In section 6.9.2.4.2 update section to clause.

· In section 6.9.2.7.2 update section to clause.

· In section 6.9.2.8.1 update section to clause.

· Update the History Annex to Annex D

2. Text proposal
~ ~ ~ Start of first text proposal ~ ~ ~
6.1.3
Solution evaluation

All of the variants in this clause create an e2m keyset, shared between UE and HSE, that can be used to provide confidentiality (where permitted) and integrity. This contributes towards satisfying key issue #1. However, this solution does not on its own specify what confidentiality and integrity mechanism (e.g. TLS, IPsec) makes use of the shared keyset.

Key issue 2 is satisfied well as long as keys are relatively long lived (both device-to-visited-network keys and e2m keys), so that authentication challenges and responses on the air interface are infrequent.

The solution requires new functionality in the HSS. It also requires new functionality in the USIM, except in the solution variant "key derivation on the ME (EPS AKA only)" in clause 6.1.2.C.

It seems necessary to keep the visited network and e2m security associations synchronised: if keys are updated for one, then they need to be updated for the other too.

Variant 6.1.2.2 requires the HLR/HSS to retain an e2m key pair until a notification message is received from the SGSN/MME. This type of stateful behaviour is not standard in today's HLRs. Adopting the End to Middle Key Server solution variant (clause 6.1.2.5) avoids this problem.
~ ~ ~ End of first text proposal ~ ~ ~
~ ~ ~ Start of second text proposal ~ ~ ~
6.9.2.2
Service Discovery and Negotiation

Clause 6.8.2.2 describes how this works for this solution.

~ ~ ~ End of second text proposal ~ ~ ~
~ ~ ~ Start of third text proposal ~ ~ ~
6.9.2.4.2
End to Middle Secured Data Protocol (EMSDP)

This solution uses the same EMSDP protocol as solution #8. A new data protocol between the UE and the HSE is detailed in this solution, called "End to Middle Secured Data Protocol" (EMSDP),  which has been optimised for efficient, secure transfer of both user plane and signalling plane data.

Figure 6.9.2.4.2.1 shows the data stack for the EMSDP transfers (based on 3GPP TS 23.401 [16]) for data transfer between the HSE and the UE.
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Figure 6.9.2.4.2.1: data stack for the EMSDP transfers

The UE selects the non-IP PDN data type as defined in clause 4.3.17.8 of 3GPP TS 23.401[16].  The PDN GW adds the IP and UDP layers for the communication with the HSE. The HSE routes traffic between the UE and the EnSE based on the session ID in the EMDSP headers over the New-4 interface.

So that an MME that does not support the BEST service can restrict the use of the BEST service, as part of the normative work, a fixed APN structure will be investigated that allows filtering of the BEST service based on the APN requested by the UE.

The dashed box in HSE indicates that the control session between the UE and HSE terminates in the HSE and that the E2E session between the UE and the EnSE is forwarded by the HSE. Forwarding is left unspecified at this point in time and may include encapsulation in another protocol, such as XML over TCP/IP.

~ ~ ~ End of third text proposal ~ ~ ~
~ ~ ~ Start of forth text proposal ~ ~ ~
6.9.2.7.2
Key setup messaging between HSE and UE

New keys are agreed either at the start of a BEST session or as required due to key aging or counter thresholds being met.  Key agreement is based on the 3GPP AKA mechanism detailed in TS33.102 [27] and the AKA challenge is transported between the HSE and the UE in any of the following EMSDP commands:

-  Start new EMSDP session EMSDP command from the HSE as part of a new session being setup by the HSE.

-
Manage new EMSDP Keys EMSDP command from the HSE as a result of key aging or counter thresholds being met.

Once in a session, a UE can request new keys by sending a Manage EMSDP Keys for E2E request or Manage EMSDP Keys for E2E only request command to the HSE.

Figure 6.9.2.7.2.1 shows the key agreement process


[image: image2]
Figure 6.9.2.7.2.1 BEST key E2E agreement process

The Key agreement steps are:

1.
Start EMSDP session request with E2E command or Manage EMSDP Keys request for E2E (only) command over the Air interface / core network interfaces. – If the UE wants to initialise the BEST E2E session, it sends a "Start EMSDP session request command with E2E" through the SGI PtP tunnel (This is described in detail in clause 6.9.2.8). If the UE is already in a session and wants to renegotiate the keys it sends a or Manage EMSDP Keys request for E2E command secured with the current keys to the PDN gateway through the SGI PtP tunnel.
[…]
~ ~ ~ End of forth text proposal ~ ~ ~
~ ~ ~ Start of fifth text proposal ~ ~ ~
6.9.2.8.1
UE initiated BEST session


[image: image3]
Figure 6.9.2.8.2.1 UE initiated BEST session startup flow diagram

Once the data session is live (following the BEST service discovery procedure), if there is no current session running and typically when the UE has some data to transfer, the UE checks the key status and the BEST container received from the BEST service discovery procedure and does the following:

- If the BEST service is not activated in the BEST container then the session shall not be started.

- If the UE determines that the key needs to be re-agreed then the UE sends a "Start EMSDP session request with E2E" command through the SGI PtP tunnel (This is described in detail in clause 6.8.2.8) with the key id set to "00", Session id set to "00..00", no encryption and the MAC set to "00..00".

~ ~ ~ End of fifth text proposal ~ ~ ~
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