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1
Opening of the meeting

Adrian Escott (Qualcomm) welcomed the attendees to San Jose de los Cabos on behalf of North American Friends of 3GPP (NAF).

2
Approval of Agenda and Meeting Objectives

S3-160400
Agenda





Source: WG Chairman

Discussion: 

Approved with a small modification in 7.1 as suggested by Orange.

Decision: 

The document was approved.



3
IPR Reminder

The attention of the delegates to the meeting of this Technical Specification Group was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of.

The delegates were asked to take note that they were thereby invited:

    to investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP.

    to notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Information Statement and the Licensing declaration forms.

The attention of the delegates to the meeting was drawn to the fact that 3GPP activities were subject to all applicable antitrust and competition laws and that compliance with said laws was therefore required by any participant of the meeting, including the Chairman and Vice-Chairmen and were invited to seek any clarification needed with their legal counsel. The leadership would conduct the present meeting with impartiality and in the interests of 3GPP. Delegates were reminded that timely submission of work items in advance of TSG/WG meetings was important to allow for full and fair consideration of such matters

4

Meeting Reports

4.1
Approval of the Report from SA3 #82

S3-160401
Report from SA3#81





Source: MCC

Decision: 

The document was approved.



4.2
Report from SA #71

S3-160403
Report from last SA meeting





Source: WG Chairman

Decision: 

The document was noted.



4.3
Report from SA3-LI

Alex (BT) gave an update on SA3-LI activities:

SA3-LI#61 San Francisco primarily focussed on S8HR and Location Enhancements. S8HR was heavily prioritised at SA Plenary request.

S8HR study is likely to be complete for Sept SA plenary. However, SA3-LI intends to hold an Ad-hoc meeting 30th/31st to achieve this timescale. S8HR normative 33.107 stage 2 targeting for Dec SA with 33.108 in early 2017.

SA3-LI has now fixed all meeting dates for 2017 based on 3.5 meetings.

Following PCG review of SA3-LI MCC support request, support has been approved for 2016 and will be reviewed again in 2017.

5
Items for early consideration

6
Reports and Liaisons from other Groups

6.1
3GPP Working Groups

S3-160466
LS on authentication aspect for SeDoC





Source: S2-162249

Decision: 

The document was replied to.



S3-160692
Reply to: LS on authentication aspect for SeDoC





Source: Huawei, Vodafone

Decision: 

The document was approved.



S3-160548
Reply LS on Remote UE Identities for LI





Source: S3i160211

Decision: 

The document was noted.



S3-160678
Providing IMSI in Dedicated Core Network





Source: R3-160556

Discussion: 

Alf (NTT-Docomo) commented that RAN3 should not be making statements about security policies. RAN3's argument is also invalid from security's point of view.

Decision: 

The document was replied to.



S3-160714
Reply to: Providing IMSI in Dedicated Core Network





Source: NTT-Docomo

Discussion: 

Huawei and Deutsche Telekom didn’t agree that additional exposure of the IMSI within the operator network must be prevented at all cost. The LS should just state that solutions without additional exposure should be preferred.

Nokia supported Docomo with this LS.

It was solved to say that from the security point of view not having this threat is preferred.

Decision: 

The document was approved.



6.2
IETF

Sheila (US Chamber of Commerce) commented on 3GPP requesting changes of IETF protocols. The requests should come earlier in the process, rather than when the TS is being finished before the end of the Release; better  start by email request.

The problem is that the requested changes are not sometimes compatible with the way that the protocol works. 

The Chairman commented that early process might be hard, but US Chamber of Commerce commented that earlier email discussions to prevent them on what is coming could help.

Nokia was concerned about anybody sending emails on behalf of 3GPP. The Chairman commented that there is an 3GPP representative who should do this. Ericsson commented that there is a RFC on cooperation between 3GPP and IETF. Sheila replied that the RFC was not mentioned.Ericsson commented that clearer rules are needed. Informal feedback could help.

Nokia commented that CT1 and SA2 may want to be involved in this feedback as well.

6.3
ETSI SAGE

6.4
GSMA

S3-160472
GSMA IoT Security Guidelines





Source: GSMA

Discussion: 

Vodafone: there are several WIDs related to IoT. It was agreed to send a reply with the current SA3 WIDs related to IoT.

Decision: 

The document was replied to.



S3-160693
Reply to: GSMA IoT Security Guidelines





Source: Orange

Decision: 

The document was approved.



S3-160702
Legacy Security Issues and Mitigation Proposal





Source: GSMA FSAG

Discussion: 

Postponed for the next meeting since it is subject to the agreement of the associated CRs.

Todor (Orange) proposed to address the second aspect of the LS (enforcement of mutual authentication in the UE) with a proposed CR in the next meeting. This action point was recorded as a reminder.

Decision: 

The document was postponed.



6.5
3GPP2

6.6
OMA

6.7
TCG

1.
TCG – Highlights

•
Creation of new work items

o
TNC IF-MAP Concise Binding – CBOR (RFC 7049) – started February 2015

•
Publication of new or revised deliverables

o
TNC SWID Messages for IF-M – TCG published August 2015 – TNC IF-MAP metadata on installed software (using ISO SWID Tags)

o
TCG TPM 2.0 Library Errata 1.4 – January 2016 – for TPM 2.0 (ISO 11889)

o
TCG Multiple Stakeholders Model v1.0 – TCG approved March 2016 

– scheduled to be TCG published May 2016

o
TCG TNC IF-M Segmentation v1.0 – TCG published April 2016 – TNC 

IF-MAP segmentation (for large endpoint manifests using ISO SWID Tags)

•
TCG groups recently created

o
Network Equipment Subgroup (NetEq) – chartered May 2015

o
Root-of-Trust-for-Measurement Subgroup (RTM) – chartered July 2015

•
TCG / SAE Collaboration – since December 2014 – ongoing

o
Secure automotive requirements, protocols, and solutions

o
SAE Vehicle Electrical System Security Committee – TCG members

o
SAE Vehicle Electrical Hardware Security Task Force – TCG members

o
Potential – Add TPM 2.0 features to SAE h/w security requirements

•
TCG / OMA Cooperation Agreement – May 2015

o
Mobile device management and provisioning

o
Potential – Provisioning TCG technologies via OMA DM 2.0

•
TCG Members Meeting in San Francisco – 22-26 February 2016

o
TCG Multiple Stakeholder Model – public review ended 15 Feb 2016

o
Edit TCG Mobile Specs Implementation Guidance

o
Edit TCG Runtime Integrity Maintenance

o
Edit TCG Guidance for Securing Network Equipment

o
Edit TCG Guidance for Securing Constrained IoT Devices

•
TCG Members Meeting in Montreal – 19-23 October 2015

o
Edit TCG Multiple Stakeholder Model

o
Edit TCG Runtime Integrity Maintenance

o
Edit TCG Guidance for Securing Network Equipment

o
Edit TCG Guidance for Securing Constrained IoT Devices

2.
Highlights of Work Items

•
TNC IF-MAP Concise Binding

o
Scope – security automation servers w/ publish/subscribe for IETF SACM

o
Status – work-in-progress – member/public review in Q2 2016

o
Goal – IF-MAP 3.0 (TLS/CBOR) to replace IF-MAP 2.2 (SOAP/XML)

•
TCG Guidance for Securing Network Equipment 1.0

o
Scope – securing routers, switches, firewalls, access points, etc.

o
Status – work-in-progress – member/public review in Q2/Q3 2016

•
TCG Guidance for Securing Constrained IoT Devices

o
Scope – provisioning, attestation for constrained IoT devices

o
Status – work-in-progress – member/public review in Q2/Q3 2016

3.
Meetings

TCG Members Meeting in Vienna, Austria – 20-24 June 2016

TCG Members Meeting in Seoul, South Korea – 17-21 October 2016

MPWG meets every Thursday at 10-11 ET

TMS WG meets every Monday and Friday at 12-13 ET

S3-160454
TCG progress report





Source: INTERDIGITAL COMMUNICATIONS

Abstract: 

This contribution provides a brief summary of the progress in TCG Working Groups as of April 26, 2015.

Decision: 

The document was noted.



6.8
oneM2M

Oberthur gave an update on OneM2M's activities:

oneM2M is going to publish Release 2 of its specifications in August. The security features part of the oneM2M Release 2 are:

•
End-to-end Security 

•
Dynamic Authorization mechanisms

•
Privacy Profile Management

6.9
TC-CYBER

Colin (CESG) gave an update on TC Cyber:

- TC Cyber has published another 3 documents: 

TR 103 303 Protection measures for ICT in the context of Critical Infrastructure.

TS 103 487 Baseline security requirements regarding sensitive functions for NFV and related platforms.

TS 103 307 Security Aspects for LI and RD Interfaces.

- one further document is undergoing member vote:

EG 203 310 Post Quantum Computing Impact on ICT Systems.

- Sonia Compans has replaced Lino Rizzo as Technical Officer.

- next meeting is during ETSI Security Week.

6.10
ETSI NFV security

Alex ( BT Group) commented that the delegates should read the NFV Sec recent documents. Doc 12 is a normative spec (MANO security), 11 is not normative, doc 13 may be normative as well. 

Ericsson commented that it’s hard to understand what is normative. Alex clarified that being an ISG they cannot publish normative specs such as TS. The work is for the members of the Industry and is not considered as a global standard like 3GPP.

6.11
Other Groups

S3-160695
Work item on requirements for a new secure element





Source: ETSI TC SCP

Discussion: 

Oberthur commented that this is useful for IoT and 5G discussions.

Decision: 

The document was replied to in S3-160703.



S3-160703
Reply to: Work item on requirements for a new secure element





Source: GIESECKE&DEVRIENT

Decision: 

The document was approved.



7
Work Areas

7.1
SAE/LTE Security

7.1.1
LTE WLAN Aggregation (LWA)

S3-160406
Liaison response to 3GPP on LWA and LWIP





Source: IEEE P802.11

Decision: 

The document was noted.



S3-160461
LS on SA3 on LWA stage 2 security related changes





Source: R2-163142

Decision: 

The document was noted.



S3-160464
LS on WT triggered S-KWT update





Source: R3-161029

Decision: 

The document was replied to.



S3-160720
Reply to: LS on WT triggered S-KWT update





Source: Huawei

Decision: 

The document was approved.



S3-160483
Change of the LWA architecture description





33.401
  CR-0574  (Rel-13) v13.2.0





Source: BROADCOM CORPORATION

Abstract: 

The current LWA architecture description currently indicates the WT terminating the over the air WLAN link. This is in contradiction with the current definition of WT, which is the termination point of the Xw interface in the WLAN domain.

This CR updates the LWA architecture description and indicate that how the security is provided inside the WLAN domain is outside the scope of 3GPP.

Decision: 

The document was merged.



S3-160721
Change of the LWA architecture description





33.401
  CR-0574  rev 1 (Rel-13) v13.2.0





Source: BROADCOM CORPORATION,Broadcom, Huawei, HiSilicon,Nokia

(Replaces S3-160483)

Decision: 

The document was agreed.



S3-160491
LWA Editorial Fix and RAN Alignment





33.401
  CR-0577  (Rel-13) v13.2.0





Source: Huawei, HiSilicon

Discussion: 

Nokia wondered about adding the MAC address in the signalling. TS 36.463 has several parameters and the MAC address is not required. Revised to add more references.

Decision: 

The document was merged.



S3-160528
draft_CR-LWA Corrections





33.401
  CR-0579  (Rel-13) v13.2.0





Source: Nokia

Abstract: 

Corrections to LWA and LWIP Clauses

Discussion: 

Ericsson: Master eNodeB terminology is not used anymore (there is no slave).

Decision: 

The document was revised to S3-160722.



S3-160722
LWIP technical and editorial corrections





33.401
  CR-0579  rev 1 (Rel-13) v13.2.0





Source: Nokia, Ericsson, ZTE, Broadcom Corporation

(Replaces S3-160528)

Discussion: 

The Chairman commented that any work for Rel-14 will be better made with a WID for Rel-14.

Alf (NTT-Docomo) commented that there is a missing interface between security gateway and eNodeB to be fixed in Rel-13. 

The Chairman commented that to do that we would need a WID for Rel-13 and an exception, without a WID it would be procedurally incorrect, but it is too late for that. NTT-Docomo commented that if done for Rel-14, the Rel-13 would not have a solution in security.

Decision: 

The document was agreed.



S3-160575
LWA PMK handling





Source: Qualcomm Incorporated

Discussion: 

Broadcom commented this was a significant change. They couldn’t accept it since it looked like a new feature and not a correction.

Qualcomm didn’t have a problem with having this as a feature in Rel-14.

Broadcom still didn’t agree with the CR in 576.

It was discussed what part would go for Rel-14 and what part would go for Rel-13, but it couldn’t be agreed whether to go for Rel-13 or Rel-14.

Decision: 

The document was noted.



S3-160576
LWA PMK Handling corrections





33.401
  CR-0586  (Rel-13) v13.2.0





Source: Qualcomm Incorporated

Discussion: 

Qualcomm will revised the CR for the next meeting handling comments from the other companies. Some parts may go to Rel-14.

Decision: 

The document was postponed.



S3-160510
Discuss LWA Clarification on use of 802.11 AKMs





Source: Intel Corporation (UK) Ltd

Abstract: 

LWA needs to specify which 802.11 AKMs must be supported by UE/WLAN and WT/WLAN AP.

Decision: 

The document was noted.



S3-160509
Clarification on use of 802.11 AKM suite 





33.401
  CR-0578  (Rel-13) v13.2.0





Source: Intel Corporation (UK) Ltd

Abstract: 

Clarification that STA and AP need to support PSK AKMs to start 802.11 4-way handshake

Discussion: 

Broadcom and Huawei/HiSilicon supported this contribution.

Qualcomm commented that this doesn’t work in the co-located case. They didn’t agree with this solution for Rel-13.

Intel: PSK shouldn’t be excluded.

Blackberry: this is not an editorial CR (cat D displayed in the cover). They didn’t support this contribution either.

Broadcom: two major WLAN vendors support this already.

The Chairman commented that there was no agreement in the room for this.

The chairman asked QUALCOMM: Is the co-location required? 

Qualcomm: The issue is the non co-located case, where you cannot use PSK.

Intel stressed that there was no new proposal here.

The Chairman recommended to take this offline.

Decision: 

The document was revised to S3-160801.



S3-160801
Clarification on use of 802.11 AKM suite 





33.401
  CR-0578  rev 1 (Rel-13) v13.2.0





Source: Intel Corporation (UK) Ltd,Broadcom

(Replaces S3-160509)

Decision: 

The document was merged.



S3-160574
Risk of User Privacy in LWA





33.401
  CR-0585  (Rel-13) v13.2.0





Source: Samsung

Discussion: 

Discussion on using "may" and "should" in the NOTE. Resolved with using "could" and removing the rest.

BT: how do operators control this with a policy?

This part was removed.

Alex(BT): the operator policy refers to WLAN operators and local policy.

Decision: 

The document was revised to S3-160724.



S3-160724
Risk of User Privacy in LWA





33.401
  CR-0585  rev 1 (Rel-13) v13.2.0





Source: Samsung,Broadcom

(Replaces S3-160574)

Decision: 

The document was agreed.



S3-160462
LS on key change during HO for eLWA





Source: R2-163147

Decision: 

The document was replied to.



S3-160725
Reply to: LS on key change during HO for eLWA





Source: Ericsson

Decision: 

The document was approved.



S3-160529
Discussion Paper on eLWA(R2-163147)





Source: Nokia

Abstract: 

Discussion paper on RAN2 LS R2-163147 on eLWA

Decision: 

The document was noted.



S3-160511
LWA optimization to support high data rate 802.11 





33.401 v..





Source: Intel Corporation (UK) Ltd

Abstract: 

discuss potential optimization for LWA user plane, needed to support very high data rates of 802.11ax, 802.11ad and 802.11ay technologies

Discussion: 

Qualcomm: PDCP encryption ensures user privacy. It shouldn't be removed.

Broadcom supported the proposal.

NTT-Docomo didn’t see why the encryption should be removed. The whole configuration would be messy: e.g. what PDCP bearers need to be protected, which ones don’t .

Intel suggested to send an LS to IEEE, but this didn’t go forward.

Decision: 

The document was noted.



S3-160512
Decoupling LWA PMK from KeNB Changes





33.401 v..





Source: Intel Corporation (UK) Ltd

Abstract: 

discuss optimization proposals for maintaining the same PMK despite of changes to KeNB in order to avoid unnecessary overhead resulting from (re)performing the 4-way handshake between UE and WLAN AP

Discussion: 

Qualcomm supported this contribution.

Nokia found some parts unexplained; they preferred to have this solved in RAN2. 

Broadcom: there is not enough information to make a decision. Nokia supported this.

Alf (NTT-Docomo): why to update the key? What's the risk? What are the security reasons?

BT: Numerous WLAN operators and eNodeB operators. What happens when the eNodeB changes? Intel: WT remains the same.

Intel: four way handshake will be triggered very frequently, this solutions will help the handover.

Ericsson: in Rel-13 the WT cannot change the key. Now in Rel-14 we assume that WT can decide. Qualcomm: it's up to the WLAN to decide.

Ericsson proposed that the eNodeB will always send the key to WT, and this  can decide when it is used. The WLAN key can be changed when it’s necessary, not having a key refresh every few minutes.

The Chairman commented that the LS response could ask for more information to RAN2.

The Chairman commented that there were two choices: we can maintain the key or when to change to the new key. The conditions when to change the key were not clear. The LS response addressed these issues.

Decision: 

The document was noted.



S3-160810
LWA and LWIP updates





Source: Nokia

Decision: 

The document was approved.



7.1.2
LTE-WLAN integration using legacy WLAN (LWIP)

S3-160416
Response LS on LWIP Solution and DRB distinction





Source: R3-160533

Discussion: 

Qualcomm: This interface is needed for security reasons (RAN node - security gateway).

Deutsche Telekom commented that despite having found a security solution RAN3 has denied its use. An LS response was needed since SA3's perspective the interface was needed and needed to be secure.

Finally it was decided to find such secure solution conference calls and prepare a company CR for the next SA plenary.

RAN and SA plenary will be informed about the security issues found through an LS (831).

Decision: 

The document was noted.



S3-160768
Reply to: Response LS on LWIP Solution and DRB distinction





Source: NTT-Docomo

Decision: 

The document was withdrawn.



S3-160484
How LWIP-SeGW forward packets to eNB





33.401
  CR-0575  (Rel-13) v13.2.0





Source: ZTE Corporation

Abstract: 

Neighbour eNBs may share one LWIP-SeGW, in this case, LWIP-SeGW needs to know how to forward packets from UE to the corresponding eNB. It is not explicitly indicated by the current specification.

Discussion: 

Nokia: this is not needed. The CR couldn’t be agreed.

Decision: 

The document was not pursued.



S3-160485
Remove redundant operation of LWIP





33.401
  CR-0576  (Rel-13) v13.2.0





Source: ZTE Corporation

Abstract: 

The LWIP-PSK will be removed by UE and LWIP-SeGW after IKEv2 handshake has been successfully completed. There’s an operation in section 16.5 handover procedures that UE and LWIP-SeGW shall delete LWIP-PSK after handover, but LWIP-PSK does not exist that time.

Discussion: 

Discussed together with 643.

Decision: 

The document was merged.



S3-160601
LWIP counter 





33.401
  CR-0587  (Rel-13) v13.2.0





Source: Ericsson

Discussion: 

Nokia supported this contribution.

Decision: 

The document was merged.



S3-160643
LWIP-PSK key handling for LWIP IPsec tunnel





33.401
  CR-0589  (Rel-13) v13.2.0





Source: Ericsson

Discussion: 

Broadcom supported this proposal.

Decision: 

The document was merged.



S3-160726
LWIP-PSK key handling for LWIP IPsec tunnel





33.401
  CR-0589  rev 1 (Rel-13) v13.2.0





Source: Ericsson

Decision: 

The document was withdrawn.



S3-160475
Remove redundant operation of LWIP





33.401
  CR-0573  (Rel-13) v13.2.0





Source: ZTE Corporation

Abstract: 

The LWIP-PSK will be removed by UE and LWIP-SeGW after IKEv2 handshake has been successfully completed. There’s an operation in section 16.5 handover procedures that UE and LWIP-SeGW shall delete LWIP-PSK after handover, but LWIP-PSK does not exist that time.

Decision: 

The document was withdrawn.



S3-160831
Progress on Security for LWIP





Source: NTT-Docomo

Decision: 

The document was approved.



7.1.3
Other SAE/LTE Security Issues

S3-160559
Discussion on some solution of the 4G bidding down attacks 





Source: Qualcomm Incorporated

Discussion: 

This was discussed together with tdoc 701 (LS from GSMA FSAG).

Telecom Italia wanted to compare this solution with the other two to verify their effects. It was agreed to give more time to study this issue and postpone a conclusion for the next meeting (and all documents related).

Decision: 

The document was noted.



S3-160562
Protecting against the modification of Attach/TAU Request attacks





33.401
  CR-0584  (Rel-14) v13.2.0





Source: Qualcomm Incorporated

Decision: 

The document was postponed.



S3-160648
LTE security improvements





33.401
  CR-0590  (Rel-14) v13.2.0





Source: ORANGE, Gemalto, Vodafone

Decision: 

The document was revised to S3-160690.



S3-160690
LTE security improvements





33.401
  CR-0590  rev 1 (Rel-14) v13.2.0





Source: ORANGE, Gemalto, Vodafone,Telecom Italia,Deutsche Telekom

(Replaces S3-160648)

Decision: 

The document was postponed.



S3-160701
Protecting UE Network Capabilities from ‘Bidding Down Attacks’





Source: GSMA FSAG

Discussion: 

Vodafone preferred solution 2. This was decided to be postponed for the next meeting.

Decision: 

The document was postponed.



7.2
Security for Enhancements to Proximity-based Services - Extensions (eProSe-Ext-SA3)

S3-160408
LS on Remote UE Identities for LI





Source: C1-161433

Decision: 

The document was noted.



S3-160621
Confidentiality Protection for ProSe Public Safety Discovery





33.303
  CR-0129  rev 1 (Rel-13) v13.3.0





Source: Huawei, HiSilicon, China Unicom

(Replaces S3-160492)

Decision: 

The document was revised to S3-160771.



S3-160771
Confidentiality Protection for ProSe Public Safety Discovery





33.303
  CR-0129  rev 2 (Rel-13) v13.3.0





Source: Huawei, HiSilicon, China Unicom

(Replaces S3-160621)

Decision: 

The document was agreed.



S3-160596
Adding a missing FC value to TS 33.303





33.303
  CR-0130  (Rel-13) v13.3.0





Source: Qualcomm Incorporated

Decision: 

The document was revised to S3-160739.



S3-160739
Adding a missing FC value to TS 33.303





33.303
  CR-0130  rev 1 (Rel-13) v13.3.0





Source: Qualcomm Incorporated

(Replaces S3-160596)

Decision: 

The document was agreed.



S3-160597
Re-assign the FC values in TS 33.220 to allow an additional one in TS 33.303





33.220
  CR-0183  (Rel-13) v13.0.0





Source: Qualcomm Incorporated

Decision: 

The document was not pursued.



S3-160598
Re-assign the FC values in TS 33.224 to allow an additional one in TS 33.303





33.224
  CR-0007  (Rel-13) v13.0.0





Source: Qualcomm Incorporated

Decision: 

The document was revised to S3-160740.



S3-160740
Re-assign the FC values in TS 33.224 to allow an additional one in TS 33.303





33.224
  CR-0007  rev 1 (Rel-13) v13.0.0





Source: Qualcomm Incorporated

(Replaces S3-160598)

Decision: 

The document was agreed.



S3-160599
Correcting a mis-numbered clause 





33.303
  CR-0131  (Rel-12) v12.6.0





Source: Qualcomm Incorporated

Decision: 

The document was agreed.



S3-160614
Correction to TS 33.303





33.303
  CR-0128  rev 1 (Rel-13) v13.3.0





Source: Huawei, HiSilicon, China Mobile, China Unicom

(Replaces S3-160490)

Decision: 

The document was revised to S3-160772.



S3-160772
Correction to TS 33.303





33.303
  CR-0128  rev 2 (Rel-13) v13.3.0





Source: Huawei, HiSilicon, China Mobile, China Unicom

(Replaces S3-160614)

Decision: 

The document was agreed.



S3-160604
Editorial corrections to TS 33.303 





33.303
  CR-0132  (Rel-13) v13.3.0





Source: Qualcomm Incorporated

Decision: 

The document was revised to S3-160773.



S3-160773
Editorial corrections to TS 33.303 





33.303
  CR-0132  rev 1 (Rel-13) v13.3.0





Source: Qualcomm Incorporated

(Replaces S3-160604)

Decision: 

The document was agreed.



S3-160490
Correction to TS 33.303





33.303
  CR-0128  (Rel-13) v13.3.0





Source: Huawei, HiSilicon

Decision: 

The document was revised to S3-160614.



S3-160492
Confidentiality Protection for ProSe Public Safety Discovery





33.303
  CR-0129  (Rel-13) v13.3.0





Source: Huawei, HiSilicon

Decision: 

The document was revised to S3-160621.



7.3
Security Assurance Specification for 3GPP network product classes (SCAS-SA3)

7.3.1
TS 33.116

S3-160445
Removing Self Reference





33.116 v1.1.0





Source: Huawei, HiSilicon

Decision: 

The document was approved.



S3-160737
Draft TS 33.116





33.116 v1.2.0





Source: Rapporteur (NTT-Docomo)

Decision: 

The document was approved.



7.3.2
TS 33.117

S3-160440
Password Structure





33.117 v1.2.0





Source: Huawei, HiSilicon

Decision: 

The document was revised to S3-160681.



S3-160681
Comments on S3-160440





33.117 v1.2.0





Source: TNO

(Replaces S3-160440)

Abstract: 

In S3-160440 Huawei comes back to the topic of password structure. In the past, this topic has been revisited several times and this contribution attempts to make a summary and propose changes that should resolve the unclarity that Huawei would like to solve

Decision: 

The document was approved.



S3-160442
Protection Against Brute Force





33.117 v1.2.0





Source: Huawei, HiSilicon

Decision: 

The document was revised to S3-160732.



S3-160732
Protection Against Brute Force





33.117 v1.2.0





Source: Huawei, HiSilicon

(Replaces S3-160442)

Decision: 

The document was approved.



S3-160443
Policy Regarding Failed Login





33.117 v1.2.0





Source: Huawei, HiSilicon

Decision: 

The document was approved.



S3-160441
Inactivity timeout





33.117 v1.2.0





Source: Huawei, HiSilicon

Decision: 

The document was revised to S3-160486.



S3-160486
Inactivity timeout





33.117 v1.2.0





Source: Huawei, HiSilicon

(Replaces S3-160441)

Decision: 

The document was approved.



S3-160505
Adding a test case to TS 33.117 section 5.2.5.3 HTTP User Sessions





33.117 v1.2.0





Source: TNO

Abstract: 

This contribution proposes a test case for TS 33.117 5.2.5.3 HTTP User Sessions and while reviewing, it was noted that the requirement consisted of two requirements actually. Therefore, the requirement was split into two and reference to BVT was added for the second requirement.

Discussion: 

NTT-docomo agreed with the principle, but with 1b) how does TNO know when it is random and when it is not random?

TNO: it can’t be guaranteed whether it is random. It can be tested on multiple session Ids.

NTT-Docomo didn’t know how to test this. They discussed this issue offline.

Decision: 

The document was revised to S3-160733.



S3-160733
Adding a test case to TS 33.117 section 5.2.5.3 HTTP User Sessions





33.117 v1.2.0





Source: TNO

(Replaces S3-160505)

Decision: 

The document was approved.



S3-160613
pCR to 33.117 – adding a test case for requirement 5.2.4.1.1.1 Handling of growing content





33.117 v1.2.0





Source: Nokia 

Decision: 

The document was approved.



S3-160453
Adding a Test Case for Authenticated Privilege Escalation 





33.117 v1.2.0





Source: Deutsche Telekom AG

Abstract: 

This contribution proposes a test case for clause 5.2.4.1.2.1.  on Authenticated Privilege Escalation 

Decision: 

The document was revised to S3-160734.



S3-160734
Adding a Test Case for Authenticated Privilege Escalation 





33.117 v1.2.0





Source: Deutsche Telekom AG

(Replaces S3-160453)

Discussion: 

Adding changes on operator system functions, changes in test number 6.

Decision: 

The document was approved.



S3-160477
Adding a test case related to the requirement 5.2.5.2.1 “Webserver logging”





33.117 v1.2.0





Source: NEC India Private Limited

Abstract: 

This contribution proposes to add a test case related to the requirement 5.2.5.2.1 of TS 33.117.

Decision: 

The document was revised to S3-160729.



S3-160729
Adding a test case related to the requirement 5.2.5.2.1 “Webserver logging”





33.117 v1.2.0





Source: NEC India Private Limited,TNO

(Replaces S3-160477)

Decision: 

The document was approved.



S3-160444
Test Case for Authorization Policy





33.117 v1.2.0





Source: Huawei, HiSilicon

Decision: 

The document was revised to S3-160735.



S3-160735
Test Case for Authorization Policy





33.117 v1.2.0





Source: Huawei, HiSilicon

(Replaces S3-160444)

Decision: 

The document was approved.



S3-160684
SCAS:Status of SCAS requirements vs test cases in TS 33.117





33.117 v1.2.0





Source: Alcatel-Lucent

Discussion: 

All test cases are done.

Decision: 

The document was noted.



S3-160476
Adding a test case related to the requirement 5.2.5.2.1 “Webserver logging”





33.117 v1.2.0





Source: NEC India Private Limited

Abstract: 

This contribution proposes to add a test case related to the requirement 5.2.5.2.1 of TS 33.117.

Decision: 

The document was withdrawn.



S3-160738
Draft TS 33.117





33.117 v1.3.0





Source: Rapporteur (NTT-Docomo)

Decision: 

The document was approved.



7.3.3
Others

S3-160446
Adding References in TR33.926





33.926 v0.2.0





Source: Huawei, HiSilicon

Decision: 

The document was approved.



S3-160447
Cleanup of Ch4 in TR 33.926





33.926 v0.2.0





Source: Huawei, HiSilicon

Decision: 

The document was approved.



S3-160449
Adding Overview to Ch 4 of TR 33.926





33.926 v0.2.0





Source: Huawei, HiSilicon

Decision: 

The document was approved.



S3-160448
Cleanup of Ch 5 in TR 33.926





33.926 v0.2.0





Source: Huawei, HiSilicon

Decision: 

The document was approved.



S3-160450
Adding Threats and Assets to Annex A of TR 33.926





33.926 v0.2.0





Source: Huawei, HiSilicon

Decision: 

The document was approved.



S3-160451
Presentation of TR 33.926 to SA Plenary





33.926 v..





Source: Huawei, HiSilicon

Decision: 

The document was approved.



S3-160503
SCAS: pCR TR.33.916 with GSMA SECAG comments





33.916 v1.1.0





Source: Alcatel-Lucent

Abstract: 

SCAS: pCR TR.33.916 with GSMA SECAG comments

Decision: 

The document was revised to S3-160730.



S3-160662
cleaning up of TSF/TOE in 33.916





33.916 v1.1.0





Source: NTT DOCOMO INC.

Decision: 

The document was revised to S3-160676.



S3-160676
pCR on cleaning up of TSF/TOE in 33.916





33.916 v1.1.0





Source: NTT DOCOMO, Telecom Italia, Nokia

(Replaces S3-160662)

Decision: 

The document was approved.



S3-160668
Work Item on Security Assurance Specification for (H)eNB





Source: China Mobile Com. Corporation

Discussion: 

Noted without presentation.

Decision: 

The document was noted.



S3-160669
Work Item on Security Assurance Specification for PGW





Source: China Mobile Com. Corporation

Decision: 

The document was revised to S3-160736.



S3-160736
Work Item on Security Assurance Specification for PGW





Source: China Mobile Com. Corporation

(Replaces S3-160669)

Discussion: 

Added supporters, acronym and a few changes.

Decision: 

The document was agreed.



S3-160671
Discussion on the future work for SCAS





Source: China Mobile Com. Corporation

Decision: 

The document was revised to S3-160673.



S3-160673
discussion on the future work for scas





Source: China Mobile Com. Corporation

(Replaces S3-160671)

Discussion: 

Huawei and BT supported these two WIDs.

NTT-Docomo commented that they supported without the HeNodeB part.

Telecom Italia preferred to continue with one network element instead of two in parallel. Nokia agreed with this.

BT: one after another is too slow.

Ericsson preferred to start with the P-GW, then eNodeB.

Deutsche Telekom was fine with studying the elements sequentially, starting with the P-GW.

It was decided to start with the P-GW and then the eNodeB later this year.

Decision: 

The document was noted.



S3-160686
Security Assurance Methodology Documentation





Source: GSMA SECAG

Decision: 

The document was noted.



S3-160687
NESAS Pilot Readiness





Source: GSMA SECAG

Discussion: 

Orange commented that they would send an email to the reflector once the mentioned documents are available.

NTT-Docomo: we should consider putting the spec under change control.

Nokia: in previous SA3 meetings we said that let's wait for the outcome of the pilot before putting the spec under change control. 

NTT-Docomo: do we want to send a message that we are postponing for another 9 months?

Nokia agreed.

Orange didn’t see a problem with having it under change control in July, all changes can be made with CRs.

It was agreed that the SCAS TS would be ready for change control in July (send it for approval in SA plenary in September). An editor's note warning about possible changes deriving from the pilot in March 2017 will be inserted in July.

MCC pointed out that such Editor's note could be argued in SA since it could be seen as a contradiction that sending a spec for approval (completed), and then stating that it may change substantially in the next months.

It was commented that this special case could be explained in SA, and the spec could be still considered as 80% completed.

MCC also reminded the Rapporteur to send the SCAS specs to EditHelp before the July meeting to take care of the editorial issues and have a clean spec by September.

Decision: 

The document was noted.



S3-160730
Comments from GSMA on TR 33.916





Source: Nokia, Alcatel-Lucent, Ericsson, Huawei, Deutsche Telekom, Orange, Telecom Italia, NTT DOCOMO

Decision: 

The document was approved.



S3-160731
Draft TR 33.916





33.916 v1.2.0





Source: Rapporteur (NTT-Docomo)

Decision: 

The document was approved.



S3-160741
Draft TR 33.926





33.926 v0.3.0





Source: Rapporteur (Huawei)

Discussion: 

Going for information and approval for the next meeting.

To be sent to EditHelp, editorial changes will be incorporated automatically and any other issues will have to be corrected with CRs.

Decision: 

The document was approved.



7.4
Security of MCPTT (MCPTT)

S3-160409
Reply LS on CT4 assumptions on AAA-1, MCPTT-2 and CSC-13 reference points





Source: C1ah-160094

Decision: 

The document was noted.



S3-160422
LS Response on CT4 assumptions on AAA-1, MCPTT-2 and CSC-13 reference points





Source: S6-160153

Discussion: 

CESG commented that assumption 2 concerned SA3.The response contained results of the later contributions for this agenda item.

Decision: 

The document was noted.



S3-160744
LS on CT4 assumptions on AAA-1, MCPTT-2 and CSC-13 reference points





Source: Motorola Solutions

Decision: 

The document was approved.



S3-160407
LS on security level of the group





Source: C1-161432

Decision: 

The document was replied to.



S3-160745
Reply to: LS on security level of the group





Source: CESG

Decision: 

The document was approved.



S3-160423
Reply LS on MCPTT Group Management Parameters





Source: S6-160155

Discussion: 

745 will include the response for this LS.

Decision: 

The document was noted.



S3-160468
LS on group management parameters and security level of the group





Source: S6-160358

Decision: 

The document was noted.



S3-160469
LS on confidentiality protection of an identity in a value of an XML attribute of an XML element of an XML document included in a SIP message





Source: C1-161957

Decision: 

The document was replied to.



S3-160747
Reply to: LS on confidentiality protection of an identity in a value of an XML attribute of an XML element of an XML document included in a SIP message





Source: CESG

Decision: 

The document was approved.



S3-160677
LS on integrity protection





Source: C1-162139

Decision: 

The document was replied to.



S3-160636
Ways of applying integrity protection to XML





33.179 v13.0.0





Source: CESG

Decision: 

The document was noted.



S3-160637
Response LS on integrity protection





33.179 v13.0.0





Source: CESG

Decision: 

The document was approved.



S3-160667
Correction to integrity protection





33.179
  CR-0010  (Rel-13) v13.0.0





Source: CESG

Abstract: 

Correcting integrity protection examples and XML

Decision: 

The document was agreed.



S3-160467
LS on Floor Control security for MCPTT





Source: S6-160324

Decision: 

The document was replied to.



S3-160630
Issue with Floor Control Key Management





33.179 v13.0.0





Source: CESG

Decision: 

The document was noted.



S3-160631
Fixing Floor Control Key Management





33.179
  CR-0005  (Rel-13) v13.0.0





Source: CESG

Discussion: 

It was noted that it was a Cat C CR for Rel-13, but justified since it is aligning with CT1 work in the same release.

Decision: 

The document was revised to S3-160723.



S3-160723
Fixing Floor Control Key Management





33.179
  CR-0005  rev 1 (Rel-13) v13.0.0





Source: CESG,Nokia

(Replaces S3-160631)

Decision: 

The document was agreed.



S3-160632
Response LS on floor control security





33.179 v13.0.0





Source: CESG

Decision: 

The document was revised to S3-160748.



S3-160748
Response LS on floor control security





33.179 v13.0.0





Source: CESG

(Replaces S3-160632)

Decision: 

The document was approved.



S3-160470
LS on GMK and GUK-ID sent to non-affiliated members of the MCPTT group





Source: C1-161958

Decision: 

The document was replied to.



S3-160635
Sending GMK to unaffilliated users





33.179
  CR-0007  (Rel-13) v13.0.0





Source: CESG

Decision: 

The document was agreed.



S3-160634
Response LS on GMK and GUK-ID sent to non-affiliated members of the MCPTT group





33.179 v13.0.0





Source: CESG

Discussion: 

Airbus: this could overload the network. Distribution of the keys only to the group affiliated members.

Motorola: if you are going off that group you still need those keys.

Airbus: it’s out to SA6 to mention this in their work.

CESG agreed that there is a risk of flooding the network although not SA3's problem.

Decision: 

The document was revised to S3-160749.



S3-160749
Response LS on GMK and GUK-ID sent to non-affiliated members of the MCPTT group





33.179 v13.0.0





Source: CESG

(Replaces S3-160634)

Decision: 

The document was approved.



S3-160478
33.179 CR Editorial Clarifications





33.179
  CR-0001  (Rel-13) v13.0.0





Source: Motorola Solutions Danmark A/S

Abstract: 

Various changes throughout the document; editorial and grammar, figure references, and external document references.

Decision: 

The document was revised to S3-160742.



S3-160742
33.179 CR Editorial Clarifications





33.179
  CR-0001  rev 1 (Rel-13) v13.0.0





Source: Motorola Solutions Danmark A/S

(Replaces S3-160478)

Decision: 

The document was revised to S3-160750.



S3-160750
Architectural clarifications and corrections





33.179
  CR-0001  rev 2 (Rel-13) v13.0.0





Source: Motorola Solutions Danmark A/S,CESG,Gemalto

(Replaces S3-160742)

Decision: 

The document was agreed.



S3-160619
Correction to TS 33.179





33.179
  CR-0003  rev 1 (Rel-13) v13.0.0





Source: Huawei, HiSilicon, China Unicom

(Replaces S3-160489)

Decision: 

The document was merged.



S3-160629
Editorials to TS 33.179





33.179
  CR-0004  (Rel-13) v13.0.0





Source: CESG

Decision: 

The document was revised to S3-160743.



S3-160743
Technical text clarifications





33.179
  CR-0004  rev 1 (Rel-13) v13.0.0





Source: CESG

(Replaces S3-160629)

Decision: 

The document was agreed.



S3-160479
33.179 CR to fix KMS reference points





33.179
  CR-0002  (Rel-13) v13.0.0





Source: Motorola Solutions Danmark A/S

Abstract: 

Clearly specify that the MCPTT proxy is optional for the KMS and address possible security vulnerability when the MCPTT proxy is used with KMS.

Decision: 

The document was revised to S3-160698.



S3-160698
Fixing KMS reference points





33.179
  CR-0002  rev 1 (Rel-13) v13.0.0





Source: Motorola Solutions Danmark A/S,Motorola Solutions, CESG, Airbus

(Replaces S3-160479)

Decision: 

The document was revised to S3-160751.



S3-160751
Fixing KMS reference points





33.179
  CR-0002  rev 2 (Rel-13) v13.0.0





Source: Motorola Solutions Danmark A/S,Motorola Solutions, CESG, Airbus

(Replaces S3-160698)

Decision: 

The document was agreed.



S3-160633
Addition of security overview





33.179
  CR-0006  (Rel-13) v13.0.0





Source: CESG

Decision: 

The document was revised to S3-160752.



S3-160752
Addition of security overview





33.179
  CR-0006  rev 1 (Rel-13) v13.0.0





Source: CESG

(Replaces S3-160633)

Decision: 

The document was agreed.



S3-160480
CR to change 33.220 FC values for MCPTT





33.220
  CR-0182  (Rel-13) v13.0.0





Source: Motorola Solutions Danmark A/S

Abstract: 

MCPTT security (33.179) requires the allocation of a set of FC values for generic key derivation.  33.220 is the document that maintains the list of allocated ranges.

Decision: 

The document was merged.



S3-160513
TR cleanup - remove all references in Clause 2





33.879
  CR-0002  (Rel-13) v13.0.0





Source: Nokia

Decision: 

The document was agreed.



S3-160514
TR cleanup - definition section





33.879
  CR-0003  (Rel-13) v13.0.0





Source: Nokia

Decision: 

The document was agreed.



S3-160515
TR cleanup - adding abbreviations





33.879
  CR-0004  (Rel-13) v13.0.0





Source: Nokia

Decision: 

The document was agreed.



S3-160516
TR cleanup - ed note in clause 4 and 5





33.879
  CR-0005  (Rel-13) v13.0.0





Source: Nokia

Decision: 

The document was agreed.



S3-160651
MCPTT TR cleanup - scope and section 6 and 7





33.879
  CR-0007  (Rel-13) v13.0.0





Source: Nokia

Decision: 

The document was revised to S3-160753.



S3-160753
MCPTT TR cleanup - scope and section 6 and 7





33.879
  CR-0007  rev 1 (Rel-13) v13.0.0





Source: Nokia

(Replaces S3-160651)

Decision: 

The document was agreed.



S3-160654
MCPTT TR Clean up – section 4 and 5





33.879
  CR-0010  (Rel-13) v13.0.0





Source: Nokia

Decision: 

The document was agreed.



S3-160656
MCPTT TR cleanup - solution 6





33.879
  CR-0012  (Rel-13) v13.0.0





Source: Nokia

Decision: 

The document was agreed.



S3-160657
MCPTT TR cleanup - editor's notes





33.879
  CR-0013  (Rel-13) v13.0.0





Source: Nokia

Decision: 

The document was revised to S3-160754.



S3-160754
MCPTT TR cleanup - editor's notes





33.879
  CR-0013  rev 1 (Rel-13) v13.0.0





Source: Nokia

(Replaces S3-160657)

Decision: 

The document was agreed.



S3-160652
MCPTT TR cleanup - replace of must





33.879
  CR-0008  (Rel-13) v13.0.0





Source: Nokia

Decision: 

The document was agreed.



S3-160653
MCPTT TR cleanup - solution 15





33.879
  CR-0009  (Rel-13) v13.0.0





Source: Nokia

Decision: 

The document was agreed.



S3-160655
MCPTT TR cleanup - key issues 17 and 18





33.879
  CR-0011  (Rel-13) v13.0.0





Source: Nokia

Decision: 

The document was revised to S3-160755.



S3-160755
MCPTT TR cleanup - key issues 17 and 18





33.879
  CR-0011  rev 1 (Rel-13) v13.0.0





Source: Nokia

(Replaces S3-160655)

Decision: 

The document was agreed.



S3-160672
MCPTT TR cleanup - annex





33.879
  CR-0014  rev 1 (Rel-13) v13.0.0





Source: Nokia

(Replaces S3-160664)

Decision: 

The document was agreed.



S3-160628
Evaluation of sensitive application signalling





33.879
  CR-0006  (Rel-13) v13.0.0





Source: CESG

Decision: 

The document was agreed.



S3-160481
33.879 MCPTT TR User Authentication Evaluation





33.879
  CR-0001  (Rel-13) v13.0.0





Source: Motorola Solutions Danmark A/S

Abstract: 

Addition of evaluation and conclusion sections for user authentication and authorisation.

Decision: 

The document was revised to S3-160756.



S3-160756
MCPTT TR User Authentication Evaluation





33.879
  CR-0001  rev 1 (Rel-13) v13.0.0





Source: Motorola Solutions Danmark A/S

(Replaces S3-160481)

Decision: 

The document was agreed.



S3-160482
WID Proposal for MCPTT enhancements





33.179 v..





Source: Motorola Solutions Danmark A/S

Abstract: 

Work ID proposal to continue work on MCPTT not realized in R13.

Decision: 

The document was postponed.



S3-160618
Study Item for MC Data





13.57 v..





Source: Motorola Solutions Danmark A/S

Abstract: 

New Study item for Security of Mission Critical Data

Decision: 

The document was merged.



S3-160624
Work Item proposal for MC Data





13.57 v..





Source: Motorola Solutions Danmark A/S

Abstract: 

New work item for Security of Mission Critical Data 

Decision: 

The document was postponed.



S3-160622
Study item for MC Video





13.57 v..





Source: Motorola Solutions Danmark A/S

Abstract: 

New study item for Security of Mission Critical Video

Decision: 

The document was merged.



S3-160727
Study item for Mission Critical Security Enhancements





13.57 v..





Source: Motorola Solutions Danmark A/S

(Replaces S3-160622)

Discussion: 

Nokia commented that normally SA3 adds their part into other groups Work Items. 

It was commented that it’s also fine having an independent work item.

The output of this study will be a TR (not a TS, like it is in the document).

Decision: 

The document was approved.



S3-160627
Work Item proposal for MC Video





Source: Motorola Solutions Danmark A/S

Abstract: 

New work item for Security of Mission Critical Video

Decision: 

The document was postponed.



S3-160638
Protecting XML attributes





33.179 v13.0.0





Source: CESG

Decision: 

The document was noted.



S3-160639
Adding XML attribute protection





33.179
  CR-0008  (Rel-13) v13.0.0





Source: CESG

Decision: 

The document was withdrawn.



S3-160640
Adding XML attribute protection





33.179
  CR-0009  (Rel-13) v13.0.0





Source: CESG

Decision: 

The document was withdrawn.



S3-160489
Correction to TS 33.179





33.179
  CR-0003  (Rel-13) v13.0.0





Source: Huawei, HiSilicon

Decision: 

The document was revised to S3-160619.



S3-160664
MCPTT TR cleanup - annex





33.879
  CR-0014  (Rel-13) v13.0.0





Source: Nokia

Decision: 

The document was revised to S3-160672.



S3-160674
TR cleanup - remove must from potential requirements





33.879 v13.0.0





Source: TNO

Abstract: 

This contribution is an editorial proposal that proposes the cleanup of occurrences of 'must'

Decision: 

The document was withdrawn.



S3-160728
Fixing off-network provisioning





33.179
  CR-0011  (Rel-13) v13.0.0





Source: Motorola Solutions,CESG

Decision: 

The document was revised to S3-160769.



S3-160769
Fixing off-network provisioning





33.179
  CR-0011  rev 1 (Rel-13) v13.0.0





Source: Motorola Solutions,CESG

(Replaces S3-160728)

Decision: 

The document was agreed.



S3-160746
MCPTT TR cleanup – Removal of must





33.879
  CR-0015  (Rel-13) v13.0.0





Source: TNO

Decision: 

The document was merged.



7.5
Enhanced Access Security for Extended Coverage GSM in relation to Cellular IoT (EASE_EC_GSM)

S3-160412
LS on name change to EC-GSM-IoT





Source: GP-160221

Decision: 

The document was noted.



S3-160411
Reply LS on enhanced GPRS in relation to Cellular IoT





Source: GP-160220

Decision: 

The document was noted.



S3-160452
Change the name of the feature to EC-GSM-IoT





43.020
  CR-0037  (Rel-13) v13.1.0





Source: ORANGE

Decision: 

The document was agreed.



S3-160583
Adding procedural details for ciphering and integrity mode negotiation





43.020
  CR-0040  (Rel-13) v13.1.0





Source: Ericsson LM

Discussion: 

Revised to include Qualcomm's comments on the figures and Nokia's comments in Editor's notes:

Note on handover non support, messages added to first figure, last figure step 6 with new editor's note, step 7 editor's note related with new algorithms to be used. Also editorial elements from Nokia.

Decision: 

The document was revised to S3-160704.



S3-160704
Adding procedural details for ciphering and integrity mode negotiation





43.020
  CR-0040  rev 1 (Rel-13) v13.1.0





Source: Ericsson LM

(Replaces S3-160583)

Decision: 

The document was agreed.



S3-160617
EASE Resolving Editor's Note on User Plane Integrity Indication 





43.020
  CR-0038  rev 1 (Rel-13) v13.1.0





Source: Huawei, HiSilicon, Nokia, China Unicom

(Replaces S3-160488)

Discussion: 

BT: I thought that it was the other way around: the control is more in the UE.

China Mobile commented that the selection should be made by the network, make it mandatory.

Huawei agreed with Nokia.

Decision: 

The document was agreed.



S3-160584
Adding details for new cellular algorithms GIA4 , GEA5 and GIA5





43.020
  CR-0041  (Rel-13) v13.1.0





Source: Ericsson LM

Discussion: 

Qualcomm proposed to remove the references to TS 55.241 and so on since these are specs that do not exist yet.

Huawei proposed to remove the "may" from the note in H.5.0. Deutsche Telekom commented that the note does not add anything, so it was agreed to remove it.

Decision: 

The document was revised to S3-160705.



S3-160705
Adding details for new cellular algorithms GIA4 , GEA5 and GIA5





43.020
  CR-0041  rev 1 (Rel-13) v13.1.0





Source: Ericsson LM

(Replaces S3-160584)

Decision: 

The document was agreed.



S3-160615
Changes to the allocation of FC values





33.220
  CR-0184  (Rel-13) v13.0.0





Source: Nokia 

Abstract: 

This CR is allocated to agenda item 7.5 on EC-GSM as it is motivated by work in this area.

Discussion: 

Ericsson: proprietary values in 3GPP? Why is 3GPP giving this service?

Vodafone: in ETSI SCP we have a similar issue. Some values are reserved for other SDOs. These SDOs would come to ETSI SCP to have these values.

This would allow somebody to have a proprietary solution.

Ericsson: this is not about other SDOs, but about companies asking for values. Vodafone: the companies don’t ask they just use (they may clash).

Nokia: we can give space for proprietary use but we cannot go back. This is to be in the safe side.

Decision: 

The document was revised to S3-160706.



S3-160706
Changes to the allocation of FC values





33.220
  CR-0184  rev 1 (Rel-13) v13.0.0





Source: Nokia 

(Replaces S3-160615)

Decision: 

The document was agreed.



S3-160620
Allocation of FC value to derivation of Ki128 and other changes





43.020
  CR-0044  (Rel-13) v13.1.0





Source: Nokia 

Decision: 

The document was agreed.



S3-160585
The definition of MAC-GMM in GMM Authentication and Ciphering Request and GMM Authentication and Ciphering Response 





43.020
  CR-0042  (Rel-13) v13.1.0





Source: Ericsson LM

Decision: 

The document was agreed.



S3-160547
Algorithm negotiation mechanisms in CIoT





43.020
  CR-0039  (Rel-13) v13.1.0





Source: China Mobile Com. Corporation

Discussion: 

Discussed together with 583 and 617.

Nokia didn’t agree with this as proposed in tdoc 617.

Huawei commented that this is not appropriate for the current Release. This was the view of the group as well.

Decision: 

The document was not pursued.



S3-160488
EASE Resolving Editor's Note on User Plane Integrity Indication 





43.020
  CR-0038  (Rel-13) v13.1.0





Source: Huawei, HiSilicon, Nokia

Decision: 

The document was revised to S3-160617.



7.6
Security Aspects of Isolated E-UTRAN Operation for Public Safety (IOPS)

S3-160507
Comparison of SA1 requirements and SA3 solution





Source: TNO

Abstract: 

A comparison is made between the solution that is concluded in SA3 in meeting #82 (and documented in TS 33.897) and the service requirements from TS 22.346. Some requirements are not entirely met and therefore it is proposed to send an LS to SA1.

Decision: 

The document was noted.



S3-160508
LS to SA1 on IOPS specification TS 22.346





Source: TNO

Abstract: 

SA3 has analysed the service requirements in TS 22.346 in order to find potential misalignment of requirements and the solution that SA3 adopted. SA3 concluded that some misalignment between the SA3 solution and the service requirements in TS 22.346 exists. In order to resolve this misalignment, SA3 proposes actions for SA1 to remove or modify service requirements in TS 22.346.

Decision: 

The document was noted.



7.7
Security Aspects of Narrowband IOT (CIoT)

S3-160410
LS on Non IP Data Delivery procedures





Source: C4-161535

Decision: 

The document was noted.



S3-160413
LS on CIoT optimization for non-NB-IoT UEs





Source: R2-162018

Decision: 

The document was noted.



S3-160421
Response LS on CIoT optimization for non-NB-IoT UEs





Source: S2-161352

Decision: 

The document was noted.



S3-160415
Response to LS on questions on CIoT





Source: R2-163064

Decision: 

The document was noted.



S3-160459
Response to LS on questions on CIoT





Source: R2-163064

Decision: 

The document was withdrawn.



S3-160420
Reply LS on questions on NB-IoT





Source: S2-161333

Decision: 

The document was noted.



S3-160414
Reply LS on Clarifications on RRC Resume Request





Source: R2-162019

Decision: 

The document was replied to.



S3-160694
Reply to: LS on Clarifications on RRC Resume Request





Source: Nokia

Decision: 

The document was approved.



S3-160419
Reply LS on Clarifications on RRC Resume Request





Source: S2-161260

Decision: 

The document was replied to.



S3-160463
Reply LS on Clarifications on RRC Resume Request 





Source: R3-161016

Decision: 

The document was replied to.



S3-160526
Discussion on LS R2-162019 and RRC Resume Request Security





33.401 v..





Source: Nokia

Abstract: 

Discussion on RAN2/3 agreement LSs for RRC Resume Security for the NBIoT UP Solution (#18) 

Decision: 

The document was noted.



S3-160460
LS on Security Aspects for NB-IoT





Source: R2-163129

Decision: 

The document was replied to.



S3-160465
LS on NB-IoT Progress in RAN3





Source: R3-161034

Decision: 

The document was noted.



S3-160532
draft_CR-RRC Resume Security





33.401
  CR-0580  (Rel-13) v13.2.0





Source: Nokia

Abstract: 

CR for capturing RRC Suspend and RRC Resume in 33.401

Decision: 

The document was revised to S3-160822.



S3-160822
Security for RRC suspend and resume





33.401
  CR-0580  rev 1 (Rel-13) v13.2.0





Source: Nokia,Ericsson

(Replaces S3-160532)

Decision: 

The document was agreed.



S3-160588
Security for RRC Connection Suspend and Resume





Source: Ericsson

Discussion: 

Nokia: Resume ID is not constant. 

Ericsson: not specified by RAN3. Nokia replied that this is present in the RAN3 CRs. 

There were some differences in the understanding of the documents from the RAN groups.

Ericsson: X2 handover and RRC resume are different procedures, you cannot copy the same process.

Ericsson also disagreed on the MME triggering handover.

Initial Topics of disagreement:

- Resume ID

- PDCP count reset.

- Rekeying every RRC 

- Algorithm change due to handover: X2 different from RRC.

- MME triggering handover.

These and other points had to be discussed offline. This discussion paper and 526 were noted.

Decision: 

The document was noted.



S3-160590
Security for RRC suspend and resume





33.401
  CR-0571  rev 2 (Rel-13) v13.2.0





Source: Ericsson

(Replaces S3-160213)

Decision: 

The document was merged.



S3-160594
Encryption of SRB/DRB reconfiguration at RRC connection resume





Source: Ericsson

Discussion: 

Added to the discussion in 588.

Decision: 

The document was noted.



S3-160538
discussion on preventing unauthorized modification of NB-IoT user data transmitted over user plane





Source: China Mobile Com. Corporation

Discussion: 

Nokia: what is the threat? Is this for both user and control plane?

China Mobile: integrity protection should be end to end. 

Vodafone: if you send it through the MME is already integrity protected.

China Mobile: outside MME. 

Nokia: this impacts all nodes, eNodeB, MME,..this should be taken to Rel-14.

China Mobile: not big impact for implementation.

This was discussed offline together with the associated CR.

It was agreed to take it to Rel-14

Decision: 

The document was noted.



S3-160540
preventing unauthorized modification of NB-IoT user data transmitted over user plane





33.401
  CR-0582  (Rel-13) v13.2.0





Source: China Mobile Com. Corporation

Decision: 

The document was not pursued.



S3-160541
discussion on integrity protection for user data on user plane





Source: China Mobile Com. Corporation

Decision: 

The document was noted.



S3-160542
Integrity protection for user data on user plane





33.401
  CR-0583  (Rel-13) v13.2.0





Source: China Mobile Com. Corporation

Decision: 

The document was not pursued.



S3-160543
Security storage of NB-IoT Kasme





Source: China Mobile Com. Corporation

Discussion: 

Nokia: this should be considered in Rel-14.

Qualcomm agreed with this, the impact is bigger than what it seems.

Alf (NTT-Docomo): this doesn’t help much, key derivation would need to be moved to a more secure location, this is a substantial change for Rel-13.

Gemalto commented that it can be considered in Rel-13.

Deutsche Telekom agreed with this solution needing substantial work.

Decision: 

The document was noted.



S3-160642
CIoT Partial Ciphering For User Data via MME





33.401
  CR-0588  (Rel-13) v13.2.0





Source: Huawei, HiSilicon, Nokia, China Unicom

Discussion: 

Vodafone didn’t considered this as suitable for the TS.

Decision: 

The document was revised to S3-160699.



S3-160699
CIoT Partial Ciphering For User Data via MME





33.401
  CR-0588  rev 1 (Rel-13) v13.2.0





Source: Huawei, HiSilicon, Nokia, China Unicom

(Replaces S3-160642)

Decision: 

The document was agreed.



S3-160527
draft_CR-RRC Resume Security





33.401 v13.2.0





Source: Nokia

Abstract: 

Changes for NBIoT UP Solution (#18).

Decision: 

The document was withdrawn.



S3-160539
preventing unauthorized modification of NB-IoT user data transmitted over user plane





33.401
  CR-0581  (Rel-13) v13.2.0





Source: China Mobile Com. Corporation

Decision: 

The document was withdrawn.



S3-160700
Reply LS on CT4 assumptions on AAA-1, MCPTT-2 and CSC-13 reference points





Source: C1ah-160094

Decision: 

The document was withdrawn.



S3-160718
LS on NAS COUNTs for CIoT data transfer via MME





Source: C1A160090

Decision: 

The document was noted.



7.8
New GPRS algorithms for EASE (EASE_ALGOs_SA3)

S3-160424
Discussion document on the EASE Algorithm WID and the resulting TS's





Source: VODAFONE Group Plc

Discussion: 

Qualcomm commented that sending specs directly to SA Plenary may not be a good idea. Vodafone agreed.

The Chairman commented that we should get the documents officially from SAGE and then sending them directly to SA. Maybe an adhoc meeting (electronic meeting)could work to approve these documents in SA3 before SA.

Alf commented that rushing on algorithms doesn’t seem appropriate. Vodafone replied all testing and verification has happened inside SAGE and is not rushed.

An exception could be made for this WID.

Nokia queried about the need for the French government's permission; Vodafone commented that they can provide with all the email exchange with ETSI secretariat, MCC and so on to give more details on this issue.

Alf (NTT-Docomo) commented that with ZUC we had more time to view these things and more time should be given in this case as well.

The specs were looked at in the meeting for review but not given a tdoc number given that they could not be made public until the approval of the French government. 

The option of having an adhoc meeting (electronic or conference call) was agreed in order to approve the specs before the SA plenary. If an exception was needed this could be agreed in the electronic meeting as well. Qualcomm proposed to create the exception sheet during this meeting if necessary and this was agreed.

496 and 500 are potential specs to be sent for information.

Decision: 

The document was noted.



S3-160496
Draft 3GPP TS 55.241: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Specification of the GIA4 encryption algorithms for GPRS; GIA4 specification - censored





55.241 v0.0.2





Source: VODAFONE Group Plc

(Replaces S3-160425)

Abstract: 

This document is a new TS that specifies the GIA4 algorithm used by EASE - It has the key algorithm parts removed awaiting permission to publish these from the French Government

Decision: 

The document was revised to S3-160708.



S3-160708
Draft 3GPP TS 55.241: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Specification of the GIA4 encryption algorithms for GPRS; GIA4 specification - censored





55.241 v0.0.2





Source: VODAFONE Group Plc

(Replaces S3-160496)

Decision: 

The document was approved.



S3-160426
3GPP TS 55.242: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Specification of the GIA4 encryption algorithms for GPRS; Implementers' test data





55.242 v0.0.1





Source: VODAFONE Group Plc

Decision: 

The document was revised to S3-160757.



S3-160757
3GPP TS 55.242: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Specification of the GIA4 encryption algorithms for GPRS; Implementers' test data





55.242 v0.1.0





Source: VODAFONE Group Plc

(Replaces S3-160426)

Decision: 

The document was approved.



S3-160427
3GPP TS 55.243: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Specification of the GIA4 encryption algorithms for GPRS; Design conformance test data





55.243 v0.0.1





Source: VODAFONE Group Plc

Decision: 

The document was revised to S3-160758.



S3-160758
3GPP TS 55.243: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Specification of the GIA4 encryption algorithms for GPRS; Design conformance test data





55.243 v0.1.0





Source: VODAFONE Group Plc

(Replaces S3-160427)

Decision: 

The document was approved.



S3-160500
draft 3GPP TS 55.251: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Specification of the GEA5 and GIA5 encryption algorithms for GPRS; GEA5 and GIA5 algorithm specification





55.251 v0.0.2





Source: VODAFONE Group Plc

(Replaces S3-160428)

Abstract: 

GEA5 and GIA5 specification with algorithm details removed until permission received to publish from French Government.

Decision: 

The document was revised to S3-160709.



S3-160709
draft 3GPP TS 55.251: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Specification of the GEA5 and GIA5 encryption algorithms for GPRS; GEA5 and GIA5 algorithm specification





55.251 v0.0.2





Source: VODAFONE Group Plc

(Replaces S3-160500)

Decision: 

The document was approved.



S3-160429
Draft 3GPP TS 55.252: "Specification of the GPRS confidentiality and integrity algorithms GEA5 and GIA5; Implementers' test data".





55.252 v0.0.1





Source: VODAFONE Group Plc

Decision: 

The document was revised to S3-160759.



S3-160759
Draft 3GPP TS 55.252: "Specification of the GPRS confidentiality and integrity algorithms GEA5 and GIA5; Implementers' test data".





55.252 v0.1.0





Source: VODAFONE Group Plc

(Replaces S3-160429)

Decision: 

The document was approved.



S3-160430
Draft 3GPP TS 55.253: "Specification of the GPRS confidentiality and integrity algorithms GEA5 and GIA5; Design conformance test data".





55.253 v0.0.1





Source: VODAFONE Group Plc

Decision: 

The document was revised to S3-160760.



S3-160760
Draft 3GPP TS 55.253: "Specification of the GPRS confidentiality and integrity algorithms GEA5 and GIA5; Design conformance test data".





55.253 v0.1.0





Source: VODAFONE Group Plc

(Replaces S3-160430)

Decision: 

The document was approved.



S3-160685
New GPRS algorithms – status update





Source: ETSI SAGE

Decision: 

The document was replied to in S3-160767.



S3-160767
Reply to: New GPRS algorithms – status update





Source: Vodafone

Decision: 

The document was approved.



S3-160425
Draft 3GPP TS 55.241: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Specification of the GIA4 encryption algorithms for GPRS; GIA4 specification





55.241 v0.0.1





Source: VODAFONE Group Plc

Abstract: 

This document is a new TS that specifies the GIA4 algorithm used by EASE

Decision: 

The document was revised to S3-160496.



S3-160428
draft 3GPP TS 55.251: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Specification of the GEA5 and GIA5 encryption algorithms for GPRS; GEA5 and GIA5 algorithm specification





55.251 v0.0.1





Source: VODAFONE Group Plc

Decision: 

The document was revised to S3-160500.



S3-160707
Exception sheet for EASE algorithm WID





Source: Vodafone

Discussion: 

NTT-Docomo needed more time to check the algorithms and specs. It was decided to ask for an exception and send the specs for information.

Decision: 

The document was approved.



S3-160761
Cover sheet TS 55.241





Source: Vodafone

Decision: 

The document was approved.



S3-160762
Cover sheet TS 55.242





Source: Vodafone

Decision: 

The document was approved.



S3-160763
Cover sheet TS 55.243





Source: Vodafone

Decision: 

The document was approved.



S3-160764
Cover sheet TS 55.251





Source: Vodafone

Decision: 

The document was approved.



S3-160765
Cover sheet TS 55.252





Source: Vodafone

Decision: 

The document was approved.



S3-160766
Cover sheet TS 55.253





Source: Vodafone

Decision: 

The document was approved.



7.9
Other work areas

7.9.1
IP Multimedia Subsystem (IMS) Security

S3-160418
LS on Security aspects of solution #5 for making UE-detected IMS emergency session successful with S8HR as a roaming architecture for VoLTE





Source: S2-160929

Decision: 

The document was replied to.



S3-160471
LS on Password based service activation for IMS Multimedia Telephony service (PWDIMS-CT)





Source: C1-162304

Decision: 

The document was replied to.



S3-160776
Reply to: LS on Password based service activation for IMS Multimedia Telephony service (PWDIMS-CT)





Source: Ericsson

Decision: 

The document was approved.



S3-160680
draft response to LS in S3-160418





Source: NTT DOCOMO INC.

Decision: 

The document was revised to S3-160775.



S3-160775
Reply LS on Security aspects of solution #5 for making UE-detected IMS emergency session successful with S8HR as a roaming architecture for VoLTE





Source: NTT DOCOMO INC.

(Replaces S3-160680)

Decision: 

The document was approved.



7.9.2
Network Domain Security (NDS)

7.9.3
UTRAN Network Access Security

S3-160647
3G security improvements





33.102
  CR-0273  (Rel-14) v13.0.0





Source: ORANGE, Gemalto, Vodafone

Decision: 

The document was revised to S3-160688.



S3-160688
3G security improvements





33.102
  CR-0273  rev 1 (Rel-14) v13.0.0





Source: ORANGE, Gemalto, Vodafone,Telecom Italia,Deutsche Telekom

(Replaces S3-160647)

Decision: 

The document was postponed.



7.9.4
GERAN Network Access Security

S3-160593
2G security improvements





43.020
  CR-0043  (Rel-14) v13.1.0





Source: ORANGE, Gemalto

Decision: 

The document was withdrawn.



S3-160650
2G security improvements





43.020
  CR-0045  (Rel-14) v13.1.0





Source: ORANGE, Gemalto, Vodafone

Decision: 

The document was revised to S3-160689.



S3-160689
Mitigating bidding donw attacks





43.020
  CR-0045  rev 1 (Rel-14) v13.1.0





Source: ORANGE, Gemalto, Vodafone,Telecom Italia,Deutsche Telekom

(Replaces S3-160650)

Discussion: 

BT: replace millions of SIM cards to update security? To sell this it is better that this affects LTE and 5G.It was decided to change the title of the CR to that effect.

Qualcomm: you may disable the only algorithm supported by the UE.

Deutsche Telekom: we just ask the user what he wants to do (if they still want to connect).

Qualcomm: we need more details to know how possible this is for an UE manufacturer to implement this.

Orange noted that it looked like there was resistance to implement this at all.

Orange proposed to postpone the document to address the concerns from Qualcomm and NTT-Docomo.

Decision: 

The document was postponed.



S3-160683
Comments on S3-160650 and S3-160647





Source: VODAFONE Group Plc

Discussion: 

comments incorporated in 689.

Decision: 

The document was noted.



7.9.5
Generic Authentication Architecture (GAA)

7.9.6
Multimedia Broadcast/Multicast Service (MBMS)

7.9.7
Security Aspects of Home(e)NodeB (H(e)NB)

7.9.8
Security Aspects related to Machine-Type Communication ((e)MTC)

7.9.9
Other work items

8
Studies

8.1
Study on Security Enhancements for MCPTT (MCPTT)

8.2
Study on Security for Proximity-based Services (FS_ProSe_Sec)

S3-160595
On spatial replay of ProSe discovery messages for commercial discovery





33.833 v1.7.0





Source: Qualcomm Incorporated

Decision: 

The document was noted.



S3-160679
Comments on S3-160595





33.833 v1.7.0





Source: TNO

Abstract: 

Document S3-160595 by Qualcomm presents a solution for the spatial relay attack. In the same document, Qualcomm states that a risk assessment is missing. This document presents the accompanying risk assessment and proposes a way forward for the solution.

Decision: 

The document was withdrawn.



8.3
TR on Security Assurance scheme for 3GPP network products (33.916) (SCAS-SA3TR)

8.4
Security Assurance Specification for 3GPP network product classes (33.926)(SCAS)

8.5
Study on EGPRS Access Security Enhancements with relation to cellular IoT (FS_EASE_IoT)

S3-160545
Algorithm negotiation mechanisms in CIoT





33.860
  CR-0002  (Rel-13) v13.0.2





Source: China Mobile Com. Corporation

Discussion: 

Ericsson: this could be added to the solution clause in the TR body.

Vodafone had some comments on the content and had to discuss it offline.

Decision: 

The document was revised to S3-160712.



S3-160712
Algorithm negotiation mechanisms in CIoT





33.860
  CR-0002  rev 1 (Rel-13) v13.0.2





Source: China Mobile Com. Corporation

(Replaces S3-160545)

Discussion: 

Orange objected to adding a new solution for a finished TR.MCC pointed out that Rel-13 was frozen so the solution would have to be added to Rel-14. It was noted that there was no WID for Rel-14, so this was not be possible.

Decision: 

The document was not pursued.



S3-160579
Cleaning TR 33.860 sections 4, 5 and 6 from editor’s notes   





33.860
  CR-0003  (Rel-13) v13.0.2





Source: Ericsson LM

Decision: 

The document was revised to S3-160710.



S3-160710
Cleaning TR 33.860 sections 4, 5 and 6 from editor’s notes   





33.860
  CR-0003  rev 1 (Rel-13) v13.0.2





Source: Ericsson LM

(Replaces S3-160579)

Decision: 

The document was agreed.



S3-160616
EASE Resolving Editor's Note on Security of Subscriber Profile





33.860
  CR-0001  rev 1 (Rel-13) v13.0.2





Source: Huawei, HiSilicon, Nokia, China Unicom

(Replaces S3-160487)

Decision: 

The document was agreed.



S3-160582
Update of Solution 4 for using the P-TMSI signature for Attach and RAU requests  





33.860
  CR-0004  (Rel-13) v13.0.2





Source: Ericsson LM

Decision: 

The document was revised to S3-160711.



S3-160711
Update of Solution 4 for using the P-TMSI signature for Attach and RAU requests  





33.860
  CR-0004  rev 1 (Rel-13) v13.0.2





Source: Ericsson LM

(Replaces S3-160582)

Decision: 

The document was agreed.



S3-160487
EASE Resolving Editor's Note on Security of Subscriber Profile





33.860
  CR-0001  (Rel-13) v13.0.2





Source: Huawei, HiSilicon, Nokia

Decision: 

The document was revised to S3-160616.



8.6
Study on IMS Enhanced Spoofed Call Prevention and Detection (FS_ESCAPADES)

S3-160670
Discussion on the future work for SCAS





Source: China Mobile Com. Corporation

Decision: 

The document was withdrawn.



8.7
Study on Battery Efficient Security for very low Throughput Machine Type Communication Devices(FS_BEST_MTC_Sec)

S3-160431
pCR to TS 33.863 - Further edits recommended by edit help





33.863 v1.0.0





Source: VODAFONE Group Plc

Decision: 

The document was revised to S3-160713.



S3-160713
pCR to TS 33.863 - Further edits recommended by edit help





33.863 v1.0.0





Source: VODAFONE Group Plc

(Replaces S3-160431)

Decision: 

The document was approved.



S3-160432
pCR to TS 33.863 -Addition of Solution 8 - Complete solution





33.863 v1.0.0





Source: VODAFONE Group Plc

Discussion: 

Orange: how do we comply with LI in this solution? (6.8.2). BT agreed with Orange's concerns.

Vodafone: the Home Network should check if it complies with LI requirements. Orange disagreed with this, it’s hard to enforce LI requirements in the visited network. Vodafone commented that there is a mechanism to enforce it.

It was agreed to add an editor's note to address this issue after offline discussions.

Decision: 

The document was revised to S3-160715.



S3-160715
pCR to TS 33.863 -Addition of Solution 8 - Complete solution





33.863 v1.0.0





Source: VODAFONE Group Plc

(Replaces S3-160432)

Decision: 

The document was approved.



S3-160666
Complete End to End Solution for BEST





33.863 v1.0.0





Source: KPN, TNO

Abstract: 

This contribution presents a complete End to End Solution for BEST.

Discussion: 

Orange had the same issues as in contribution 432.

Decision: 

The document was revised to S3-160716.



S3-160716
Complete End to End Solution for BEST





33.863 v1.0.0





Source: KPN, TNO

(Replaces S3-160666)

Decision: 

The document was approved.



S3-160473
pCR to 33.863 – Section 6.6 Removing Editor’s Note





33.863 v1.0.0





Source: Juniper Networks

Decision: 

The document was revised to S3-160717.



S3-160717
pCR to 33.863 – Section 6.6 Removing Editor’s Note





33.863 v1.0.0





Source: Juniper Networks

(Replaces S3-160473)

Decision: 

The document was approved.



S3-160433
pCR to TS 33.863 -Addition of overall conclusion





33.863 v1.0.0





Source: VODAFONE Group Plc

Decision: 

The document was noted.



S3-160675
Comment on S3-160433





33.863 v1.0.0





Source: KPN, TNO

Abstract: 

Commenting contribution on overall conclusion.

Discussion: 

Vodafone: are there any more solutions to put in this TR? Can the TR go for approval without conclusions?

Ericsson: it would be good to analyse the solutions, to decide which part to take forward.

Vodafone: it's fine to have conclusions for each solution but not an overall conclusion.

Ericsson: why to send for approval if there are still open issues? Let's wait for a meeting cycle.

Vodafone: people want to implement this.

Nokia: the normative work item will have no relation with the TR.

Vodafone: there are companies who want to implement this, no other groups dependent on this work item.

Ericsson: there might be impact on other groups.

The Chairman commented that evaluation is needed and impacts should be understood. 

It was noted that a normative work item would be brought into the next meeting, with more detailed work.

Nokia commented that there is nothing that prevents companies from bringing new solutions as Rel-14 is still open.

Decision: 

The document was noted.



S3-160434
WID for BEST implementation work





Source: VODAFONE Group Plc

Decision: 

The document was withdrawn.



S3-160719
Draft TR 33.863





33.863 v1.1.0





Source: Vodafone

Decision: 

The document was approved.



8.8
Study on security aspects for LTE support of V2X service (FS_V2XLTE)

S3-160502
Reply LS on V2X message characteristics





Source: S1-154509

Decision: 

The document was replied to.



S3-160777
Reply to: Reply LS on V2X message characteristics





Source: TNO

Decision: 

The document was approved.



S3-160525
V2X - abbreviation and definition





33.885 v0.2.0





Source: Nokia

Decision: 

The document was revised to S3-160778.



S3-160778
V2X - abbreviation and definition





33.885 v0.2.0





Source: Nokia

(Replaces S3-160525)

Decision: 

The document was approved.



S3-160623
Add Definition for Pseudonimity





33.885 v0.2.0





Source: Huawei, HiSilicon

Discussion: 

This definition clashed with the one given by Qualcomm in 577. Also, with an 497 definition in Next Gen WID.

It was decided to use the definition in 497.

Decision: 

The document was revised to S3-160779.



S3-160779
Add Definition for Pseudonimity





33.885 v0.2.0





Source: Huawei, HiSilicon

(Replaces S3-160623)

Decision: 

The document was approved.



S3-160626
Adding introduction section





33.885 v0.2.0





Source: Huawei, HiSilicon

Decision: 

The document was approved.



S3-160521
V2X - key issue - credential provisioning





33.885 v0.2.0





Source: Nokia

Discussion: 

Orange commented that this implies a change of the LTE architecture for V2X, and that he didn’t agree with this.

Gemalto: we are introducing a topic that doesn’t exist.

Qualcomm: we need to explore the privacy issues when connecting to the LTE network. There is a SA1 requirement on privacy,

Orange: no requirement on the privacy for the IMSI.

China Mobile: credential provisioning here is out of scope.

Nokia: credential provisioning in LTE is ok, but the privacy issue stands.

LG: agree on security architecture first, postpone this.

BT: extend the scope to include ITS work on identities.

Orange: we should use what LTE is providing. UE must be authenticated in the LTE network.

Gemalto: we need to address the privacy. Credential provisioning is out of scope.

The Chairman asked if there is a requirement on the credential provisioning. The response was that this wasn't clear.

Huawei proposed an editor's note to address this issue.

TNO supported Nokia. In this environment they may not use the LTE network entirely but a part of it.

NTT-Docomo: this is not about LTE access, this can be clarified in the text to address Orange's concerns.

BT: ProSe discovery work could be used in this activity as well.

Gemalto: no SA1 requirements for provisioning, that's the issue. We shouldn’t address this until we have them.

Decision: 

The document was revised to S3-160797.



S3-160797
V2X - key issue - credential provisioning





33.885 v0.2.0





Source: Nokia

(Replaces S3-160521)

Decision: 

The document was approved.



S3-160586
V2X security requirement





33.885 v0.2.0





Source: Gemalto N.V.

Abstract: 

Security Requirement related to V2X entities

Discussion: 

BT commented that we have similar wording in 33.402 for 3GPP accesses.

Huawei: the wording may not apply here.

Revised to find a better wording of the requirement.

Decision: 

The document was revised to S3-160782.



S3-160782
V2X security requirement





33.885 v0.2.0





Source: Gemalto N.V.

(Replaces S3-160586)

Decision: 

The document was approved.



S3-160554
pCR to TR 33.885 V2X secure environment requirements





33.885 v0.2.0





Source: LG Electronics France

(Replaces S3-160549)

Abstract: 

This contribution proposes requirements for key issue #3 V2X secure environment.

Discussion: 

Vodafone: V2X gathers different kinds of accesses, so it is hard to see that these requirements apply to them all. There are different security requirements and we need to take into account the differences. 625 also contained requirements.

It was agreed to add an editor's note to address this issue.

Deutsche Telekom commented that some requirements had an implementation connotation.

Revised to remove some requirements were removed and some reworded.

Decision: 

The document was revised to S3-160783.



S3-160783
pCR to TR 33.885 V2X secure environment requirements





33.885 v0.2.0





Source: LG Electronics France

(Replaces S3-160554)

Discussion: 

Integrity to be optionally ensured. This was added.

Decision: 

The document was approved.



S3-160625
Adding Secure Environment Requirements





33.885 v0.2.0





Source: Huawei, HiSilicon

Discussion: 

Telecom Italia: where is the secure environment defined?

A requirement on something we don’t what it is? 

Huawei: it’s defined in 33.401.

Gemalto: 33.401 definition doesn’t cover this context.

Telecom Italia: where is this secure environment located physically and how is it related to UICC?

Huawei: 33.401 definition is for eNodeB, but it also works. Physical location is related to implementation, out of scope.

Several requirements needed clarification for CESG.

Decision: 

The document was merged.



S3-160517
V2X - split up key issue 1 - communication security





33.885 v0.2.0





Source: Nokia

Decision: 

The document was revised to S3-160784.



S3-160784
V2X - split up key issue 1 - communication security





33.885 v0.2.0





Source: Nokia

(Replaces S3-160517)

Decision: 

The document was approved.



S3-160577
Key Issue on Communication Security 





33.885 v0.2.0





Source: Qualcomm Incorporated

Decision: 

The document was merged.



S3-160544
Updated Security Threats and Requirements for V2X Services





33.885 v0.2.0





Source: Intel Corporation (UK) Ltd

Abstract: 

specification of  V2X security threats and requirements according to specific V2X usages. 

Discussion: 

Qualcomm: SA1,SA2 haven't talked about communication outside the closed group. This had to be verified.

Interdigital didn’t support key issue 1.1: it is proposed not to protect safety messages between vehicles.

BT: this communication is critical, they supported this.

Intel: we need to decide here what to do.

Orange needed to clarify the use of the term "subscription". This was taken offline.

Key issues and security requirements were revised according to all comments received.

Decision: 

The document was revised to S3-160786.



S3-160786
Updated Security Threats and Requirements for V2X Services





33.885 v0.2.0





Source: Intel Corporation (UK) Ltd

(Replaces S3-160544)

Decision: 

The document was approved.



S3-160665
Authorisation and Security for V2X Communication





Source: Intel Corporation (UK) Ltd

Abstract: 

This contribution proposes a solution framework for V2X service authorization and establishment of secure communication for one-to-many (broadcast and closed-group) V2X direct communication. 

Decision: 

The document was revised to S3-160787.



S3-160787
Authorisation and Security for V2X Communication





Source: Intel Corporation (UK) Ltd

(Replaces S3-160665)

Decision: 

The document was approved.



S3-160578
Solution for Application Layer Security for V2X Communication 





33.885 v0.2.0





Source: Qualcomm Incorporated

Decision: 

The document was revised to S3-160788.



S3-160788
Solution for Application Layer Security for V2X Communication 





33.885 v0.2.0





Source: Qualcomm Incorporated

(Replaces S3-160578)

Decision: 

The document was approved.



S3-160555
V2X Privacy Discussion





33.885 v..





Source: LG Electronics France

(Replaces S3-160550)

Abstract: 

This contribution discusses V2X privacy issue raised from SA2#114 contributions, to share information and find a possible way forward.

Discussion: 

Nokia: SA1 is discussing this during this week. US regulations don’t want to remove their requirements. An LS could be sent to SA1 asking for privacy related requirements. Huawei, China Mobile and LG also supported this.

Decision: 

The document was noted.



S3-160518
V2X - split up key issue 1 - privacy





33.885 v0.2.0





Source: Nokia

Decision: 

The document was merged.



S3-160580
Key Issue on UE privacy 





33.885 v0.2.0





Source: Qualcomm Incorporated

Discussion: 

China Mobile didn’t agree with the second requirement, preferred to wait for the answer from the LS to sA1.

Qualcomm: waiting will be wasting time.

The Chairman proposed to continue work and add an editor's note on SA1's clarification response, but China Mobile preferred to wait and not to progress until SA1 clarifies it.

Decision: 

The document was revised to S3-160790.



S3-160790
Key Issue on UE privacy 





33.885 v0.2.0





Source: Qualcomm Incorporated

(Replaces S3-160580)

Decision: 

The document was approved.



S3-160581
Solution for UE privacy in LTE-V2X involving attach ID obfuscation





33.885 v0.2.0





Source: Qualcomm Incorporated

Discussion: 

BT commented that roaming aspects would need to be clarified. They also pointed out that something needed to be done with the privacy in the IMEI.

Huawei: provisioning of long term key should be considered.

China Mobile: charging aspects as well.

All these were addressed in editor's notes.

Decision: 

The document was revised to S3-160791.



S3-160791
Solution for UE privacy in LTE-V2X involving attach ID obfuscation





33.885 v0.2.0





Source: Qualcomm Incorporated

(Replaces S3-160581)

Decision: 

The document was approved.



S3-160519
V2X - key issue - accountability





33.885 v0.2.0





Source: Nokia

Discussion: 

Telecom Italia pointed out that the regulatory requirements should be mentioned.

Deutsche Telekom: first requirement can go away.

Interdigital: the term liability is not technical, it’s legal framework.

CESG wanted to let SA1 know about requirement 3 (identify sender of the message).

Decision: 

The document was revised to S3-160792.



S3-160792
V2X - key issue - accountability





33.885 v0.2.0





Source: Nokia

(Replaces S3-160519)

Decision: 

The document was approved.



S3-160520
V2X - key issue - authentication and authorization





33.885 v0.2.0





Source: Nokia

Discussion: 

Vodafone: should we differentiate between V2P, V2V,etc..?

Decision: 

The document was revised to S3-160793.



S3-160793
V2X - key issue - authentication and authorization





33.885 v0.2.0





Source: Nokia

(Replaces S3-160520)

Decision: 

The document was approved.



S3-160522
V2X - key issue - Local MBMS Entity





33.885 v0.2.0





Source: Nokia

Decision: 

The document was approved.



S3-160524
V2X - key issue - security for local V2X server





33.885 v0.2.0





Source: Nokia

Decision: 

The document was revised to S3-160794.



S3-160794
V2X - key issue - security for local V2X server





33.885 v0.2.0





Source: Nokia

(Replaces S3-160524)

Decision: 

The document was approved.



S3-160553
Informative annex on the security in the IEEE WAVE standards





33.885 v0.2.0





Source: Ericsson

Decision: 

The document was revised to S3-160770.



S3-160770
Informative annex on the security in the IEEE WAVE standards





33.885 v0.2.0





Source: Ericsson

(Replaces S3-160553)

Discussion: 

It was asked whether WAVE was a trademark. This had to be checked. It was found that it was an acronym, not a trademark.

Decision: 

The document was approved.



S3-160546
Authorisation and Security for V2X Communication





Source: Intel Corporation (UK) Ltd

Abstract: 

This contribution proposes a solution framework for V2X service authorization and establishment of secure communication for one-to-many (broadcast and closed-group) V2X direct communication.  

Decision: 

The document was withdrawn.



S3-160549
pCR to TR 33.885 V2X secure environment requirements





33.885 v0.2.0





Source: LG Electronics France

Abstract: 

This contribution proposes requirements for key issue #3 V2X secure environment.

Decision: 

The document was revised to S3-160554.



S3-160550
V2X Privacy Discussion





33.885 v..





Source: LG Electronics France

Abstract: 

This contribution discusses V2X privacy issue raised from SA2#114 contributions, to share information and find a possible way forward.

Decision: 

The document was revised to S3-160555.



S3-160523
V2X key issue – cryptoalgorithm





33.885 v0.2.0





Source: Nokia

Decision: 

The document was revised to S3-160795.



S3-160795
V2X key issue – cryptoalgorithm





33.885 v0.2.0





Source: Nokia

(Replaces S3-160523)

Decision: 

The document was approved.



S3-160789
LS to SA1 on privacy requirements





Source: Nokia

Discussion: 

Orange: don’t include our requirements.

Huawei: the requirements will help them to see how to resolve the differences.

Ericsson supported sending SA3 requirements. Deutsche Telekom as well. DT also clarified that it's written that they are potential requirements. The message here is that the SA1 requirement cannot be fulfilled.

Qualcomm didn’t agree with saying that even with an anonymizer the SA1 would not be fulfilled.

Decision: 

The document was approved.



S3-160796
Draft TR 33.885





Source: Huawei

Decision: 

The document was approved.



S3-160823
Reply LS on Clarification to privacy requirements





Source: S1-161586

Decision: 

The document was noted.



8.9
Study on Architecture and Security for Next Generation System (FS_NSA)

S3-160436
Draft skeleton of TR 33.899





33.899 v0.1.0





Source: Ericsson LM

Decision: 

The document was approved.



S3-160589
Next Generation: A proposal for the scope of the TR 33.899





33.899 v0.1.0





Source: Ericsson LM

Decision: 

The document was revised to S3-160816.



S3-160816
Next Generation: A proposal for the scope of the TR 33.899





33.899 v0.1.0





Source: Ericsson LM

(Replaces S3-160589)

Decision: 

The document was revised to S3-160838.



S3-160838
Next Generation: A proposal for the scope of the TR 33.899





33.899 v0.1.0





Source: Ericsson LM

(Replaces S3-160816)

Decision: 

The document was approved.



S3-160497
pCR - Realigning the 3GPP vocabulary definitions 





33.899 v0.1.0





Source: Ericsson

Decision: 

The document was merged.



S3-160506
Discussion paper on Overall Security Requirements 5G





33.899 v0.1.0





Source: TNO, Deutsche Telekom, KPN

Abstract: 

In this paper, the signing companies present a way forward for the terminology and approach to 5G security. We kindly ask SA3 to agree to the steps proposed in this paper. The intention is that an agreement like proposed in this paper is helpful in advancing 5G the design of 5G security.

Discussion: 

Since the rest was covered in other documents, Deutsche Telekom proposed to agree on the first two bullets of the proposal.

BT: we agreed to have security levels in MCPTT.

Huawei: criteria proposal?

Orange: we can use security level as a term, but the authors will have to explain what they mean with it in its own context.

Oberthur: everybody should be on the same page.

A guiding principles document was created.

Decision: 

The document was noted.



S3-160556
pCR to TR 33.899 High Level Security Requirement on Authentication





33.899 v0.1.0





Source: LG Electronics France

(Replaces S3-160551)

Abstract: 

This contribution adds a high level security requirement on authentication of Next Generation System.

Discussion: 

Telecom Italia, Broadcom: Unified auth framework?

LG: it is defined in SA2.

Huawei supported to have this because it exists in an SA2 TR.

Interdigital: in SA2 they don’t have a clear understanding of the unified auth framework. We shouldn’t use this term.

Nokia: we will use this term in the TR, it is part of other contributions for this meeting.

Telecom Italia: don't misalign with the SA2 term.

An editor's note for the unified auth term definition was proposed to be added. 

China Mobile and Broadcom didn’t support the unified auth framework editor's note.

Decision: 

The document was revised to S3-160818.



S3-160818
pCR to TR 33.899 High Level Security Requirement on Authentication





33.899 v0.1.0





Source: LG Electronics France

(Replaces S3-160556)

Decision: 

The document was merged.



S3-160458
PCR to Section 4.2 - High level security requirements





33.899 v0.1.0





Source: INTERDIGITAL COMMUNICATIONS

Abstract: 

This PCR adds content to Section 4.2 - High level security requirements  

Discussion: 

Nokia: these requirements are subject to modification, so this would have to be maintained. This means that we have to sync with them continuously.

Interdigital: yes, it would be an effort to maintain, done through LS.

Orange preferred to follow the usual structure for security requirements. The table needed to be rewritten, they didn’t agree with the proposal.

The Chairman proposed to move the table to an annex.

BT supported this.

Telecom Italia didn’t support having the second column added (high level requirements). Interdigital commented that the column would be renamed, but Telecom Italia didn’t support it.BT supported Telecom Italia too.

It was decided to have some modifications on the table, renaming "high level requirements", removing the comments; annex would be titled "stage one requirements" would be the title of the annex.

Decision: 

The document was revised to S3-160819.



S3-160819
PCR to Section 4.2 - High level security requirements





33.899 v0.1.0





Source: INTERDIGITAL COMMUNICATIONS

(Replaces S3-160458)

Decision: 

The document was noted.



S3-160558
pCR for adaptive authentication to different scenarios in NexGen





33.899 v0.1.0





Source: China Mobile Com. Corporation

Discussion: 

Split/merged in 811,802,807.

It was agreed to use the term authentication framework. Telecom Italia asked what this meant exactly.

Nokia commented that this term will be later defined.

Qualcomm: it's a security area, we may end up in one or several authentication networks as we progress the work. We don’t know how many now.

There were many discussions on the validity of merging documents during the meeting and whether to agree on the original docs or in the drafts that merge them, since the context could be lost/modified in the transposition from one document to another. Telecom Italia had this opinion, Orange proposed to postpone the merged documents, maybe email approval, and Gemalto found it hard to see where the content in the merged doc was coming from; but Vodafone commented that this would slow down greatly the work.

The Chairman decided to give detailed presentations of the merged docs and carry them to email approval if necessary. Rather than blocking their approval he suggested using editor's notes on the polemic parts to progress the work instead of rejecting the whole document.

Decision: 

The document was revised to S3-160811.



S3-160800
pCR Reducing the impact of secret key leakage





33.899 v0.1.0





Source: China Mobile Com. Corporation

Decision: 

The document was withdrawn.



S3-160600
Architectural Aspects of 5G Security 





33.899 v0.1.0





Source: Nokia 

Decision: 

The document was revised to S3-160808.



S3-160808
Security area: security architecture





33.899 v0.1.0





Source: Qualcomm

(Replaces S3-160600)

Discussion: 

merger of some aspect of tdocs S3-160571, S3-160600, S3-160602 and S3-160781. It was requested to remove 781 parts. This was agreed.

Decision: 

The document was revised to S3-160850.



S3-160850
Security area: security architecture





33.899 v0.1.0





Source: Qualcomm

(Replaces S3-160808)

Decision: 

The document was approved.



S3-160571
New key issue on security anchor in NextGen systems





33.899 v0.1.0





Source: Qualcomm Incorporated

Decision: 

The document was merged.



S3-160567
Key Issue on independence of security layers





33.899 v0.1.0





Source: Qualcomm Incorporated

Discussion: 

Telecom Italia: complicated solution for a scenario that rarely happens?

Huawei: take into account the auth in the requirement.

Orange argued that the accounting information cannot be tracked in this  case.

It was decided to move the potential requirement to the key issue clause and do some re-wording.

Decision: 

The document was revised to S3-160824.



S3-160824
Key Issue on independence of security layers





33.899 v0.1.0





Source: Qualcomm Incorporated

(Replaces S3-160567)

Decision: 

The document was revised to S3-160851.



S3-160851
Key Issue on independence of security layers





33.899 v0.1.0





Source: Qualcomm Incorporated

(Replaces S3-160824)

Decision: 

The document was approved.



S3-160603
Key Hierarchy





33.899 v0.1.0





Source: Nokia 

Decision: 

The document was approved.



S3-160570
Security Context Information Sharing for 3GPP and Non-3GPP Access





33.899 v0.1.0





Source: Huawei, Hisilicon, Deutsche Telekom AG

Abstract: 

3GPP has adopted a unified authentication framework for the next generation network systems. With the proposed framework, security context information sharing among different access technologies is feasible since authentication points for the same UE may be within the same entities at both UE and network side. Therefore, security context information sharing mechanism for different access technologies should be studied for the next generation networks. 

Discussion: 

It needed removing the term "unified" as pointed out by Gemalto.

Orange: the threat looks like a requirement. Todor suggested to remove it. This was agreed.

Decision: 

The document was revised to S3-160825.



S3-160825
Security Context Information Sharing for 3GPP and Non-3GPP Access





33.899 v0.1.0





Source: Huawei, Hisilicon, Deutsche Telekom AG

(Replaces S3-160570)

Decision: 

The document was approved.



S3-160608
Potential enhancements to AKA-based authentication





33.899 v0.1.0





Source: Nokia 

Discussion: 

Split into 811 and 807

Decision: 

The document was merged.



S3-160609
Non-AKA-based authentication





33.899 v0.1.0





Source: Nokia 

Discussion: 

Vodafone commented that these requirements are coming from the factory use case.

Orange: this refers to cases not treated in SA1 and non 3GPP key credentials not treated in SA2.

Nokia: this is based only on SA1 requirements.

Orange: LS to SA1 to clarify these requirements before proceeding with this contribution.

Nokia: this is not making a decision that this will happen.

Telecom Italia supported Orange, better to wait for reply from SA1.

Deutsche Telekom: we cannot ignore the requirement from SA1. It makes sense to include this in the scope of the TR. Qualcomm supported Deutsche Telekom.

Ericsson: the meeting cycles of SA1 don't benefit us.

Interdigital proposed to add an editor's note on the clarification from SA1.

Gemalto: remove that the "UICC is unlikely to be available".

Orange: Last requirement is not a real requirement, please remove it.

Telecom Italia: the first one is not a requirement.

It was agreed to re-word the last requirement.

Decision: 

The document was revised to S3-160826.



S3-160826
Non-AKA-based authentication





33.899 v0.1.0





Source: Nokia 

(Replaces S3-160609)

Decision: 

The document was approved.



S3-160530
Security aspects of connectivity over relays





33.899 v0.1.0





Source: Nokia

Discussion: 

Orange: don’t mention devices but UE/remote UE.

Nokia: SA1 mentions devices.

Orange: we haven’t defined 3GPP device anywhere. What is wearable in the context of 3GPP?

Nokia: the use case is very clear, they mention wearables.

Orange: when devices are connected they are UE.

Nokia: we go backwards here. These terms are used in SA1,SA2.

Orange: you can change the definition of an UE with a contribution.

Telecom Italia and Gemalto supported Orange.

Orange: SA1 does not distinguish between UE and device.

Ericsson: you can always ask SA1 for clarifications. Why not use the same terminology as SA1? We need to follow what is in their TR,22.861 not what they are discussing.

Decision: 

The document was revised to S3-160827.



S3-160827
Security aspects of connectivity over relays





33.899 v0.1.0





Source: Nokia

(Replaces S3-160530)

Decision: 

The document was revised to S3-160852.



S3-160852
Security aspects of connectivity over relays





33.899 v0.1.0





Source: Nokia

(Replaces S3-160827)

Decision: 

The document was approved.



S3-160610
Authorization





33.899 v0.1.0





Source: Nokia 

Decision: 

The document was revised to S3-160805.



S3-160805
Authorization





33.899 v0.1.0





Source: Nokia 

(Replaces S3-160610)

Decision: 

The document was revised to S3-160848.



S3-160848
Authorization





33.899 v0.1.0





Source: Nokia 

(Replaces S3-160805)

Decision: 

The document was approved.



S3-160606
Authentication and authorization





33.899 v0.1.0





Source: Nokia 

Decision: 

The document was merged.



S3-160607
Authentication supporting a variety of access networks





33.899 v0.1.0





Source: Nokia 

Decision: 

The document was merged.



S3-160612
Identity Management





33.899 v0.1.0





Source: Nokia 

Decision: 

The document was merged.



S3-160564
Session Key Enforcement with Diffie-Hellman Procedure





33.899 v0.1.0





Source: Huawei, Hisilicon

Abstract: 

This contribution proposes a session key enhancement scheme for the next generation networks. Considering the security threats due to the SIM-leakage as reported by GSMA and NGMN, we propose to use Diffie-Hellman procedure to enforce the forward secrecy of the session keys.

Decision: 

The document was revised to S3-160812.



S3-160807
Resilience of session key agreement





33.899 v0.1.0





Source: Huawei, Hisilicon

Decision: 

The document was withdrawn.



S3-160660
Backward Compatibility Support in Next Generation System





33.899 v0.1.0





Source: Huawei, HiSilicon

Decision: 

The document was merged.



S3-160572
Each Specific Security Mechanism for Each Slice





33.899 v0.1.0





Source: Huawei, Hisilicon, China Mobile

Abstract: 

 In this proposal, considering versatile requirements from different vertical services, we suggest that different network slices should be allowed to adopt different security mechanisms. 

Decision: 

The document was merged.



S3-160592
Next Generation: A proposal for a new key issue on “Subscriber credentials to Next Generation system” 





33.899 v0.1.0





Source: Ericsson LM

Decision: 

The document was revised to S3-160803.



S3-160803
Next Generation: A proposal for a new key issue on “Subscriber credentials to Next Generation system”





33.899 v0.1.0





Source: Ericsson LM,Nokia

(Replaces S3-160592)

Discussion: 

Merge of 592 and 612.

It was discussed the use of non 3GPP subscriber credentials. 

Oberthur: only one 3GPP subscriber credentials exist.

Ericsson: the idea is to identify what we need.

Interdigital referred to the SA1 requirement on "support of industrial factory deployment where network access security managed by the factory owner..".

Orange: this is not a security requirement. We should consult with SA1 about this requirement. It was agreed to send a LS to SA1 to clarify this.

Deutsche Telekom: we don’t care about humans or non humans, but about UE.

It was agreed to modify the part about humans.

Sent for email approval.

Decision: 

The document was revised to S3-160839.



S3-160839
Next Generation: A proposal for a new key issue on “Subscriber credentials to Next Generation system”





33.899 v0.1.0





Source: Ericsson LM,Nokia

(Replaces S3-160803)

Decision: 

The document was approved.



S3-160591
Next Generation: A proposal for a new security area on “Authentication methods, identifiers and credentials”





33.899 v0.1.0





Source: Ericsson LM

Decision: 

The document was merged.



S3-160649
NG UE security requirements





33.899 v0.1.0





Source: Gemalto, Oberthur, G&D, Morpho, Valid, Deutsche Telekom, Telecom Italia, China Unicom, ORANGE

Abstract: 

Addition of NG UE Security requirements

Decision: 

The document was revised to S3-160780.



S3-160780
Security requirements for Next Generation System User Equipment





33.899 v0.1.0





Source: Gemalto, Oberthur Technologies, Giesecke & Devrient, Valid, Morpho, Deutsche Telekom, Telecom Italia, China Unicom, ORANGE, TNO, China Mobile

(Replaces S3-160649)

Discussion: 

Distinguish between subscriber and user. Add an editor's note.

Huawei: the requirement on tamper resistance is a solution, an implementation and not a requirement.

Orange supported this requirement.

Ericsson: hardware is part of the solution. Use entity. Deutsche Telekom supported this.

Qualcomm: there are use cases for other possibilities of storage.

This document was sent for email approval.

Decision: 

The document was revised to S3-160835.



S3-160835
Security requirements for Next Generation System User Equipment





33.899 v0.1.0





Source: Gemalto, Oberthur Technologies, Giesecke & Devrient, Valid, Morpho, Deutsche Telekom, Telecom Italia, China Unicom, ORANGE, TNO, China Mobile

(Replaces S3-160780)

Decision: 

The document was approved.



S3-160573
New key issue on Authentication of Device Identity in NextGen systems





33.899 v0.1.0





Source: Qualcomm Incorporated

Decision: 

The document was revised to S3-160828.



S3-160828
New key issue on Authentication of Device Identity in NextGen systems





33.899 v0.1.0





Source: Qualcomm Incorporated

(Replaces S3-160573)

Decision: 

The document was approved.



S3-160605
Security Negotiation





33.899 v0.1.0





Source: Nokia 

Decision: 

The document was revised to S3-160829.



S3-160829
Security Negotiation





33.899 v0.1.0





Source: Nokia 

(Replaces S3-160605)

Decision: 

The document was revised to S3-160849.



S3-160849
Security Negotiation





33.899 v0.1.0





Source: Nokia 

(Replaces S3-160829)

Decision: 

The document was approved.



S3-160474
pCR to TR 33.899: Minimum security level assured by the UE





33.899 v0.1.0





Source: VODAFONE Group Plc

(Replaces S3-160438)

Discussion: 

Telecom Italia: from which use case is this coming?

Deutsche Telekom: we don’t need an Sa1 use case for everything the security group does. I think we can do it without SA1 here.

Orange: we need to stress that the decision to refresh the keys belong to the access network. A note was added. NTT-Docomo commented that we must clarify what the options are for the UE.

Ericsson: network identifiers are for further study.

Orange: device APIs are out of scope of 3GPP.

It was agreed to add an editor's note that further study was needed here.

Decision: 

The document was revised to S3-160830.



S3-160830
pCR to TR 33.899: Minimum security level assured by the UE





33.899 v0.1.0





Source: VODAFONE Group Plc

(Replaces S3-160474)

Decision: 

The document was approved.



S3-160557
pCR to TR 33.899 User awareness and control





33.899 v0.1.0





Source: LG Electronics France

(Replaces S3-160552)

Abstract: 

This contribution addresses the security area for user awareness of security supported by Next Generation System, and proposes key issues.

Discussion: 

NTT-Docomo,TNO and Nokia supported that selecting networks depending on the security provided was an important issue to keep. Orange opposed to that given that there are no SA1 requirements for this.

Decision: 

The document was revised to S3-160832.



S3-160832
pCR to TR 33.899 User awareness and control





33.899 v0.1.0





Source: LG Electronics France

(Replaces S3-160557)

Decision: 

The document was revised to S3-160836.



S3-160836
pCR to TR 33.899 User awareness and control





33.899 v0.1.0





Source: LG Electronics France

(Replaces S3-160832)

Decision: 

The document was approved.



S3-160659
Flexible Security and On-Demand Security for Next Generation Systems





33.899 v..





Source: Huawei, HiSilicon

Decision: 

The document was approved.



S3-160602
Security Features





33.899 v0.1.0





Source: Nokia 

Discussion: 

Split into 808 and 809

Decision: 

The document was revised to S3-160809.



S3-160809
Key issue: User plane security (UE to network)





33.899 v0.1.0





Source: Vodafone

(Replaces S3-160602)

Decision: 

The document was revised to S3-160840.



S3-160840
Key issue: User plane security (UE to network)





33.899 v0.1.0





Source: Vodafone

(Replaces S3-160809)

Decision: 

The document was approved.



S3-160495
Access Network Signalling Plane Security





33.899 v0.1.0





Source: TELECOM ITALIA S.p.A.

Abstract: 

This contribution proposes to add the “Access Network Signalling Plane Security” as one of the key “Security Areas” for 5G

Decision: 

The document was revised to S3-160781.



S3-160781
Radio Access Network signalling plane Security





33.899 v0.1.0





Source: TELECOM ITALIA S.p.A.,Orange

(Replaces S3-160495)

Discussion: 

Study of the physical layer security was proposed to be added by Thales. Orange didn’t support this. It was resolved to add an editor's note.

This was sent for email approval.

Decision: 

The document was revised to S3-160837.



S3-160837
Radio Access Network signalling plane Security





33.899 v0.1.0





Source: TELECOM ITALIA S.p.A.,Orange

(Replaces S3-160781)

Decision: 

The document was approved.



S3-160439
pCR to TR 33.899 User plane security





33.899 v0.1.0





Source: VODAFONE Group Plc

Decision: 

The document was merged.



S3-160561
Key issue of Flexible UP-Traffic Protection Termination for Next Generation System





33.899 v0.1.0





Source: Huawei, HiSilicon, Deutsche Telekom AG

Abstract: 

this contribution proposes a key issue/security assumption of flexible UP-Traffic protection termination for Next Generation Network. 

Decision: 

The document was merged.



S3-160641
pCR - Protection of signalling over the Uu interface





33.899 v0.1.0





Source: THALES

Decision: 

The document was revised to S3-160785.



S3-160785
pCR - Protection of signalling over the Uu interface





33.899 v0.1.0





Source: THALES

(Replaces S3-160641)

Discussion: 

Nokia was concerned with key issue one details. The Chairman asked about the key issue details and the group didn't seem to agree with this part.

Decision: 

The document was noted.



S3-160569
Requirement on AS security during RRC Idle mode





33.899 v0.1.0





Source: Samsung

Decision: 

The document was revised to S3-160844.



S3-160844
Requirement on AS security during RRC Idle mode





33.899 v0.1.0





Source: Samsung

(Replaces S3-160569)

Decision: 

The document was approved.



S3-160536
Discussion on security of network slicing





33.899 v..





Source: China Mobile Com. Corporation

Decision: 

The document was noted.



S3-160537
pCR key issues of security on network slicing





33.899 v0.1.0





Source: China Mobile Com. Corporation

Decision: 

The document was merged.



S3-160682
New security area for network virtualization security 





33.899 v0.1.0





Source: Telecom Italia, Deutsche Telekom AG

(Replaces S3-160494)

Abstract: 

This contribution proposes to add new security area for network virtualization security in TR 33.899

Decision: 

The document was merged.



S3-160531
pCR-security aspects of network Slices





33.899 v0.1.0





Source: Nokia

Abstract: 

Security aspects of network slices in 5G networks

Decision: 

The document was revised to S3-160798.



S3-160798
Key issues of security on network slicing





33.899 v0.1.0





Source: China Mobile, Nokia, Ericsson, Huawei, HiSilicon,Telecom Italia,Deutsche Telekom

(Replaces S3-160531)

Discussion: 

Merges S3-160531, S3-160537 S3-160572, S3-160587, S3-160644, S3-160661, S3-160682.

Decision: 

The document was revised to S3-160853.



S3-160853
Key issues of security on network slicing





33.899 v0.1.0





Source: China Mobile, Nokia, Ericsson, Huawei, HiSilicon,Telecom Italia,Deutsche Telekom

(Replaces S3-160798)

Decision: 

The document was approved.



S3-160587
New security area for network slicing 





33.899 v0.1.0





Source: Ericsson LM

Decision: 

The document was merged.



S3-160661
Key issue on service access security in next generation networks





33.899 v0.1.0





Source: Ericsson

Decision: 

The document was merged.



S3-160644
Security consideration on the network slicing





Source: China Unicom, CATR

Decision: 

The document was merged.



S3-160658
Network and Communication Security in Next  Generation Networks





33.899 v0.1.0





Source: Huawei, HiSilicon

Decision: 

The document was revised to S3-160856.



S3-160856
Network and Communication Security in Next  Generation Networks





33.899 v0.1.0





Source: Huawei, HiSilicon

(Replaces S3-160658)

Decision: 

The document was approved.



S3-160560
key issue of authentication framework related to access and services





33.899 v0.1.0





Source: Huawei, HiSilicon, Deutsche Telekom AG

Abstract: 

this contribution proposes a key issue of authentication framework related to service.

Decision: 

The document was revised to S3-160802.



S3-160802
Key issue Authentication framework





33.899 v0.1.0





Source: Huawei, HiSilicon, Deutsche Telekom AG, China Mobile, Nokia

(Replaces S3-160560)

Discussion: 

Merge of 558,560,607,660.

Discussions followed on the wording of the merged document.

On denial of service as security threat, Huawei and Nokia argued whether this was self explanatory or not. Nokia saw it as a system malfunction, not a threat.

This threat was finally removed.

Decision: 

The document was revised to S3-160847.



S3-160847
Key issue Authentication framework





33.899 v0.1.0





Source: Huawei, HiSilicon, Deutsche Telekom AG, China Mobile, Nokia

(Replaces S3-160802)

Decision: 

The document was approved.



S3-160493
New security area for AAA 





33.899 v0.1.0





Source: TELECOM ITALIA S.p.A.

Abstract: 

This contribution proposes to add new security area for AAA in TR 33.899

Decision: 

The document was merged.



S3-160437
pCR to TR 33.899: Security resilience issues and solutions





33.899 v0.1.0





Source: VODAFONE Group Plc

Discussion: 

Split and merged in 799,800

Decision: 

The document was revised to S3-160799.



S3-160799
pCR to TR 33.899:Security area “Authentication





33.899 v0.1.0





Source: Ericsson, LG Electronics, Nokia, Telecom Italia, Vodafone

(Replaces S3-160437)

Discussion: 

merges 437 (part), 493, 556, 591, 606.

MCC commented that 4G/5G were not 3GPP terms/not defined in 3GPP,more like marketing terms.

Gemalto suggested to remove the reference to "the great SIM Heist", since it looks like a common attack.

Huawei suggested to refer to network instead of network function. This was agreed. This affected the scope, that had to be changed.

Broadcom: network function is defined in SA2, if we refer to network the term is more ambiguous.

Orange disagreed to the way the scope (point one) dealt with the non 3GPP security requirements. An editor's note was agreed to clarify that this needed some rewriting.

Decision: 

The document was revised to S3-160846.



S3-160846
pCR to TR 33.899:Security area “Authentication





33.899 v0.1.0





Source: Ericsson, LG Electronics, Nokia, Telecom Italia, Vodafone

(Replaces S3-160799)

Decision: 

The document was approved.



S3-160504
Core Network Control Plane Security





33.899 v0.1.0





Source: TELECOM ITALIA S.p.A.

Abstract: 

This contribution proposes to add the “Core Network Control Plane Security” as one of the key “Security Areas” for 5G

Discussion: 

Document sent for email approval.

Decision: 

The document was approved.



S3-160498
pCR - New security area for subscriber privacy





33.899 v0.1.0





Source: Ericsson, Telecom Italia

Decision: 

The document was merged.



S3-160499
pCR - New key issue for subscriber identifier protection





33.899 v0.1.0





Source: Ericsson, Telecom Italia

Decision: 

The document was merged.



S3-160568
New key issue on mobile subscriber identifier privacy





33.899 v0.1.0





Source: Qualcomm Incorporated

Decision: 

The document was merged.



S3-160563
Key Issue of Privacy Protection for Next Generation Network





33.899 v0.1.0





Source: Huawei, HiSilicon, Deutsche Telekom AG

Abstract: 

this contribution proposes a key issue of privacy protection for Next Generation Network. 

Decision: 

The document was merged.



S3-160457
Adding a key issue related to user and UE identity





33.899 v0.1.0





Source: CATR

(Replaces S3-160455)

Abstract: 

This contribution proposes to add a key issue related to user and UE identity.

Decision: 

The document was revised to S3-160774.



S3-160774
pCR - New security area on subscriber privacy along with a new key issue on subscriber identifier privacy





33.899 v0.1.0





Source: Ericsson, Telecom Italia, Qualcomm, Huawei, HiSilicon, Deutsche Telekom AG, CATR, China mobile, ZTE

(Replaces S3-160457)

Discussion: 

Merge of :

-
S3-160457(CATR, China mobile, ZTE)

-
S3-160497 (Ericsson)

-
S3-160498 (Ericsson, Telecom Italia)

-
S3-160499 (Ericsson, Telecom Italia)

-
S3-160501 (Ericsson)

-
S3-160563 (Huawei, HiSilicon, Deutsche Telekom AG)

-
S3-160568 (Qualcomm)

Decision: 

The document was revised to S3-160843.



S3-160843
pCR - New security area on subscriber privacy along with a new key issue on subscriber identifier privacy





33.899 v0.1.0





Source: Ericsson, Telecom Italia, Qualcomm, Huawei, HiSilicon, Deutsche Telekom AG, CATR, China mobile, ZTE

(Replaces S3-160774)

Decision: 

The document was approved.



S3-160501
pCR - Potential privacy requirements on 3GPP protocols for key-issue subscriber identifier protection





33.899 v0.1.0





Source: Ericsson

Decision: 

The document was merged.



S3-160417
LS on "Next Generation" Security Requirements for RAN





Source: RP-160647

Decision: 

The document was replied to.



S3-160833
Reply to: LS on "Next Generation" Security Requirements for RAN





Source: Qualcomm

Decision: 

The document was approved.



S3-160565
Discussion on security requirements for response to RAN plenary





Source: Qualcomm Incorporated

Discussion: 

Telecom Italia: there is a risk that RAN groups will not take into account our input if we don’t reply to this LS.

Topics like Lawful Interception and jamming are a bit too early.

Deutsche Telekom: jamming is out of our scope.

Decision: 

The document was noted.



S3-160645
Security consideration on the security credential management





Source: China Unicom, CATR

Decision: 

The document was merged.



S3-160611
Credential provisioning





33.899 v0.1.0





Source: Nokia 

Decision: 

The document was revised to S3-160845.



S3-160845
Credential provisioning





33.899 v0.1.0





Source: Nokia 

(Replaces S3-160611)

Decision: 

The document was approved.



S3-160566
Remote Provisioning for IoT devices





33.899 v0.1.0





Source: Huawei, HiSilicon

Abstract: 

this proposal proposes adding a key issue for allowing remote provisioning for IoT devices either directly or indirectly.

Decision: 

The document was revised to S3-160820.



S3-160820
Credential Management and Remote Credential Provisioning





33.899 v0.1.0





Source: Huawei, HiSilicon, China Unicom, CATR

(Replaces S3-160566)

Decision: 

The document was revised to S3-160855.



S3-160855
Credential Management and Remote Credential Provisioning





33.899 v0.1.0





Source: Huawei, HiSilicon, China Unicom, CATR

(Replaces S3-160820)

Decision: 

The document was approved.



S3-160435
Security assessment of 3GPP TR 22.891 Study on New Services and Markets Technology Enablers (SA1 FS_SMATER)





Source: VODAFONE Group Plc

Decision: 

The document was withdrawn.



S3-160456
Adding a key issue related to user and UE identity





33.899 v0.1.0





Source: CATR

Abstract: 

This contribution proposes to add a key issue related to user and UE identity.

Decision: 

The document was withdrawn.



S3-160438
pCR to TR 33.899: Minimum security level assured by the UE





33.899 v0.1.0





Source: VODAFONE Group Plc

Decision: 

The document was revised to S3-160474.



S3-160455
Adding a key issue related to user and UE identity





Source: CATR

Abstract: 

This contribution proposes to add a key issue related to user and UE identity.

Decision: 

The document was revised to S3-160457.



S3-160494
New security area for network virtualization security 





33.899 v0.1.0





Source: TELECOM ITALIA S.p.A.

Abstract: 

This contribution proposes to add new security area for network virtualization security in TR 33.899

Decision: 

The document was revised to S3-160682.



S3-160551
pCR to TR 33.899 High Level Security Requirement on Authentication





33.899 v0.1.0





Source: LG Electronics France

Abstract: 

This contribution adds a high level security requirement on authentication of Next Generation System.

Decision: 

The document was revised to S3-160556.



S3-160552
pCR to TR 33.899 User awareness and control





33.899 v0.1.0





Source: LG Electronics France

Abstract: 

This contribution addresses the security area for user awareness of security supported by Next Generation System, and proposes key issues.

Decision: 

The document was revised to S3-160557.



S3-160646
pCR to TR33.899 : Protection of signalling over the Uu interface





33.899 v0.1.0





Source: THALES

Decision: 

The document was withdrawn.



S3-160696
5G Security Recommendations Package #1





Source: NGMN

Decision: 

The document was replied to in S3-160834.



S3-160834
Reply to: 5G Security Recommendations Package #1





Source: Orange

Decision: 

The document was approved.



S3-160697
5G Security Recommendations Package #2 : Network Slicing





Source: NGMN

Decision: 

The document was replied to in S3-160834.



S3-160804
Adaptive authentication to different scenarios in NexGen





33.889 v0.1.0





Source: China Mobile Com. Corporation

Discussion: 

This document is based partly on tdoc 558.

Orange: Do we have a SA1 requirement for Fast authentication extreme real time communication? 

China Mobile: we don’t but we have a scenario for this.

It was agreed to remove this.

Decision: 

The document was revised to S3-160854.



S3-160854
Adaptive authentication to different scenarios in NexGen





33.889 v0.1.0





Source: China Mobile Com. Corporation

(Replaces S3-160804)

Decision: 

The document was approved.



S3-160806
Security area “Security context and key management





33.889 v0.1.0





Source: VODAFONE Group Plc

Decision: 

The document was withdrawn.



S3-160811
pCR TR 33.899 Auth-o2 reducing the impact of secret key leakage





33.899 v0.1.0





Source: Vodafone, Huawei, Hisilicon, China Mobile

Discussion: 

merges 437 (part), 558 (part), 608

Decision: 

The document was revised to S3-160841.



S3-160841
pCR TR 33.899 Auth-o2 reducing the impact of secret key leakage





33.899 v0.1.0





Source: Vodafone, Huawei, Hisilicon, China Mobile

(Replaces S3-160811)

Decision: 

The document was approved.



S3-160812
PCR resilience of session key agreement





33.899 v0.1.0





Source: VODAFONE Group Plc,Vodafone,Huawei,Hisilicon,Nokia

(Replaces S3-160564)

Discussion: 

Merges 437 (part), 564, 608(part), 558(part)

Decision: 

The document was revised to S3-160842.



S3-160842
PCR resilience of session key agreement





33.899 v0.1.0





Source: VODAFONE Group Plc,Vodafone,Huawei,Hisilicon,Nokia

(Replaces S3-160812)

Decision: 

The document was approved.



S3-160813
Key Issues relating to security features for the control plane





33.899 v0.1.0





Source: Nokia

Decision: 

The document was approved.



S3-160814
Security areas





33.899 v0.1.0





Source: Ericsson

Decision: 

The document was approved.



S3-160815
draft TR 33.899





33.899 v0.2.0





Source: Ericsson

Decision: 

The document was approved.



S3-160817
Guiding principles





33.899 v0.1.0





Source: Deutsche Telekom, TNO, KPN,Orange

Decision: 

The document was approved.



S3-160821
LS on SA1 requirement clarification





Source: Orange

Discussion: 

Ericsson and Qualcomm commented that we may come with additional comments the next SA3 meetings, given that SA1 meets in August.

This document was sent for email approval but no consensus could be reached.

Decision: 

The document was postponed.



8.10
Other study areas

8.10.1
Study on Subscriber Privacy Impact in 3GPP (SPI)

8.10.2
Other study items

9
Review and Update of Work Plan

S3-160402
SA3 Work Plan





Source: MCC

Discussion: 

It was noted that one of the SCAS TRs was not present in the Work Plan. The BEST study was not present either.

Decision: 

The document was noted.



S3-160405
Work Plan input from Rapporteurs





Source: MCC

Decision: 

The document was revised to S3-160691.



S3-160691
Work Plan input from Rapporteurs





Source: MCC

(Replaces S3-160405)

Decision: 

The document was noted.



10
Future Meeting Dates and Venues

S3-160404
SA3 meeting calendar





Source: MCC

Discussion: 

SA3#89 27Nov-1Dec 2017.

Adhoc 9-13 October 2017 if needed.

Adhoc 27-29 sep 2016 on NextGen.

Decision: 

The document was noted.



S3-160663
SA3#88 Meeting Venue Preview





Source: Huawei, HiSilicon

Decision: 

The document was noted.



11
Any Other Business

Huawei presented some slides on Sasha island, a remote but "possible SA3 meeting location".

The Chairman thanked the delegates for the hard work during this meeting and to MCC for their support.

Email Approval TR and TS:

- Implementation available Monday

Comments until Wednesday

Final version available on Thursday

Approved if no objections on Friday

All TR / TS: 23 May

NSA TR: 6 June

Discussion start: 17 May, Tuesday

Discussion end: 27 May, Friday

Revised version: 30 May, Monday

Comments on implementation: 31 May, Tuesday

Final: 1 June, Wednesday

---------------

Revised documents: send draft version, discussion only on open items discussed during the meeting, ENs can be resolved

NSA merged and not opened documents: send as normal input document (not draft), open for complete discussion

Result is approved document with EN that certain parts are not agreed

EN must be resolved in next meeting.

Ad-hoc 27-29 Sept. 2016 on 5G Security

SA3#89 last meeting in 2017 with mega-meeting

S3-160533
WID (H)eNB SCAS





Source: China Mobile Com. Corporation

Decision: 

The document was withdrawn.



S3-160534
WID PGW SCAS





Source: China Mobile Com. Corporation

Decision: 

The document was withdrawn.



S3-160535
discussion on the future work for scas





Source: China Mobile Com. Corporation

Decision: 

The document was withdrawn.



Annex A: List of contribution documents

	Document
	Title
	Source
	Decision
	Replaces
	Replaced by

	S3-160400
	Agenda
	WG Chairman
	approved
	
	

	S3-160401
	Report from SA3#81
	MCC
	approved
	
	

	S3-160402
	SA3 Work Plan
	MCC
	noted
	
	

	S3-160403
	Report from last SA meeting
	WG Chairman
	noted
	
	

	S3-160404
	SA3 meeting calendar
	MCC
	noted
	
	

	S3-160405
	Work Plan input from Rapporteurs
	MCC
	revised
	
	S3-160691

	S3-160406
	Liaison response to 3GPP on LWA and LWIP
	IEEE P802.11
	noted
	
	

	S3-160407
	LS on security level of the group
	C1-161432
	replied to
	
	

	S3-160408
	LS on Remote UE Identities for LI
	C1-161433
	noted
	
	

	S3-160409
	Reply LS on CT4 assumptions on AAA-1, MCPTT-2 and CSC-13 reference points
	C1ah-160094
	noted
	
	

	S3-160410
	LS on Non IP Data Delivery procedures
	C4-161535
	noted
	
	

	S3-160411
	Reply LS on enhanced GPRS in relation to Cellular IoT
	GP-160220
	noted
	
	

	S3-160412
	LS on name change to EC-GSM-IoT
	GP-160221
	noted
	
	

	S3-160413
	LS on CIoT optimization for non-NB-IoT UEs
	R2-162018
	noted
	
	

	S3-160414
	Reply LS on Clarifications on RRC Resume Request
	R2-162019
	replied to
	
	

	S3-160415
	Response to LS on questions on CIoT
	R2-163064
	noted
	
	

	S3-160416
	Response LS on LWIP Solution and DRB distinction
	R3-160533
	noted
	
	

	S3-160417
	LS on "Next Generation" Security Requirements for RAN
	RP-160647
	replied to
	
	

	S3-160418
	LS on Security aspects of solution #5 for making UE-detected IMS emergency session successful with S8HR as a roaming architecture for VoLTE
	S2-160929
	replied to
	
	

	S3-160419
	Reply LS on Clarifications on RRC Resume Request
	S2-161260
	replied to
	
	

	S3-160420
	Reply LS on questions on NB-IoT
	S2-161333
	noted
	
	

	S3-160421
	Response LS on CIoT optimization for non-NB-IoT UEs
	S2-161352
	noted
	
	

	S3-160422
	LS Response on CT4 assumptions on AAA-1, MCPTT-2 and CSC-13 reference points
	S6-160153
	noted
	
	

	S3-160423
	Reply LS on MCPTT Group Management Parameters
	S6-160155
	noted
	
	

	S3-160424
	Discussion document on the EASE Algorithm WID and the resulting TS's
	VODAFONE Group Plc
	noted
	
	

	S3-160425
	Draft 3GPP TS 55.241: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Specification of the GIA4 encryption algorithms for GPRS; GIA4 specification
	VODAFONE Group Plc
	revised
	
	S3-160496

	S3-160426
	3GPP TS 55.242: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Specification of the GIA4 encryption algorithms for GPRS; Implementers' test data
	VODAFONE Group Plc
	revised
	
	S3-160757

	S3-160427
	3GPP TS 55.243: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Specification of the GIA4 encryption algorithms for GPRS; Design conformance test data
	VODAFONE Group Plc
	revised
	
	S3-160758

	S3-160428
	draft 3GPP TS 55.251: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Specification of the GEA5 and GIA5 encryption algorithms for GPRS; GEA5 and GIA5 algorithm specification
	VODAFONE Group Plc
	revised
	
	S3-160500

	S3-160429
	Draft 3GPP TS 55.252: "Specification of the GPRS confidentiality and integrity algorithms GEA5 and GIA5; Implementers' test data".
	VODAFONE Group Plc
	revised
	
	S3-160759

	S3-160430
	Draft 3GPP TS 55.253: "Specification of the GPRS confidentiality and integrity algorithms GEA5 and GIA5; Design conformance test data".
	VODAFONE Group Plc
	revised
	
	S3-160760

	S3-160431
	pCR to TS 33.863 - Further edits recommended by edit help
	VODAFONE Group Plc
	revised
	
	S3-160713

	S3-160432
	pCR to TS 33.863 -Addition of Solution 8 - Complete solution
	VODAFONE Group Plc
	revised
	
	S3-160715

	S3-160433
	pCR to TS 33.863 -Addition of overall conclusion
	VODAFONE Group Plc
	noted
	
	

	S3-160434
	WID for BEST implementation work
	VODAFONE Group Plc
	withdrawn
	
	

	S3-160435
	Security assessment of 3GPP TR 22.891 Study on New Services and Markets Technology Enablers (SA1 FS_SMATER)
	VODAFONE Group Plc
	withdrawn
	
	

	S3-160436
	Draft skeleton of TR 33.899
	Ericsson LM
	approved
	
	

	S3-160437
	pCR to TR 33.899: Security resilience issues and solutions
	VODAFONE Group Plc
	revised
	
	S3-160799

	S3-160438
	pCR to TR 33.899: Minimum security level assured by the UE
	VODAFONE Group Plc
	revised
	
	S3-160474

	S3-160439
	pCR to TR 33.899 User plane security
	VODAFONE Group Plc
	merged
	
	S3-160809

	S3-160440
	Password Structure
	Huawei, HiSilicon
	revised
	
	S3-160681

	S3-160441
	Inactivity timeout
	Huawei, HiSilicon
	revised
	
	S3-160486

	S3-160442
	Protection Against Brute Force
	Huawei, HiSilicon
	revised
	
	S3-160732

	S3-160443
	Policy Regarding Failed Login
	Huawei, HiSilicon
	approved
	
	

	S3-160444
	Test Case for Authorization Policy
	Huawei, HiSilicon
	revised
	
	S3-160735

	S3-160445
	Removing Self Reference
	Huawei, HiSilicon
	approved
	
	

	S3-160446
	Adding References in TR33.926
	Huawei, HiSilicon
	approved
	
	

	S3-160447
	Cleanup of Ch4 in TR 33.926
	Huawei, HiSilicon
	approved
	
	

	S3-160448
	Cleanup of Ch 5 in TR 33.926
	Huawei, HiSilicon
	approved
	
	

	S3-160449
	Adding Overview to Ch 4 of TR 33.926
	Huawei, HiSilicon
	approved
	
	

	S3-160450
	Adding Threats and Assets to Annex A of TR 33.926
	Huawei, HiSilicon
	approved
	
	

	S3-160451
	Presentation of TR 33.926 to SA Plenary
	Huawei, HiSilicon
	approved
	
	

	S3-160452
	Change the name of the feature to EC-GSM-IoT
	ORANGE
	agreed
	
	

	S3-160453
	Adding a Test Case for Authenticated Privilege Escalation 
	Deutsche Telekom AG
	revised
	
	S3-160734

	S3-160454
	TCG progress report
	INTERDIGITAL COMMUNICATIONS
	noted
	
	

	S3-160455
	Adding a key issue related to user and UE identity
	CATR
	revised
	
	S3-160457

	S3-160456
	Adding a key issue related to user and UE identity
	CATR
	withdrawn
	-
	

	S3-160457
	Adding a key issue related to user and UE identity
	CATR
	revised
	S3-160455
	S3-160774

	S3-160458
	PCR to Section 4.2 - High level security requirements
	INTERDIGITAL COMMUNICATIONS
	revised
	
	S3-160819

	S3-160459
	Response to LS on questions on CIoT
	R2-163064
	withdrawn
	
	

	S3-160460
	LS on Security Aspects for NB-IoT
	R2-163129
	replied to
	
	

	S3-160461
	LS on SA3 on LWA stage 2 security related changes
	R2-163142
	noted
	
	

	S3-160462
	LS on key change during HO for eLWA
	R2-163147
	replied to
	
	

	S3-160463
	Reply LS on Clarifications on RRC Resume Request 
	R3-161016
	replied to
	
	

	S3-160464
	LS on WT triggered S-KWT update
	R3-161029
	replied to
	
	

	S3-160465
	LS on NB-IoT Progress in RAN3
	R3-161034
	noted
	
	

	S3-160466
	LS on authentication aspect for SeDoC
	S2-162249
	replied to
	
	

	S3-160467
	LS on Floor Control security for MCPTT
	S6-160324
	replied to
	
	

	S3-160468
	LS on group management parameters and security level of the group
	S6-160358
	noted
	
	

	S3-160469
	LS on confidentiality protection of an identity in a value of an XML attribute of an XML element of an XML document included in a SIP message
	C1-161957
	replied to
	
	

	S3-160470
	LS on GMK and GUK-ID sent to non-affiliated members of the MCPTT group
	C1-161958
	replied to
	
	

	S3-160471
	LS on Password based service activation for IMS Multimedia Telephony service (PWDIMS-CT)
	C1-162304
	replied to
	
	

	S3-160472
	GSMA IoT Security Guidelines
	GSMA
	replied to
	
	

	S3-160473
	pCR to 33.863 – Section 6.6 Removing Editor’s Note
	Juniper Networks
	revised
	
	S3-160717

	S3-160474
	pCR to TR 33.899: Minimum security level assured by the UE
	VODAFONE Group Plc
	revised
	S3-160438
	S3-160830

	S3-160475
	Remove redundant operation of LWIP
	ZTE Corporation
	withdrawn
	
	

	S3-160476
	Adding a test case related to the requirement 5.2.5.2.1 “Web server logging”
	NEC India Private Limited
	withdrawn
	
	

	S3-160477
	Adding a test case related to the requirement 5.2.5.2.1 “Web server logging”
	NEC India Private Limited
	revised
	
	S3-160729

	S3-160478
	33.179 CR Editorial Clarifications
	Motorola Solutions Danmark A/S
	revised
	
	S3-160742

	S3-160479
	33.179 CR to fix KMS reference points
	Motorola Solutions Danmark A/S
	revised
	
	S3-160698

	S3-160480
	CR to change 33.220 FC values for MCPTT
	Motorola Solutions Danmark A/S
	merged
	
	S3-160706

	S3-160481
	33.879 MCPTT TR User Authentication Evaluation
	Motorola Solutions Danmark A/S
	revised
	
	S3-160756

	S3-160482
	WID Proposal for MCPTT enhancements
	Motorola Solutions Danmark A/S
	postponed
	
	

	S3-160483
	Change of the LWA architecture description
	BROADCOM CORPORATION
	merged
	
	S3-160721

	S3-160484
	How LWIP-SeGW forward packets to eNB
	ZTE Corporation
	not pursued
	
	

	S3-160485
	Remove redundant operation of LWIP
	ZTE Corporation
	merged
	
	S3-160722

	S3-160486
	Inactivity timeout
	Huawei, HiSilicon
	approved
	S3-160441
	

	S3-160487
	EASE Resolving Editor's Note on Security of Subscriber Profile
	Huawei, HiSilicon, Nokia
	revised
	
	S3-160616

	S3-160488
	EASE Resolving Editor's Note on User Plane Integrity Indication 
	Huawei, HiSilicon, Nokia
	revised
	
	S3-160617

	S3-160489
	Correction to TS 33.179
	Huawei, HiSilicon
	revised
	
	S3-160619

	S3-160490
	Correction to TS 33.303
	Huawei, HiSilicon
	revised
	
	S3-160614

	S3-160491
	LWA Editorial Fix and RAN Alignment
	Huawei, HiSilicon
	merged
	
	S3-160721

	S3-160492
	Confidentiality Protection for ProSe Public Safety Discovery
	Huawei, HiSilicon
	revised
	
	S3-160621

	S3-160493
	New security area for AAA 
	TELECOM ITALIA S.p.A.
	merged
	
	S3-160799

	S3-160494
	New security area for network virtualization security 
	TELECOM ITALIA S.p.A.
	revised
	
	S3-160682

	S3-160495
	Access Network Signalling Plane Security
	TELECOM ITALIA S.p.A.
	revised
	
	S3-160781

	S3-160496
	Draft 3GPP TS 55.241: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Specification of the GIA4 encryption algorithms for GPRS; GIA4 specification - censored
	VODAFONE Group Plc
	revised
	S3-160425
	S3-160708

	S3-160497
	pCR - Realigning the 3GPP vocabulary definitions 
	Ericsson
	merged
	
	S3-160774

	S3-160498
	pCR - New security area for subscriber privacy
	Ericsson, Telecom Italia
	merged
	
	S3-160774

	S3-160499
	pCR - New key issue for subscriber identifier protection
	Ericsson, Telecom Italia
	merged
	
	S3-160774

	S3-160500
	draft 3GPP TS 55.251: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Specification of the GEA5 and GIA5 encryption algorithms for GPRS; GEA5 and GIA5 algorithm specification
	VODAFONE Group Plc
	revised
	S3-160428
	S3-160709

	S3-160501
	pCR - Potential privacy requirements on 3GPP protocols for key-issue subscriber identifier protection
	Ericsson
	merged
	
	S3-160774

	S3-160502
	Reply LS on V2X message characteristics
	S1-154509
	replied to
	
	

	S3-160503
	SCAS: pCR TR.33.916 with GSMA SECAG comments
	Alcatel-Lucent
	revised
	
	S3-160730

	S3-160504
	Core Network Control Plane Security
	TELECOM ITALIA S.p.A.
	approved
	
	-

	S3-160505
	Adding a test case to TS 33.117 section 5.2.5.3 HTTP User Sessions
	TNO
	revised
	
	S3-160733

	S3-160506
	Discussion paper on Overall Security Requirements 5G
	TNO, Deutsche Telekom, KPN
	noted
	
	

	S3-160507
	Comparison of SA1 requirements and SA3 solution
	TNO
	noted
	
	

	S3-160508
	LS to SA1 on IOPS specification TS 22.346
	TNO
	noted
	
	

	S3-160509
	Clarification on use of 802.11 AKM suite 
	Intel Corporation (UK) Ltd
	revised
	
	S3-160801

	S3-160510
	Discuss LWA Clarification on use of 802.11 AKMs
	Intel Corporation (UK) Ltd
	noted
	
	

	S3-160511
	LWA optimization to support high data rate 802.11 
	Intel Corporation (UK) Ltd
	noted
	
	

	S3-160512
	Decoupling LWA PMK from KeNB Changes
	Intel Corporation (UK) Ltd
	noted
	
	

	S3-160513
	TR cleanup - remove all references in Clause 2
	Nokia
	agreed
	
	

	S3-160514
	TR cleanup - definition section
	Nokia
	agreed
	
	

	S3-160515
	TR cleanup - adding abbreviations
	Nokia
	agreed
	
	

	S3-160516
	TR cleanup - ed note in clause 4 and 5
	Nokia
	agreed
	
	

	S3-160517
	V2X - split up key issue 1 - communication security
	Nokia
	revised
	
	S3-160784

	S3-160518
	V2X - split up key issue 1 - privacy
	Nokia
	merged
	
	S3-160790

	S3-160519
	V2X - key issue - accountability
	Nokia
	revised
	
	S3-160792

	S3-160520
	V2X - key issue - authentication and authorization
	Nokia
	revised
	
	S3-160793

	S3-160521
	V2X - key issue - credential provisioning
	Nokia
	revised
	
	S3-160797

	S3-160522
	V2X - key issue - Local MBMS Entity
	Nokia
	approved
	
	

	S3-160523
	V2X key issue – crypto algorithm
	Nokia
	revised
	-
	S3-160795

	S3-160524
	V2X - key issue - security for local V2X server
	Nokia
	revised
	
	S3-160794

	S3-160525
	V2X - abbreviation and definition
	Nokia
	revised
	
	S3-160778

	S3-160526
	Discussion on LS R2-162019 and RRC Resume Request Security
	Nokia
	noted
	
	

	S3-160527
	draft_CR-RRC Resume Security
	Nokia
	withdrawn
	
	

	S3-160528
	draft_CR-LWA Corrections
	Nokia
	revised
	
	S3-160722

	S3-160529
	Discussion Paper on eLWA(R2-163147)
	Nokia
	noted
	
	

	S3-160530
	Security aspects of connectivity over relays
	Nokia
	revised
	
	S3-160827

	S3-160531
	pCR-security aspects of network Slices
	Nokia
	revised
	
	S3-160798

	S3-160532
	draft_CR-RRC Resume Security
	Nokia
	revised
	
	S3-160822

	S3-160533
	WID (H)eNB SCAS
	China Mobile Com. Corporation
	withdrawn
	
	

	S3-160534
	WID PGW SCAS
	China Mobile Com. Corporation
	withdrawn
	
	

	S3-160535
	discussion on the future work for scas
	China Mobile Com. Corporation
	withdrawn
	
	

	S3-160536
	Discussion on security of network slicing
	China Mobile Com. Corporation
	noted
	
	

	S3-160537
	pCR key issues of security on network slicing
	China Mobile Com. Corporation
	merged
	
	S3-160798

	S3-160538
	discussion on preventing unauthorized modification of NB-IoT user data transmitted over user plane
	China Mobile Com. Corporation
	noted
	
	

	S3-160539
	preventing unauthorized modification of NB-IoT user data transmitted over user plane
	China Mobile Com. Corporation
	withdrawn
	
	

	S3-160540
	preventing unauthorized modification of NB-IoT user data transmitted over user plane
	China Mobile Com. Corporation
	not pursued
	
	

	S3-160541
	discussion on integrity protection for user data on user plane
	China Mobile Com. Corporation
	noted
	
	

	S3-160542
	Integrity protection for user data on user plane
	China Mobile Com. Corporation
	not pursued
	
	

	S3-160543
	Security storage of NB-IoT Kasme
	China Mobile Com. Corporation
	noted
	
	

	S3-160544
	Updated Security Threats and Requirements for V2X Services
	Intel Corporation (UK) Ltd
	revised
	
	S3-160786

	S3-160545
	Algorithm negotiation mechanisms in CIoT
	China Mobile Com. Corporation
	revised
	
	S3-160712

	S3-160546
	Authorisation and Security for V2X Communication
	Intel Corporation (UK) Ltd
	withdrawn
	
	

	S3-160547
	Algorithm negotiation mechanisms in CIoT
	China Mobile Com. Corporation
	not pursued
	
	

	S3-160548
	Reply LS on Remote UE Identities for LI
	S3i160211
	noted
	
	

	S3-160549
	pCR to TR 33.885 V2X secure environment requirements
	LG Electronics France
	revised
	
	S3-160554

	S3-160550
	V2X Privacy Discussion
	LG Electronics France
	revised
	
	S3-160555

	S3-160551
	pCR to TR 33.899 High Level Security Requirement on Authentication
	LG Electronics France
	revised
	
	S3-160556

	S3-160552
	pCR to TR 33.899 User awareness and control
	LG Electronics France
	revised
	
	S3-160557

	S3-160553
	Informative annex on the security in the IEEE WAVE standards
	Ericsson
	revised
	
	S3-160770

	S3-160554
	pCR to TR 33.885 V2X secure environment requirements
	LG Electronics France
	revised
	S3-160549
	S3-160783

	S3-160555
	V2X Privacy Discussion
	LG Electronics France
	noted
	S3-160550
	

	S3-160556
	pCR to TR 33.899 High Level Security Requirement on Authentication
	LG Electronics France
	revised
	S3-160551
	S3-160818

	S3-160557
	pCR to TR 33.899 User awareness and control
	LG Electronics France
	revised
	S3-160552
	S3-160832

	S3-160558
	pCR for adaptive authentication to different scenarios in NexGen
	China Mobile Com. Corporation
	revised
	
	S3-160811

	S3-160559
	Discussion on some solution of the 4G bidding down attacks 
	Qualcomm Incorporated
	noted
	
	

	S3-160560
	key issue of authentication framework related to access and services
	Huawei, HiSilicon, Deutsche Telekom AG
	revised
	
	S3-160802

	S3-160561
	Key issue of Flexible UP-Traffic Protection Termination for Next Generation System
	Huawei, HiSilicon, Deutsche Telekom AG
	merged
	
	S3-160809

	S3-160562
	Protecting against the modification of Attach/TAU Request attacks
	Qualcomm Incorporated
	postponed
	
	

	S3-160563
	Key Issue of Privacy Protection for Next Generation Network
	Huawei, HiSilicon, Deutsche Telekom AG
	merged
	
	S3-160774

	S3-160564
	Session Key Enforcement with Diffie-Hellman Procedure
	Huawei, Hisilicon
	revised
	
	S3-160812

	S3-160565
	Discussion on security requirements for response to RAN plenary
	Qualcomm Incorporated
	noted
	
	

	S3-160566
	Remote Provisioning for IoT devices
	Huawei, HiSilicon
	revised
	
	S3-160820

	S3-160567
	Key Issue on independence of security layers
	Qualcomm Incorporated
	revised
	
	S3-160824

	S3-160568
	New key issue on mobile subscriber identifier privacy
	Qualcomm Incorporated
	merged
	
	S3-160774

	S3-160569
	Requirement on AS security during RRC Idle mode
	Samsung
	revised
	
	S3-160844

	S3-160570
	Security Context Information Sharing for 3GPP and Non-3GPP Access
	Huawei, Hisilicon, Deutsche Telekom AG
	revised
	
	S3-160825

	S3-160571
	New key issue on security anchor in NextGen systems
	Qualcomm Incorporated
	merged
	
	S3-160808

	S3-160572
	Each Specific Security Mechanism for Each Slice
	Huawei, Hisilicon, China Mobile
	merged
	
	S3-160798

	S3-160573
	New key issue on Authentication of Device Identity in NextGen systems
	Qualcomm Incorporated
	revised
	
	S3-160828

	S3-160574
	Risk of User Privacy in LWA
	Samsung
	revised
	
	S3-160724

	S3-160575
	LWA PMK handling
	Qualcomm Incorporated
	noted
	
	

	S3-160576
	LWA PMK Handling corrections
	Qualcomm Incorporated
	postponed
	
	

	S3-160577
	Key Issue on Communication Security 
	Qualcomm Incorporated
	merged
	
	S3-160784

	S3-160578
	Solution for Application Layer Security for V2X Communication 
	Qualcomm Incorporated
	revised
	
	S3-160788

	S3-160579
	Cleaning TR 33.860 sections 4, 5 and 6 from editor’s notes   
	Ericsson LM
	revised
	
	S3-160710

	S3-160580
	Key Issue on UE privacy 
	Qualcomm Incorporated
	revised
	
	S3-160790

	S3-160581
	Solution for UE privacy in LTE-V2X involving attach ID obfuscation
	Qualcomm Incorporated
	revised
	
	S3-160791

	S3-160582
	Update of Solution 4 for using the P-TMSI signature for Attach and RAU requests  
	Ericsson LM
	revised
	
	S3-160711

	S3-160583
	Adding procedural details for ciphering and integrity mode negotiation
	Ericsson LM
	revised
	
	S3-160704

	S3-160584
	Adding details for new cellular algorithms GIA4 , GEA5 and GIA5
	Ericsson LM
	revised
	
	S3-160705

	S3-160585
	The definition of MAC-GMM in GMM Authentication and Ciphering Request and GMM Authentication and Ciphering Response 
	Ericsson LM
	agreed
	
	

	S3-160586
	V2X security requirement
	Gemalto N.V.
	revised
	
	S3-160782

	S3-160587
	New security area for network slicing 
	Ericsson LM
	merged
	
	S3-160798

	S3-160588
	Security for RRC Connection Suspend and Resume
	Ericsson
	noted
	
	

	S3-160589
	Next Generation: A proposal for the scope of the TR 33.899
	Ericsson LM
	revised
	
	S3-160816

	S3-160590
	Security for RRC suspend and resume
	Ericsson
	merged
	S3-160213
	S3-160822

	S3-160591
	Next Generation: A proposal for a new security area on “Authentication methods, identifiers and credentials”
	Ericsson LM
	merged
	
	S3-160799

	S3-160592
	Next Generation: A proposal for a new key issue on “Subscriber credentials to Next Generation system” 
	Ericsson LM
	revised
	
	S3-160803

	S3-160593
	2G security improvements
	ORANGE, Gemalto
	withdrawn
	
	

	S3-160594
	Encryption of SRB/DRB reconfiguration at RRC connection resume
	Ericsson
	noted
	
	

	S3-160595
	On spatial replay of ProSe discovery messages for commercial discovery
	Qualcomm Incorporated
	noted
	
	

	S3-160596
	Adding a missing FC value to TS 33.303
	Qualcomm Incorporated
	revised
	
	S3-160739

	S3-160597
	Re-assign the FC values in TS 33.220 to allow an additional one in TS 33.303
	Qualcomm Incorporated
	not pursued
	
	

	S3-160598
	Re-assign the FC values in TS 33.224 to allow an additional one in TS 33.303
	Qualcomm Incorporated
	revised
	
	S3-160740

	S3-160599
	Correcting a mis-numbered clause 
	Qualcomm Incorporated
	agreed
	
	

	S3-160600
	Architectural Aspects of 5G Security 
	Nokia 
	revised
	
	S3-160808

	S3-160601
	LWIP counter 
	Ericsson
	merged
	
	S3-160722

	S3-160602
	Security Features
	Nokia 
	revised
	
	S3-160809

	S3-160603
	Key Hierarchy
	Nokia 
	approved
	
	

	S3-160604
	Editorial corrections to TS 33.303 
	Qualcomm Incorporated
	revised
	
	S3-160773

	S3-160605
	Security Negotiation
	Nokia 
	revised
	
	S3-160829

	S3-160606
	Authentication and authorization
	Nokia 
	merged
	
	S3-160799

	S3-160607
	Authentication supporting a variety of access networks
	Nokia 
	merged
	
	S3-160802

	S3-160608
	Potential enhancements to AKA-based authentication
	Nokia 
	merged
	
	S3-160811

	S3-160609
	Non-AKA-based authentication
	Nokia 
	revised
	
	S3-160826

	S3-160610
	Authorization
	Nokia 
	revised
	
	S3-160805

	S3-160611
	Credential provisioning
	Nokia 
	revised
	
	S3-160845

	S3-160612
	Identity Management
	Nokia 
	merged
	
	S3-160803

	S3-160613
	pCR to 33.117 – adding a test case for requirement 5.2.4.1.1.1 Handling of growing content
	Nokia 
	approved
	
	

	S3-160614
	Correction to TS 33.303
	Huawei, HiSilicon, China Mobile, China Unicom
	revised
	S3-160490
	S3-160772

	S3-160615
	Changes to the allocation of FC values
	Nokia 
	revised
	
	S3-160706

	S3-160616
	EASE Resolving Editor's Note on Security of Subscriber Profile
	Huawei, HiSilicon, Nokia, China Unicom
	agreed
	S3-160487
	

	S3-160617
	EASE Resolving Editor's Note on User Plane Integrity Indication 
	Huawei, HiSilicon, Nokia, China Unicom
	agreed
	S3-160488
	

	S3-160618
	Study Item for MC Data
	Motorola Solutions Danmark A/S
	merged
	
	S3-160727

	S3-160619
	Correction to TS 33.179
	Huawei, HiSilicon, China Unicom
	merged
	S3-160489
	S3-160750

	S3-160620
	Allocation of FC value to derivation of Ki128 and other changes
	Nokia 
	agreed
	
	

	S3-160621
	Confidentiality Protection for ProSe Public Safety Discovery
	Huawei, HiSilicon, China Unicom
	revised
	S3-160492
	S3-160771

	S3-160622
	Study item for MC Video
	Motorola Solutions Danmark A/S
	merged
	
	S3-160727

	S3-160623
	Add Definition for Pseudonimity
	Huawei, HiSilicon
	revised
	
	S3-160779

	S3-160624
	Work Item proposal for MC Data
	Motorola Solutions Danmark A/S
	postponed
	
	

	S3-160625
	Adding Secure Environment Requirements
	Huawei, HiSilicon
	merged
	
	S3-160783

	S3-160626
	Adding introduction section
	Huawei, HiSilicon
	approved
	
	

	S3-160627
	Work Item proposal for MC Video
	Motorola Solutions Danmark A/S
	postponed
	
	

	S3-160628
	Evaluation of sensitive application signalling
	CESG
	agreed
	
	

	S3-160629
	Editorials to TS 33.179
	CESG
	revised
	
	S3-160743

	S3-160630
	Issue with Floor Control Key Management
	CESG
	noted
	
	

	S3-160631
	Fixing Floor Control Key Management
	CESG
	revised
	
	S3-160723

	S3-160632
	Response LS on floor control security
	CESG
	revised
	
	S3-160748

	S3-160633
	Addition of security overview
	CESG
	revised
	
	S3-160752

	S3-160634
	Response LS on GMK and GUK-ID sent to non-affiliated members of the MCPTT group
	CESG
	revised
	
	S3-160749

	S3-160635
	Sending GMK to unaffiliated users
	CESG
	agreed
	
	

	S3-160636
	Ways of applying integrity protection to XML
	CESG
	noted
	
	

	S3-160637
	Response LS on integrity protection
	CESG
	approved
	
	

	S3-160638
	Protecting XML attributes
	CESG
	noted
	
	

	S3-160639
	Adding XML attribute protection
	CESG
	withdrawn
	
	

	S3-160640
	Adding XML attribute protection
	CESG
	withdrawn
	
	

	S3-160641
	pCR - Protection of signalling over the Uu interface
	THALES
	revised
	
	S3-160785

	S3-160642
	CIoT Partial Ciphering For User Data via MME
	Huawei, HiSilicon, Nokia, China Unicom
	revised
	
	S3-160699

	S3-160643
	LWIP-PSK key handling for LWIP IPsec tunnel
	Ericsson
	merged
	
	S3-160722

	S3-160644
	Security consideration on the network slicing
	China Unicom, CATR
	merged
	
	S3-160798

	S3-160645
	Security consideration on the security credential management
	China Unicom, CATR
	merged
	
	S3-160820

	S3-160646
	pCR to TR33.899 : Protection of signalling over the Uu interface
	THALES
	withdrawn
	
	

	S3-160647
	3G security improvements
	ORANGE, Gemalto, Vodafone
	revised
	
	S3-160688

	S3-160648
	LTE security improvements
	ORANGE, Gemalto, Vodafone
	revised
	
	S3-160690

	S3-160649
	NG UE security requirements
	Gemalto, Oberthur, G&D, Morpho, Valid, Deutsche Telekom, Telecom Italia, China Unicom, ORANGE
	revised
	
	S3-160780

	S3-160650
	2G security improvements
	ORANGE, Gemalto, Vodafone
	revised
	
	S3-160689

	S3-160651
	MCPTT TR cleanup - scope and section 6 and 7
	Nokia
	revised
	
	S3-160753

	S3-160652
	MCPTT TR cleanup - replace of must
	Nokia
	agreed
	
	

	S3-160653
	MCPTT TR cleanup - solution 15
	Nokia
	agreed
	
	

	S3-160654
	MCPTT TR Clean up – section 4 and 5
	Nokia
	agreed
	
	

	S3-160655
	MCPTT TR cleanup - key issues 17 and 18
	Nokia
	revised
	
	S3-160755

	S3-160656
	MCPTT TR cleanup - solution 6
	Nokia
	agreed
	
	

	S3-160657
	MCPTT TR cleanup - editor's notes
	Nokia
	revised
	
	S3-160754

	S3-160658
	Network and Communication Security in Next  Generation Networks
	Huawei, HiSilicon
	revised
	
	S3-160856

	S3-160659
	Flexible Security and On-Demand Security for Next Generation Systems
	Huawei, HiSilicon
	approved
	
	

	S3-160660
	Backward Compatibility Support in Next Generation System
	Huawei, HiSilicon
	merged
	
	S3-160802

	S3-160661
	Key issue on service access security in next generation networks
	Ericsson
	merged
	
	S3-160798

	S3-160662
	cleaning up of TSF/TOE in 33.916
	NTT DOCOMO INC.
	revised
	
	S3-160676

	S3-160663
	SA3#88 Meeting Venue Preview
	Huawei, HiSilicon
	noted
	
	

	S3-160664
	MCPTT TR cleanup - annex
	Nokia
	revised
	
	S3-160672

	S3-160665
	Authorisation and Security for V2X Communication
	Intel Corporation (UK) Ltd
	revised
	
	S3-160787

	S3-160666
	Complete End to End Solution for BEST
	KPN, TNO
	revised
	
	S3-160716

	S3-160667
	Correction to integrity protection
	CESG
	agreed
	
	

	S3-160668
	Work Item on Security Assurance Specification for (H)eNB
	China Mobile Com. Corporation
	noted
	
	

	S3-160669
	Work Item on Security Assurance Specification for PGW
	China Mobile Com. Corporation
	revised
	
	S3-160736

	S3-160670
	Discussion on the future work for SCAS
	China Mobile Com. Corporation
	withdrawn
	
	

	S3-160671
	Discussion on the future work for SCAS
	China Mobile Com. Corporation
	revised
	
	S3-160673

	S3-160672
	MCPTT TR cleanup - annex
	Nokia
	agreed
	S3-160664
	

	S3-160673
	discussion on the future work for scas
	China Mobile Com. Corporation
	noted
	S3-160671
	

	S3-160674
	TR cleanup - remove must from potential requirements
	TNO
	withdrawn
	
	

	S3-160675
	Comment on S3-160433
	KPN, TNO
	noted
	
	

	S3-160676
	pCR on cleaning up of TSF/TOE in 33.916
	NTT DOCOMO, Telecom Italia, Nokia
	approved
	S3-160662
	

	S3-160677
	LS on integrity protection
	C1-162139
	replied to
	
	

	S3-160678
	Providing IMSI in Dedicated Core Network
	R3-160556
	replied to
	
	

	S3-160679
	Comments on S3-160595
	TNO
	withdrawn
	
	

	S3-160680
	draft response to LS in S3-160418
	NTT DOCOMO INC.
	revised
	
	S3-160775

	S3-160681
	Comments on S3-160440
	TNO
	approved
	S3-160440
	

	S3-160682
	New security area for network virtualization security 
	Telecom Italia, Deutsche Telekom AG
	merged
	S3-160494
	S3-160798

	S3-160683
	Comments on S3-160650 and S3-160647
	VODAFONE Group Plc
	noted
	
	

	S3-160684
	SCAS: Status of SCAS requirements vs test cases in TS 33.117
	Alcatel-Lucent
	noted
	
	

	S3-160685
	New GPRS algorithms – status update
	ETSI SAGE
	replied to
	-
	-

	S3-160686
	Security Assurance Methodology Documentation
	GSMA SECAG
	noted
	-
	-

	S3-160687
	NESAS Pilot Readiness
	GSMA SECAG
	noted
	-
	-

	S3-160688
	3G security improvements
	ORANGE, Gemalto, Vodafone,Telecom Italia,Deutsche Telekom
	postponed
	S3-160647
	-

	S3-160689
	Mitigating bidding down attacks
	ORANGE, Gemalto, Vodafone,Telecom Italia,Deutsche Telekom
	postponed
	S3-160650
	-

	S3-160690
	LTE security improvements
	ORANGE, Gemalto, Vodafone,Telecom Italia,Deutsche Telekom
	postponed
	S3-160648
	-

	S3-160691
	Work Plan input from Rapporteurs
	MCC
	noted
	S3-160405
	-

	S3-160692
	Reply to: LS on authentication aspect for SeDoC
	Huawei, Vodafone
	approved
	-
	-

	S3-160693
	Reply to: GSMA IoT Security Guidelines
	Orange
	approved
	-
	-

	S3-160694
	Reply to: LS on Clarifications on RRC Resume Request
	Nokia
	approved
	-
	-

	S3-160695
	Work item on requirements for a new secure element
	ETSI TC SCP
	replied to
	-
	-

	S3-160696
	5G Security Recommendations Package #1
	NGMN
	replied to
	-
	-

	S3-160697
	5G Security Recommendations Package #2 : Network Slicing
	NGMN
	replied to
	-
	-

	S3-160698
	Fixing KMS reference points
	Motorola Solutions Danmark A/S,Motorola Solutions, CESG, Airbus
	revised
	S3-160479
	S3-160751

	S3-160699
	CIoT Partial Ciphering For User Data via MME
	Huawei, HiSilicon, Nokia, China Unicom
	agreed
	S3-160642
	-

	S3-160700
	Reply LS on CT4 assumptions on AAA-1, MCPTT-2 and CSC-13 reference points
	C1ah-160094
	withdrawn
	-
	-

	S3-160701
	Protecting UE Network Capabilities from ‘Bidding Down Attacks’
	GSMA FSAG
	postponed
	-
	-

	S3-160702
	Legacy Security Issues and Mitigation Proposal
	GSMA FSAG
	postponed
	-
	-

	S3-160703
	Reply to: Work item on requirements for a new secure element
	GIESECKE&DEVRIENT
	approved
	-
	-

	S3-160704
	Adding procedural details for ciphering and integrity mode negotiation
	Ericsson LM
	agreed
	S3-160583
	-

	S3-160705
	Adding details for new cellular algorithms GIA4 , GEA5 and GIA5
	Ericsson LM
	agreed
	S3-160584
	-

	S3-160706
	Changes to the allocation of FC values
	Nokia 
	agreed
	S3-160615
	-

	S3-160707
	Exception sheet for EASE algorithm WID
	Vodafone
	approved
	-
	-

	S3-160708
	Draft 3GPP TS 55.241: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Specification of the GIA4 encryption algorithms for GPRS; GIA4 specification - censored
	VODAFONE Group Plc
	approved
	S3-160496
	-

	S3-160709
	draft 3GPP TS 55.251: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Specification of the GEA5 and GIA5 encryption algorithms for GPRS; GEA5 and GIA5 algorithm specification
	VODAFONE Group Plc
	approved
	S3-160500
	-

	S3-160710
	Cleaning TR 33.860 sections 4, 5 and 6 from editor’s notes   
	Ericsson LM
	agreed
	S3-160579
	-

	S3-160711
	Update of Solution 4 for using the P-TMSI signature for Attach and RAU requests  
	Ericsson LM
	agreed
	S3-160582
	-

	S3-160712
	Algorithm negotiation mechanisms in CIoT
	China Mobile Com. Corporation
	not pursued
	S3-160545
	-

	S3-160713
	pCR to TS 33.863 - Further edits recommended by edit help
	VODAFONE Group Plc
	approved
	S3-160431
	-

	S3-160714
	Reply to: Providing IMSI in Dedicated Core Network
	NTT-Docomo
	approved
	-
	-

	S3-160715
	pCR to TS 33.863 -Addition of Solution 8 - Complete solution
	VODAFONE Group Plc
	approved
	S3-160432
	-

	S3-160716
	Complete End to End Solution for BEST
	KPN, TNO
	approved
	S3-160666
	-

	S3-160717
	pCR to 33.863 – Section 6.6 Removing Editor’s Note
	Juniper Networks
	approved
	S3-160473
	-

	S3-160718
	LS on NAS COUNTs for CIoT data transfer via MME
	C1A160090
	noted
	-
	-

	S3-160719
	Draft TR 33.863
	Vodafone
	approved
	-
	-

	S3-160720
	Reply to: LS on WT triggered S-KWT update
	Huawei
	approved
	-
	-

	S3-160721
	Change of the LWA architecture description
	BROADCOM CORPORATION,Broadcom, Huawei, HiSilicon,Nokia
	agreed
	S3-160483
	-

	S3-160722
	LWIP technical and editorial corrections
	Nokia, Ericsson, ZTE, Broadcom Corporation
	agreed
	S3-160528
	-

	S3-160723
	Fixing Floor Control Key Management
	CESG,Nokia
	agreed
	S3-160631
	-

	S3-160724
	Risk of User Privacy in LWA
	Samsung,Broadcom
	agreed
	S3-160574
	-

	S3-160725
	Reply to: LS on key change during HO for eLWA
	Ericsson
	approved
	-
	-

	S3-160726
	LWIP-PSK key handling for LWIP IPsec tunnel
	Ericsson
	withdrawn
	-
	-

	S3-160727
	Study item fon Mission Critical Security Enhancements
	Motorola Solutions Danmark A/S
	approved
	S3-160622
	-

	S3-160728
	Fixing off-network provisioning
	Motorola Solutions,CESG
	revised
	-
	S3-160769

	S3-160729
	Adding a test case related to the requirement 5.2.5.2.1 “Webserver logging”
	NEC India Private Limited,TNO
	approved
	S3-160477
	-

	S3-160730
	Comments from GSMA on TR 33.916
	Nokia, Alcatel-Lucent, Ericsson, Huawei, Deutsche Telekom, Orange, Telecom Italia, NTT DOCOMO
	approved
	-
	-

	S3-160731
	Draft TR 33.916
	Rapporteur (NTT-Docomo)
	approved
	-
	-

	S3-160732
	Protection Against Brute Force
	Huawei, HiSilicon
	approved
	S3-160442
	-

	S3-160733
	Adding a test case to TS 33.117 section 5.2.5.3 HTTP User Sessions
	TNO
	approved
	S3-160505
	-

	S3-160734
	Adding a Test Case for Authenticated Privilege Escalation 
	Deutsche Telekom AG
	approved
	S3-160453
	-

	S3-160735
	Test Case for Authorization Policy
	Huawei, HiSilicon
	approved
	S3-160444
	-

	S3-160736
	Work Item on Security Assurance Specification for PGW
	China Mobile Com. Corporation
	agreed
	S3-160669
	-

	S3-160737
	Draft TS 33.116
	Rapporteur (NTT-Docomo)
	approved
	-
	-

	S3-160738
	Draft TS 33.117
	Rapporteur (NTT-Docomo)
	approved
	-
	-

	S3-160739
	Adding a missing FC value to TS 33.303
	Qualcomm Incorporated
	agreed
	S3-160596
	-

	S3-160740
	Re-assign the FC values in TS 33.224 to allow an additional one in TS 33.303
	Qualcomm Incorporated
	agreed
	S3-160598
	-

	S3-160741
	Draft TR 33.926
	Rapporteur (Huawei)
	approved
	-
	-

	S3-160742
	33.179 CR Editorial Clarifications
	Motorola Solutions Danmark A/S
	revised
	S3-160478
	S3-160750

	S3-160743
	Technical text clarifications
	CESG
	agreed
	S3-160629
	-

	S3-160744
	LS on CT4 assumptions on AAA-1, MCPTT-2 and CSC-13 reference points
	Motorola Solutions
	approved
	-
	-

	S3-160745
	Reply to: LS on security level of the group
	CESG
	approved
	-
	-

	S3-160746
	MCPTT TR cleanup – Removal of must
	TNO
	merged
	-
	S3-160652

	S3-160747
	Reply to: LS on confidentiality protection of an identity in a value of an XML attribute of an XML element of an XML document included in a SIP message
	CESG
	approved
	-
	-

	S3-160748
	Response LS on floor control security
	CESG
	approved
	S3-160632
	-

	S3-160749
	Response LS on GMK and GUK-ID sent to non-affiliated members of the MCPTT group
	CESG
	approved
	S3-160634
	-

	S3-160750
	Architectural clarifications and corrections
	Motorola Solutions Danmark A/S,CESG,Gemalto
	agreed
	S3-160742
	-

	S3-160751
	Fixing KMS reference points
	Motorola Solutions Danmark A/S,Motorola Solutions, CESG, Airbus
	agreed
	S3-160698
	-

	S3-160752
	Addition of security overview
	CESG
	agreed
	S3-160633
	-

	S3-160753
	MCPTT TR cleanup - scope and section 6 and 7
	Nokia
	agreed
	S3-160651
	-

	S3-160754
	MCPTT TR cleanup - editor's notes
	Nokia
	agreed
	S3-160657
	-

	S3-160755
	MCPTT TR cleanup - key issues 17 and 18
	Nokia
	agreed
	S3-160655
	-

	S3-160756
	MCPTT TR User Authentication Evaluation
	Motorola Solutions Danmark A/S
	agreed
	S3-160481
	-

	S3-160757
	3GPP TS 55.242: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Specification of the GIA4 encryption algorithms for GPRS; Implementers' test data
	VODAFONE Group Plc
	approved
	S3-160426
	-

	S3-160758
	3GPP TS 55.243: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Specification of the GIA4 encryption algorithms for GPRS; Design conformance test data
	VODAFONE Group Plc
	approved
	S3-160427
	-

	S3-160759
	Draft 3GPP TS 55.252: "Specification of the GPRS confidentiality and integrity algorithms GEA5 and GIA5; Implementers' test data".
	VODAFONE Group Plc
	approved
	S3-160429
	-

	S3-160760
	Draft 3GPP TS 55.253: "Specification of the GPRS confidentiality and integrity algorithms GEA5 and GIA5; Design conformance test data".
	VODAFONE Group Plc
	approved
	S3-160430
	-

	S3-160761
	Cover sheet TS 55.241
	Vodafone
	approved
	-
	-

	S3-160762
	Cover sheet TS 55.242
	Vodafone
	approved
	-
	-

	S3-160763
	Cover sheet TS 55.243
	Vodafone
	approved
	-
	-

	S3-160764
	Cover sheet TS 55.251
	Vodafone
	approved
	-
	-

	S3-160765
	Cover sheet TS 55.252
	Vodafone
	approved
	-
	-

	S3-160766
	Cover sheet TS 55.253
	Vodafone
	approved
	-
	-

	S3-160767
	Reply to: New GPRS algorithms – status update
	Vodafone
	approved
	-
	-

	S3-160768
	Reply to: Response LS on LWIP Solution and DRB distinction
	NTT-Docomo
	withdrawn
	-
	-

	S3-160769
	Fixing off-network provisioning
	Motorola Solutions,CESG
	agreed
	S3-160728
	-

	S3-160770
	Informative annex on the security in the IEEE WAVE standards
	Ericsson
	approved
	S3-160553
	-

	S3-160771
	Confidentiality Protection for ProSe Public Safety Discovery
	Huawei, HiSilicon, China Unicom
	agreed
	S3-160621
	-

	S3-160772
	Correction to TS 33.303
	Huawei, HiSilicon, China Mobile, China Unicom
	agreed
	S3-160614
	-

	S3-160773
	Editorial corrections to TS 33.303 
	Qualcomm Incorporated
	agreed
	S3-160604
	-

	S3-160774
	pCR - New security area on subscriber privacy along with a new key issue on subscriber identifier privacy
	Ericsson, Telecom Italia, Qualcomm, Huawei, HiSilicon, Deutsche Telekom AG, CATR, China mobile, ZTE
	revised
	S3-160457
	S3-160843

	S3-160775
	Reply LS on Security aspects of solution #5 for making UE-detected IMS emergency session successful with S8HR as a roaming architecture for VoLTE
	NTT DOCOMO INC.
	approved
	S3-160680
	-

	S3-160776
	Reply to: LS on Password based service activation for IMS Multimedia Telephony service (PWDIMS-CT)
	Ericsson
	approved
	-
	-

	S3-160777
	Reply to: Reply LS on V2X message characteristics
	TNO
	approved
	-
	-

	S3-160778
	V2X - abbreviation and definition
	Nokia
	approved
	S3-160525
	-

	S3-160779
	Add Definition for Pseudonimity
	Huawei, HiSilicon
	approved
	S3-160623
	-

	S3-160780
	Security requirements for Next Generation System User Equipment
	Gemalto, Oberthur Technologies, Giesecke & Devrient, Valid, Morpho, Deutsche Telekom, Telecom Italia, China Unicom, ORANGE, TNO, China Mobile
	revised
	S3-160649
	S3-160835

	S3-160781
	Radio Access Network signalling plane Security
	TELECOM ITALIA S.p.A.,Orange
	revised
	S3-160495
	S3-160837

	S3-160782
	V2X security requirement
	Gemalto N.V.
	approved
	S3-160586
	-

	S3-160783
	pCR to TR 33.885 V2X secure environment requirements
	LG Electronics France
	approved
	S3-160554
	-

	S3-160784
	V2X - split up key issue 1 - communication security
	Nokia
	approved
	S3-160517
	-

	S3-160785
	pCR - Protection of signalling over the Uu interface
	THALES
	noted
	S3-160641
	-

	S3-160786
	Updated Security Threats and Requirements for V2X Services
	Intel Corporation (UK) Ltd
	approved
	S3-160544
	-

	S3-160787
	Authorisation and Security for V2X Communication
	Intel Corporation (UK) Ltd
	approved
	S3-160665
	-

	S3-160788
	Solution for Application Layer Security for V2X Communication 
	Qualcomm Incorporated
	approved
	S3-160578
	-

	S3-160789
	LS to SA1 on privacy requirements
	Nokia
	approved
	-
	-

	S3-160790
	Key Issue on UE privacy 
	Qualcomm Incorporated
	approved
	S3-160580
	-

	S3-160791
	Solution for UE privacy in LTE-V2X involving attach ID obfuscation
	Qualcomm Incorporated
	approved
	S3-160581
	-

	S3-160792
	V2X - key issue - accountability
	Nokia
	approved
	S3-160519
	-

	S3-160793
	V2X - key issue - authentication and authorization
	Nokia
	approved
	S3-160520
	-

	S3-160794
	V2X - key issue - security for local V2X server
	Nokia
	approved
	S3-160524
	-

	S3-160795
	V2X key issue – cryptoalgorithm
	Nokia
	approved
	S3-160523
	-

	S3-160796
	Draft TR 33.885
	Huawei
	approved
	-
	-

	S3-160797
	V2X - key issue - credential provisioning
	Nokia
	approved
	S3-160521
	-

	S3-160798
	Key issues of security on network slicing
	China Mobile, Nokia, Ericsson, Huawei, HiSilicon,Telecom Italia,Deutsche Telekom
	revised
	S3-160531
	S3-160853

	S3-160799
	pCR to TR 33.899:Security area “Authentication
	Ericsson, LG Electronics, Nokia, Telecom Italia, Vodafone
	revised
	S3-160437
	S3-160846

	S3-160800
	pCR Reducing the impact of secret key leakage
	China Mobile Com. Corporation
	withdrawn
	-
	-

	S3-160801
	Clarification on use of 802.11 AKM suite 
	Intel Corporation (UK) Ltd,Broadcom
	merged
	S3-160509
	S3-160721

	S3-160802
	Key issue Authentication framework
	Huawei, HiSilicon, Deutsche Telekom AG, China Mobile, Nokia
	revised
	S3-160560
	S3-160847

	S3-160803
	Next Generation: A proposal for a new key issue on “Subscriber credentials to Next Generation system”
	Ericsson LM,Nokia
	revised
	S3-160592
	S3-160839

	S3-160804
	Adaptive authentication to different scenarios in NexGen
	China Mobile Com. Corporation
	revised
	-
	S3-160854

	S3-160805
	Authorization
	Nokia 
	revised
	S3-160610
	S3-160848

	S3-160806
	Security area “Security context and key management
	VODAFONE Group Plc
	withdrawn
	-
	-

	S3-160807
	Resilience of session key agreement
	Huawei, Hisilicon
	withdrawn
	-
	-

	S3-160808
	Security area: security architecture
	Qualcomm
	revised
	S3-160600
	S3-160850

	S3-160809
	Key issue: User plane security (UE to network)
	Vodafone
	revised
	S3-160602
	S3-160840

	S3-160810
	LWA and LWIP updates
	Nokia
	approved
	-
	-

	S3-160811
	pCR TR 33.899 Auth-o2 reducing the impact of secret key leakage
	Vodafone, Huawei, Hisilicon, China Mobile
	revised
	-
	S3-160841

	S3-160812
	PCR resilience of session key agreement
	VODAFONE Group Plc,Vodafone,Huawei,Hisilicon,Nokia
	revised
	S3-160564
	S3-160842

	S3-160813
	Key Issues relating to security features for the control plane
	Nokia
	approved
	-
	-

	S3-160814
	Security areas
	Ericsson
	approved
	-
	-

	S3-160815
	draft TR 33.899
	Ericsson
	approved
	-
	-

	S3-160816
	Next Generation: A proposal for the scope of the TR 33.899
	Ericsson LM
	revised
	S3-160589
	S3-160838

	S3-160817
	Guiding principles
	Deutsche Telekom, TNO, KPN,Orange
	approved
	-
	-

	S3-160818
	pCR to TR 33.899 High Level Security Requirement on Authentication
	LG Electronics France
	merged
	S3-160556
	S3-160799

	S3-160819
	PCR to Section 4.2 - High level security requirements
	INTERDIGITAL COMMUNICATIONS
	noted
	S3-160458
	-

	S3-160820
	Credential Management and Remote Credential Provisioning
	Huawei, HiSilicon, China Unicom, CATR
	revised
	S3-160566
	S3-160855

	S3-160821
	LS on SA1 requirement clarification
	Orange
	postponed
	-
	-

	S3-160822
	Security for RRC suspend and resume
	Nokia,Ericsson
	agreed
	S3-160532
	-

	S3-160823
	Reply LS on Clarification to privacy requirements
	S1-161586
	noted
	-
	-

	S3-160824
	Key Issue on independence of security layers
	Qualcomm Incorporated
	revised
	S3-160567
	S3-160851

	S3-160825
	Security Context Information Sharing for 3GPP and Non-3GPP Access
	Huawei, Hisilicon, Deutsche Telekom AG
	approved
	S3-160570
	-

	S3-160826
	Non-AKA-based authentication
	Nokia 
	approved
	S3-160609
	-

	S3-160827
	Security aspects of connectivity over relays
	Nokia
	revised
	S3-160530
	S3-160852

	S3-160828
	New key issue on Authentication of Device Identity in NextGen systems
	Qualcomm Incorporated
	approved
	S3-160573
	-

	S3-160829
	Security Negotiation
	Nokia 
	revised
	S3-160605
	S3-160849

	S3-160830
	pCR to TR 33.899: Minimum security level assured by the UE
	VODAFONE Group Plc
	approved
	S3-160474
	-

	S3-160831
	Progress on Security for LWIP
	NTT-Docomo
	approved
	-
	-

	S3-160832
	pCR to TR 33.899 User awareness and control
	LG Electronics France
	revised
	S3-160557
	S3-160836

	S3-160833
	Reply to: LS on "Next Generation" Security Requirements for RAN
	Qualcomm
	approved
	-
	-

	S3-160834
	Reply to: 5G Security Recommendations Package #1
	Orange
	approved
	-
	-

	S3-160835
	Security requirements for Next Generation System User Equipment
	Gemalto, Oberthur Technologies, Giesecke & Devrient, Valid, Morpho, Deutsche Telekom, Telecom Italia, China Unicom, ORANGE, TNO, China Mobile
	approved
	S3-160780
	-

	S3-160836
	pCR to TR 33.899 User awareness and control
	LG Electronics France
	approved
	S3-160832
	-

	S3-160837
	Radio Access Network signalling plane Security
	TELECOM ITALIA S.p.A.,Orange
	approved
	S3-160781
	-

	S3-160838
	Next Generation: A proposal for the scope of the TR 33.899
	Ericsson LM
	approved
	S3-160816
	-

	S3-160839
	Next Generation: A proposal for a new key issue on “Subscriber credentials to Next Generation system”
	Ericsson LM,Nokia
	approved
	S3-160803
	-

	S3-160840
	Key issue: User plane security (UE to network)
	Vodafone
	approved
	S3-160809
	-

	S3-160841
	pCR TR 33.899 Auth-o2 reducing the impact of secret key leakage
	Vodafone, Huawei, Hisilicon, China Mobile
	approved
	S3-160811
	-

	S3-160842
	PCR resilience of session key agreement
	VODAFONE Group Plc,Vodafone,Huawei,Hisilicon,Nokia
	approved
	S3-160812
	-

	S3-160843
	pCR - New security area on subscriber privacy along with a new key issue on subscriber identifier privacy
	Ericsson, Telecom Italia, Qualcomm, Huawei, HiSilicon, Deutsche Telekom AG, CATR, China mobile, ZTE
	approved
	S3-160774
	-

	S3-160844
	Requirement on AS security during RRC Idle mode
	Samsung
	approved
	S3-160569
	-

	S3-160845
	Credential provisioning
	Nokia 
	approved
	S3-160611
	-

	S3-160846
	pCR to TR 33.899:Security area “Authentication
	Ericsson, LG Electronics, Nokia, Telecom Italia, Vodafone
	approved
	S3-160799
	-

	S3-160847
	Key issue Authentication framework
	Huawei, HiSilicon, Deutsche Telekom AG, China Mobile, Nokia
	approved
	S3-160802
	-

	S3-160848
	Authorization
	Nokia 
	approved
	S3-160805
	-

	S3-160849
	Security Negotiation
	Nokia 
	approved
	S3-160829
	-

	S3-160850
	Security area: security architecture
	Qualcomm
	approved
	S3-160808
	-

	S3-160851
	Key Issue on independence of security layers
	Qualcomm Incorporated
	approved
	S3-160824
	-

	S3-160852
	Security aspects of connectivity over relays
	Nokia
	approved
	S3-160827
	-

	S3-160853
	Key issues of security on network slicing
	China Mobile, Nokia, Ericsson, Huawei, HiSilicon,Telecom Italia,Deutsche Telekom
	approved
	S3-160798
	-

	S3-160854
	Adaptive authentication to different scenarios in NexGen
	China Mobile Com. Corporation
	approved
	S3-160804
	-

	S3-160855
	Credential Management and Remote Credential Provisioning
	Huawei, HiSilicon, China Unicom, CATR
	approved
	S3-160820
	-

	S3-160856
	Network and Communication Security in Next  Generation Networks
	Huawei, HiSilicon
	approved
	S3-160658
	-
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	Document
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	S3-160647
	3G security improvements
	ORANGE, Gemalto, Vodafone
	33.102
	0273
	-
	Rel-14
	B
	TEI14
	revised

	S3-160688
	3G security improvements
	ORANGE, Gemalto, Vodafone,Telecom Italia,Deutsche Telekom
	33.102
	0273
	1
	Rel-14
	B
	TEI14
	postponed

	S3-160478
	33.179 CR Editorial Clarifications
	Motorola Solutions Danmark A/S
	33.179
	0001
	-
	Rel-13
	D
	MCPTT
	revised

	S3-160742
	33.179 CR Editorial Clarifications
	Motorola Solutions Danmark A/S
	33.179
	0001
	1
	Rel-13
	D
	MCPTT
	revised

	S3-160750
	Architectural clarifications and corrections
	Motorola Solutions Danmark A/S,CESG,Gemalto
	33.179
	0001
	2
	Rel-13
	F
	MCPTT
	agreed

	S3-160479
	33.179 CR to fix KMS reference points
	Motorola Solutions Danmark A/S
	33.179
	0002
	-
	Rel-13
	F
	MCPTT
	revised

	S3-160698
	Fixing KMS reference points
	Motorola Solutions Danmark A/S,Motorola Solutions, CESG, Airbus
	33.179
	0002
	1
	Rel-13
	F
	MCPTT
	revised

	S3-160751
	Fixing KMS reference points
	Motorola Solutions Danmark A/S,Motorola Solutions, CESG, Airbus
	33.179
	0002
	2
	Rel-13
	F
	MCPTT
	agreed

	S3-160489
	Correction to TS 33.179
	Huawei, HiSilicon
	33.179
	0003
	-
	Rel-13
	F
	MCPTT
	revised

	S3-160619
	Correction to TS 33.179
	Huawei, HiSilicon, China Unicom
	33.179
	0003
	1
	Rel-13
	F
	MCPTT
	merged

	S3-160629
	Editorials to TS 33.179
	CESG
	33.179
	0004
	-
	Rel-13
	F
	MCPTT
	revised

	S3-160743
	Technical text clarifications
	CESG
	33.179
	0004
	1
	Rel-13
	F
	MCPTT
	agreed

	S3-160631
	Fixing Floor Control Key Management
	CESG
	33.179
	0005
	-
	Rel-13
	C
	MCPTT
	revised

	S3-160723
	Fixing Floor Control Key Management
	CESG,Nokia
	33.179
	0005
	1
	Rel-13
	C
	MCPTT
	agreed

	S3-160633
	Addition of security overview
	CESG
	33.179
	0006
	-
	Rel-13
	F
	MCPTT
	revised

	S3-160752
	Addition of security overview
	CESG
	33.179
	0006
	1
	Rel-13
	F
	MCPTT
	agreed

	S3-160635
	Sending GMK to unaffilliated users
	CESG
	33.179
	0007
	-
	Rel-13
	F
	MCPTT
	agreed

	S3-160639
	Adding XML attribute protection
	CESG
	33.179
	0008
	-
	Rel-13
	C
	-
	withdrawn

	S3-160640
	Adding XML attribute protection
	CESG
	33.179
	0009
	-
	Rel-13
	C
	-
	withdrawn

	S3-160667
	Correction to integrity protection
	CESG
	33.179
	0010
	-
	Rel-13
	F
	MCPTT
	agreed

	S3-160728
	Fixing off-network provisioning
	Motorola Solutions,CESG
	33.179
	0011
	-
	Rel-13
	F
	MCPTT
	revised

	S3-160769
	Fixing off-network provisioning
	Motorola Solutions,CESG
	33.179
	0011
	1
	Rel-13
	F
	MCPTT
	agreed

	S3-160480
	CR to change 33.220 FC values for MCPTT
	Motorola Solutions Danmark A/S
	33.220
	0182
	-
	Rel-13
	F
	MCPTT
	merged

	S3-160597
	Re-assign the FC values in TS 33.220 to allow an additional one in TS 33.303
	Qualcomm Incorporated
	33.220
	0183
	-
	Rel-13
	F
	eProSe-Ext-SA3
	not pursued

	S3-160615
	Changes to the allocation of FC values
	Nokia 
	33.220
	0184
	-
	Rel-13
	F
	TEI13
	revised

	S3-160706
	Changes to the allocation of FC values
	Nokia 
	33.220
	0184
	1
	Rel-13
	F
	TEI13
	agreed

	S3-160598
	Re-assign the FC values in TS 33.224 to allow an additional one in TS 33.303
	Qualcomm Incorporated
	33.224
	0007
	-
	Rel-13
	F
	eProSe-Ext-SA3
	revised

	S3-160740
	Re-assign the FC values in TS 33.224 to allow an additional one in TS 33.303
	Qualcomm Incorporated
	33.224
	0007
	1
	Rel-13
	F
	eProSe-Ext-SA3
	agreed

	S3-160490
	Correction to TS 33.303
	Huawei, HiSilicon
	33.303
	0128
	-
	Rel-13
	F
	eProSE-Ext-SA3
	revised

	S3-160614
	Correction to TS 33.303
	Huawei, HiSilicon, China Mobile, China Unicom
	33.303
	0128
	1
	Rel-13
	F
	eProSE-Ext-SA3
	revised

	S3-160772
	Correction to TS 33.303
	Huawei, HiSilicon, China Mobile, China Unicom
	33.303
	0128
	2
	Rel-13
	F
	eProSE-Ext-SA3
	agreed

	S3-160492
	Confidentiality Protection for ProSe Public Safety Discovery
	Huawei, HiSilicon
	33.303
	0129
	-
	Rel-13
	F
	-
	revised

	S3-160621
	Confidentiality Protection for ProSe Public Safety Discovery
	Huawei, HiSilicon, China Unicom
	33.303
	0129
	1
	Rel-13
	F
	eProSE-Ext-SA3
	revised

	S3-160771
	Confidentiality Protection for ProSe Public Safety Discovery
	Huawei, HiSilicon, China Unicom
	33.303
	0129
	2
	Rel-13
	F
	eProSE-Ext-SA3
	agreed

	S3-160596
	Adding a missing FC value to TS 33.303
	Qualcomm Incorporated
	33.303
	0130
	-
	Rel-13
	F
	eProSe-Ext-SA3
	revised

	S3-160739
	Adding a missing FC value to TS 33.303
	Qualcomm Incorporated
	33.303
	0130
	1
	Rel-13
	F
	eProSe-Ext-SA3
	agreed

	S3-160599
	Correcting a mis-numbered clause 
	Qualcomm Incorporated
	33.303
	0131
	-
	Rel-12
	F
	ProSe-SA3
	agreed

	S3-160604
	Editorial corrections to TS 33.303 
	Qualcomm Incorporated
	33.303
	0132
	-
	Rel-13
	F
	eProSe-Ext-SA3
	revised

	S3-160773
	Editorial corrections to TS 33.303 
	Qualcomm Incorporated
	33.303
	0132
	1
	Rel-13
	F
	eProSe-Ext-SA3
	agreed

	S3-160590
	Security for RRC suspend and resume
	Ericsson
	33.401
	0571
	2
	Rel-13
	B
	CIoT
	merged

	S3-160475
	Remove redundant operation of LWIP
	ZTE Corporation
	33.401
	0573
	-
	Rel-13
	F
	LTE_WLAN_radio-Core
	withdrawn

	S3-160483
	Change of the LWA architecture description
	BROADCOM CORPORATION
	33.401
	0574
	-
	Rel-13
	F
	LTE_WLAN_radio_legacy-Core
	merged

	S3-160721
	Change of the LWA architecture description
	BROADCOM CORPORATION,Broadcom, Huawei, HiSilicon,Nokia
	33.401
	0574
	1
	Rel-13
	F
	LTE_WLAN_radio_legacy-Core
	agreed

	S3-160484
	How LWIP-SeGW forward packets to eNB
	ZTE Corporation
	33.401
	0575
	-
	Rel-13
	F
	LTE_WLAN_radio_legacy-Core
	not pursued

	S3-160485
	Remove redundant operation of LWIP
	ZTE Corporation
	33.401
	0576
	-
	Rel-13
	F
	LTE_WLAN_radio_legacy-Core
	merged

	S3-160491
	LWA Editorial Fix and RAN Alignmeng
	Huawei, HiSilicon
	33.401
	0577
	-
	Rel-13
	F
	LTE_WLAN_radio-Core
	merged

	S3-160509
	Clarification on use of 802.11 AKM suite 
	Intel Corporation (UK) Ltd
	33.401
	0578
	-
	Rel-13
	F
	LTE_WLAN_radio-Core
	revised

	S3-160801
	Clarification on use of 802.11 AKM suite 
	Intel Corporation (UK) Ltd,Broadcom
	33.401
	0578
	1
	Rel-13
	F
	LTE_WLAN_radio-Core
	merged

	S3-160528
	draft_CR-LWA Corrections
	Nokia
	33.401
	0579
	-
	Rel-13
	F
	LTE_WLAN_radio-Core
	revised

	S3-160722
	LWIP technical and editorial corrections
	Nokia, Ericsson, ZTE, Broadcom Corporation
	33.401
	0579
	1
	Rel-13
	F
	LTE_WLAN_radio-Core
	agreed

	S3-160532
	draft_CR-RRC Resume Security
	Nokia
	33.401
	0580
	-
	Rel-13
	B
	CIoT
	revised

	S3-160822
	Security for RRC suspend and resume
	Nokia,Ericsson
	33.401
	0580
	1
	Rel-13
	B
	CIoT
	agreed

	S3-160539
	preventing unauthorized modification of NB-IoT user data transmitted over user plane
	China Mobile Com. Corporation
	33.401
	0581
	-
	Rel-13
	B
	-
	withdrawn

	S3-160540
	preventing unauthorized modification of NB-IoT user data transmitted over user plane
	China Mobile Com. Corporation
	33.401
	0582
	-
	Rel-13
	B
	CIoT
	not pursued

	S3-160542
	Integrity protection for user data on user plane
	China Mobile Com. Corporation
	33.401
	0583
	-
	Rel-13
	B
	CIoT
	not pursued

	S3-160562
	Protecting against the modification of Attach/TAU Request attacks
	Qualcomm Incorporated
	33.401
	0584
	-
	Rel-14
	C
	SAES
	postponed

	S3-160574
	Risk of User Privacy in LWA
	Samsung
	33.401
	0585
	-
	Rel-13
	F
	LTE_WLAN_radio-Core
	revised

	S3-160724
	Risk of User Privacy in LWA
	Samsung,Broadcom
	33.401
	0585
	1
	Rel-13
	F
	LTE_WLAN_radio-Core
	agreed

	S3-160576
	LWA PMK Handling corrections
	Qualcomm Incorporated
	33.401
	0586
	-
	Rel-13
	F
	LTE_WLAN_radio_legacy-Core
	postponed

	S3-160601
	LWIP counter 
	Ericsson
	33.401
	0587
	-
	Rel-13
	F
	LTE_WLAN_radio_legacy-Core
	merged

	S3-160642
	CIoT Partial Ciphering For User Data via MME
	Huawei, HiSilicon, Nokia, China Unicom
	33.401
	0588
	-
	Rel-13
	F
	CIoT
	revised

	S3-160699
	CIoT Partial Ciphering For User Data via MME
	Huawei, HiSilicon, Nokia, China Unicom
	33.401
	0588
	1
	Rel-13
	F
	CIoT
	agreed

	S3-160643
	LWIP-PSK key handling for LWIP IPsec tunnel
	Ericsson
	33.401
	0589
	-
	Rel-13
	F
	LTE_WLAN_radio_legacy-Core
	merged

	S3-160726
	LWIP-PSK key handling for LWIP IPsec tunnel
	Ericsson
	33.401
	0589
	1
	Rel-13
	F
	LTE_WLAN_radio_legacy-Core
	withdrawn

	S3-160648
	LTE security improvements
	ORANGE, Gemalto, Vodafone
	33.401
	0590
	-
	Rel-14
	B
	-
	revised

	S3-160690
	LTE security improvements
	ORANGE, Gemalto, Vodafone,Telecom Italia,Deutsche Telekom
	33.401
	0590
	1
	Rel-14
	B
	TEI14
	postponed

	S3-160487
	EASE Resolving Editor's Note on Security of Subscriber Profile
	Huawei, HiSilicon, Nokia
	33.860
	0001
	-
	Rel-13
	F
	-
	revised

	S3-160616
	EASE Resolving Editor's Note on Security of Subscriber Profile
	Huawei, HiSilicon, Nokia, China Unicom
	33.860
	0001
	1
	Rel-13
	F
	FS_EASE_IoT
	agreed

	S3-160545
	Algorithm negotiation mechanisms in CIoT
	China Mobile Com. Corporation
	33.860
	0002
	-
	Rel-13
	C
	EASE_EC_GSM
	revised

	S3-160712
	Algorithm negotiation mechanisms in CIoT
	China Mobile Com. Corporation
	33.860
	0002
	1
	Rel-13
	B
	EASE_EC_GSM
	not pursued

	S3-160579
	Cleaning TR 33.860 sections 4, 5 and 6 from editor’s notes   
	Ericsson LM
	33.860
	0003
	-
	Rel-13
	F
	FS_EASE_IoT
	revised

	S3-160710
	Cleaning TR 33.860 sections 4, 5 and 6 from editor’s notes   
	Ericsson LM
	33.860
	0003
	1
	Rel-13
	F
	FS_EASE_IoT
	agreed

	S3-160582
	Update of Solution 4 for using the P-TMSI signature for Attach and RAU requests  
	Ericsson LM
	33.860
	0004
	-
	Rel-13
	F
	FS_EASE_IoT
	revised

	S3-160711
	Update of Solution 4 for using the P-TMSI signature for Attach and RAU requests  
	Ericsson LM
	33.860
	0004
	1
	Rel-13
	F
	FS_EASE_IoT
	agreed

	S3-160481
	33.879 MCPTT TR User Authentication Evaluation
	Motorola Solutions Danmark A/S
	33.879
	0001
	-
	Rel-13
	D
	MCPTT
	revised

	S3-160756
	MCPTT TR User Authentication Evaluation
	Motorola Solutions Danmark A/S
	33.879
	0001
	1
	Rel-13
	F
	MCPTT
	agreed

	S3-160513
	TR cleanup - remove all references in Clause 2
	Nokia
	33.879
	0002
	-
	Rel-13
	F
	MCPTT
	agreed

	S3-160514
	TR cleanup - definition section
	Nokia
	33.879
	0003
	-
	Rel-13
	F
	MCPTT
	agreed

	S3-160515
	TR cleanup - adding abbreviations
	Nokia
	33.879
	0004
	-
	Rel-13
	F
	MCPTT
	agreed

	S3-160516
	TR cleanup - ed note in clause 4 and 5
	Nokia
	33.879
	0005
	-
	Rel-13
	F
	MCPTT
	agreed

	S3-160628
	Evaluation of sensitive application signalling
	CESG
	33.879
	0006
	-
	Rel-13
	F
	MCPTT
	agreed

	S3-160651
	MCPTT TR cleanup - scope and section 6 and 7
	Nokia
	33.879
	0007
	-
	Rel-13
	F
	MCPTT
	revised

	S3-160753
	MCPTT TR cleanup - scope and section 6 and 7
	Nokia
	33.879
	0007
	1
	Rel-13
	F
	MCPTT
	agreed

	S3-160652
	MCPTT TR cleanup - replace of must
	Nokia
	33.879
	0008
	-
	Rel-13
	F
	MCPTT
	agreed

	S3-160653
	MCPTT TR cleanup - solution 15
	Nokia
	33.879
	0009
	-
	Rel-13
	F
	MCPTT
	agreed

	S3-160654
	MCPTT TR Clean up – section 4 and 5
	Nokia
	33.879
	0010
	-
	Rel-13
	F
	MCPTT
	agreed

	S3-160655
	MCPTT TR cleanup - key issues 17 and 18
	Nokia
	33.879
	0011
	-
	Rel-13
	F
	MCPTT
	revised

	S3-160755
	MCPTT TR cleanup - key issues 17 and 18
	Nokia
	33.879
	0011
	1
	Rel-13
	F
	MCPTT
	agreed

	S3-160656
	MCPTT TR cleanup - solution 6
	Nokia
	33.879
	0012
	-
	Rel-13
	F
	MCPTT
	agreed

	S3-160657
	MCPTT TR cleanup - editor's notes
	Nokia
	33.879
	0013
	-
	Rel-13
	F
	MCPTT
	revised

	S3-160754
	MCPTT TR cleanup - editor's notes
	Nokia
	33.879
	0013
	1
	Rel-13
	F
	MCPTT
	agreed

	S3-160664
	MCPTT TR cleanup - annex
	Nokia
	33.879
	0014
	-
	Rel-13
	F
	MCPTT
	revised

	S3-160672
	MCPTT TR cleanup - annex
	Nokia
	33.879
	0014
	1
	Rel-13
	F
	MCPTT
	agreed

	S3-160746
	MCPTT TR cleanup – Removal of must
	TNO
	33.879
	0015
	-
	Rel-13
	F
	MCPTT
	merged

	S3-160452
	Change the name of the feature to EC-GSM-IoT
	ORANGE
	43.020
	0037
	-
	Rel-13
	F
	EASE_EC_GSM
	agreed

	S3-160488
	EASE Resolving Editor's Note on User Plane Integrity Indication 
	Huawei, HiSilicon, Nokia
	43.020
	0038
	-
	Rel-13
	F
	EASE_EC_GSM
	revised

	S3-160617
	EASE Resolving Editor's Note on User Plane Integrity Indication 
	Huawei, HiSilicon, Nokia, China Unicom
	43.020
	0038
	1
	Rel-13
	F
	EASE_EC_GSM
	agreed

	S3-160547
	Algorithm negotiation mechanisms in CIoT
	China Mobile Com. Corporation
	43.020
	0039
	-
	Rel-13
	C
	EASE_EC_GSM
	not pursued

	S3-160583
	Adding procedural details for ciphering and integrity mode negotiation
	Ericsson LM
	43.020
	0040
	-
	Rel-13
	F
	EASE_EC_GSM
	revised

	S3-160704
	Adding procedural details for ciphering and integrity mode negotiation
	Ericsson LM
	43.020
	0040
	1
	Rel-13
	F
	EASE_EC_GSM
	agreed

	S3-160584
	Adding details for new cellular algorithms GIA4 , GEA5 and GIA5
	Ericsson LM
	43.020
	0041
	-
	Rel-13
	F
	EASE_EC_GSM
	revised

	S3-160705
	Adding details for new cellular algorithms GIA4 , GEA5 and GIA5
	Ericsson LM
	43.020
	0041
	1
	Rel-13
	F
	EASE_EC_GSM
	agreed

	S3-160585
	The definition of MAC-GMM in GMM Authentication and Ciphering Request and GMM Authentication and Ciphering Response 
	Ericsson LM
	43.020
	0042
	-
	Rel-13
	F
	EASE_EC_GSM
	agreed

	S3-160593
	2G security improvements
	ORANGE, Gemalto
	43.020
	0043
	-
	Rel-14
	B
	-
	withdrawn

	S3-160620
	Allocation of FC value to derivation of Ki128 and other changes
	Nokia 
	43.020
	0044
	-
	Rel-13
	F
	EASE_EC_GSM
	agreed

	S3-160650
	2G security improvements
	ORANGE, Gemalto, Vodafone
	43.020
	0045
	-
	Rel-14
	B
	TEI14
	revised

	S3-160689
	Mitigating bidding donw attacks
	ORANGE, Gemalto, Vodafone,Telecom Italia,Deutsche Telekom
	43.020
	0045
	1
	Rel-14
	B
	TEI14
	postponed


Annex C: Lists of liaisons

C1: Incoming liaison statements

	Document
	Original
	Title
	From
	Decision
	Reply in

	S3-160406
	
	Liaison response to 3GPP on LWA and LWIP
	IEEE P802.11
	noted
	

	S3-160407
	
	LS on security level of the group
	C1-161432
	replied to
	S3-160745

	S3-160408
	
	LS on Remote UE Identities for LI
	C1-161433
	noted
	

	S3-160409
	
	Reply LS on CT4 assumptions on AAA-1, MCPTT-2 and CSC-13 reference points
	C1ah-160094
	noted
	

	S3-160410
	
	LS on Non IP Data Delivery procedures
	C4-161535
	noted
	

	S3-160411
	
	Reply LS on enhanced GPRS in relation to Cellular IoT
	GP-160220
	noted
	

	S3-160412
	
	LS on name change to EC-GSM-IoT
	GP-160221
	noted
	

	S3-160413
	
	LS on CIoT optimization for non-NB-IoT UEs
	R2-162018
	noted
	

	S3-160414
	
	Reply LS on Clarifications on RRC Resume Request
	R2-162019
	replied to
	S3-160694

	S3-160415
	
	Response to LS on questions on CIoT
	R2-163064
	noted
	

	S3-160416
	
	Response LS on LWIP Solution and DRB distinction
	R3-160533
	noted
	S3-160768

	S3-160417
	
	LS on "Next Generation" Security Requirements for RAN
	RP-160647
	replied to
	S3-160833

	S3-160418
	
	LS on Security aspects of solution #5 for making UE-detected IMS emergency session successful with S8HR as a roaming architecture for VoLTE
	S2-160929
	replied to
	

	S3-160419
	
	Reply LS on Clarifications on RRC Resume Request
	S2-161260
	replied to
	

	S3-160420
	
	Reply LS on questions on NB-IoT
	S2-161333
	noted
	

	S3-160421
	
	Response LS on CIoT optimization for non-NB-IoT UEs
	S2-161352
	noted
	

	S3-160422
	
	LS Response on CT4 assumptions on AAA-1, MCPTT-2 and CSC-13 reference points
	S6-160153
	noted
	

	S3-160423
	
	Reply LS on MCPTT Group Management Parameters
	S6-160155
	noted
	

	S3-160459
	
	Response to LS on questions on CIoT
	R2-163064
	withdrawn
	

	S3-160460
	
	LS on Security Aspects for NB-IoT
	R2-163129
	replied to
	

	S3-160461
	
	LS on SA3 on LWA stage 2 security related changes
	R2-163142
	noted
	

	S3-160462
	
	LS on key change during HO for eLWA
	R2-163147
	replied to
	S3-160725

	S3-160463
	
	Reply LS on Clarifications on RRC Resume Request 
	R3-161016
	replied to
	

	S3-160464
	
	LS on WT triggered S-KWT update
	R3-161029
	replied to
	S3-160720

	S3-160465
	
	LS on NB-IoT Progress in RAN3
	R3-161034
	noted
	

	S3-160466
	
	LS on authentication aspect for SeDoC
	S2-162249
	replied to
	S3-160692

	S3-160467
	
	LS on Floor Control security for MCPTT
	S6-160324
	replied to
	S3-160748

	S3-160468
	
	LS on group management parameters and security level of the group
	S6-160358
	noted
	

	S3-160469
	
	LS on confidentiality protection of an identity in a value of an XML attribute of an XML element of an XML document included in a SIP message
	C1-161957
	replied to
	S3-160747

	S3-160470
	
	LS on GMK and GUK-ID sent to non-affiliated members of the MCPTT group
	C1-161958
	replied to
	S3-160749

	S3-160471
	
	LS on Password based service activation for IMS Multimedia Telephony service (PWDIMS-CT)
	C1-162304
	replied to
	S3-160776

	S3-160472
	
	GSMA IoT Security Guidelines
	GSMA
	replied to
	S3-160693

	S3-160502
	
	Reply LS on V2X message characteristics
	S1-154509
	replied to
	S3-160777

	S3-160548
	
	Reply LS on Remote UE Identities for LI
	S3i160211
	noted
	

	S3-160677
	
	LS on integrity protection
	C1-162139
	replied to
	S3-160637

	S3-160678
	
	Providing IMSI in Dedicated Core Network
	R3-160556
	replied to
	S3-160714

	S3-160685
	
	New GPRS algorithms – status update
	ETSI SAGE
	replied to
	S3-160767

	S3-160686
	
	Security Assurance Methodology Documentation
	GSMA SECAG
	noted
	

	S3-160687
	
	NESAS Pilot Readiness
	GSMA SECAG
	noted
	

	S3-160695
	
	Work item on requirements for a new secure element
	ETSI TC SCP
	replied to
	S3-160703

	S3-160696
	
	5G Security Recommendations Package #1
	NGMN
	replied to
	S3-160834

	S3-160697
	
	5G Security Recommendations Package #2 : Network Slicing
	NGMN
	replied to
	

	S3-160700
	
	Reply LS on CT4 assumptions on AAA-1, MCPTT-2 and CSC-13 reference points
	C1ah-160094
	withdrawn
	

	S3-160701
	
	Protecting UE Network Capabilities from ‘Bidding Down Attacks’
	GSMA FSAG
	postponed
	

	S3-160702
	
	Legacy Security Issues and Mitigation Proposal
	GSMA FSAG
	postponed
	

	S3-160718
	
	LS on NAS COUNTs for CIoT data transfer via MME
	C1A160090
	noted
	

	S3-160823
	
	Reply LS on Clarification to privacy requirements
	S1-161586
	noted
	


C2: Outgoing liaison statements

	Document
	Title
	To
	Cc
	reply to i/c LS

	S3-160637
	Response LS on integrity protection
	CT1
	SA6
	S3-160677

	S3-160692
	Reply to: LS on authentication aspect for SeDoC
	SA2
	-
	S3-160466

	S3-160693
	Reply to: GSMA IoT Security Guidelines
	GSMA Connected Living
	-
	S3-160472

	S3-160694
	Reply to: LS on Clarifications on RRC Resume Request
	RAN2,SA2,RAN3
	-
	S3-160414

	S3-160703
	Reply to: Work item on requirements for a new secure element
	ETSI TC SCP. ETSI TC SCP REQ
	-
	S3-160695

	S3-160714
	Reply to: Providing IMSI in Dedicated Core Network
	RAN3,SA2
	-
	S3-160678

	S3-160720
	Reply to: LS on WT triggered S-KWT update
	RAN3
	RAN2
	S3-160464

	S3-160725
	Reply to: LS on key change during HO for eLWA
	RAN2
	RAN3
	S3-160462

	S3-160744
	LS on CT4 assumptions on AAA-1, MCPTT-2 and CSC-13 reference points
	CT4
	CT1,SA6
	-

	S3-160745
	Reply to: LS on security level of the group
	CT1,SA6
	-
	S3-160407

	S3-160747
	Reply to: LS on confidentiality protection of an identity in a value of an XML attribute of an XML element of an XML document included in a SIP message
	CT1
	SA6
	S3-160469

	S3-160748
	Response LS on floor control security
	CT1,SA6
	-
	S3-160467

	S3-160749
	Response LS on GMK and GUK-ID sent to non-affiliated members of the MCPTT group
	CT1
	SA6
	S3-160470

	S3-160767
	Reply to: New GPRS algorithms – status update
	ETSI SAGE
	-
	S3-160685

	S3-160775
	Reply LS on Security aspects of solution #5 for making UE-detected IMS emergency session successful with S8HR as a roaming architecture for VoLTE
	SA2
	-
	 S3-160418

	S3-160776
	Reply to: LS on Password based service activation for IMS Multimedia Telephony service (PWDIMS-CT)
	CT1
	SA1
	S3-160471

	S3-160777
	Reply to: Reply LS on V2X message characteristics
	SA1,RAN2
	SA2,RAN1
	S3-160502

	S3-160789
	LS to SA1 on privacy requirements
	SA1
	SA2
	

	S3-160810
	LWA and LWIP updates
	RAN2,RAN3
	-
	

	S3-160831
	Progress on Security for LWIP
	RAN,SA
	RAN2,RAN3
	

	S3-160833
	Reply to: LS on "Next Generation" Security Requirements for RAN
	RAN
	-
	S3-160417

	S3-160834
	Reply to: 5G Security Recommendations Package #1
	NGMN
	-
	S3-160696


Annex D: List of agreed/approved new and revised Work Items

	Document
	Title
	Source
	new/revised

	S3-160727
	Study item fon Mission Critical Security Enhancements
	Motorola Solutions Danmark A/S
	SID new

	S3-160736
	Work Item on Security Assurance Specification for PGW
	China Mobile Com. Corporation
	WID new


Annex E: List of participants

	Name
	Representing
	Status-Partner
	Ctry

	Adrangi, Farid (Mr.)
	Intel Corporation (UK) Ltd
	3GPPMEMBER (ETSI)
	FR

	Alfano, Nicholas (Mr.)
	BlackBerry UK Limited
	3GPPMEMBER (ETSI)
	GB

	Baboescu, Florin (Dr.)
	BROADCOM CORPORATION
	3GPPMEMBER (ETSI)
	US

	Blanchard, Colin (Mr.)
	BT Group Plc
	3GPPMEMBER (ETSI)
	GB

	Brusilovsky, Alec (Mr.)
	INTERDIGITAL COMMUNICATIONS
	3GPPMEMBER (ETSI)
	US

	Cano Soveri, Mirko (Mr.)
	ETSI
	3GPPORG_REP (ETSI)
	FR

	Castagno, Mauro (Mr.)
	TELECOM ITALIA S.p.A.
	3GPPMEMBER (ETSI)
	IT

	De Kievit, Sander (Mr.)
	TNO
	3GPPMEMBER (ETSI)
	NL

	Dietze, Claus (Mr.)
	GIESECKE & DEVRIENT GmbH
	3GPPMEMBER (ETSI)
	DE

	Escott, Adrian (Dr.)
	Qualcomm Europe Inc.(France)
	3GPPMEMBER (ETSI)
	GB

	Evans, Tim P. (Mr.)
	VODAFONE Group Plc
	3GPPMEMBER (ETSI)
	GB

	Frankel, Sheila (Mrs.)
	U.S. Department of Commerce
	3GPPMEMBER (ATIS)
	 

	Gamishev, Todor (Mr.)
	ORANGE
	3GPPMEMBER (ETSI)
	FR

	Haigh, Peter (Mr.)
	CESG
	3GPPMEMBER (ETSI)
	GB

	Horn, Guenther (Dr.)
	Nokia Networks
	3GPPMEMBER (ETSI)
	DE

	Ito, Hironori (Mr.)
	NEC Telecom MODUS Ltd.
	3GPPMEMBER (ETSI)
	JP

	Jerichow, Anja (Miss)
	Nokia Networks Oy
	3GPPMEMBER (ETSI)
	DE

	Jia, Qiang (Mr.)
	China Mobile M2M Company Ltd.
	3GPPMEMBER (CCSA)
	 

	Kim, Joonwoong (Dr.)
	LG Electronics France
	3GPPMEMBER (ETSI)
	KR

	Kohalmi, Steve (Mr.)
	Juniper Networks
	3GPPMEMBER (ETSI)
	US

	Leadbeater, Alex (Mr.)
	BT Group Plc
	3GPPMEMBER (ETSI)
	GB

	Lehtovirta, Vesa (Mr.)
	Ericsson Limited
	3GPPMEMBER (ETSI)
	FI

	Li, He (Mr.)
	Huawei Telecommunication India
	3GPPMEMBER (TSDSI)
	CN

	Liu, Fei (Ms.)
	Huawei Device Co., Ltd
	3GPPMEMBER (CCSA)
	CN

	Moliere, Renaud (Mr.)
	THALES
	3GPPMEMBER (ETSI)
	FR

	Nair, Suresh (Mr.)
	Nokia
	3GPPMEMBER (ATIS)
	US

	Nakarmi, Prajwol Kumar (Mr.)
	Ericsson GmbH, Eurolab
	3GPPMEMBER (ETSI)
	SE

	Palanigounder, Anand (Mr.)
	Qualcomm Japan Inc
	3GPPMEMBER (ARIB)
	US

	Palm, Patrik (Mr.)
	Ericsson Inc.
	3GPPMEMBER (ATIS)
	 

	Pauliac, Mireille (Mrs.)
	Gemalto N.V.
	3GPPMEMBER (ETSI)
	FR

	PENG, Jin (Mr.)
	ZTE Corporation
	3GPPMEMBER (ETSI)
	CN

	Peng, Jin (Mr.)
	China Mobile (Suzhou) Software
	3GPPMEMBER (CCSA)
	CN

	Prasad, Anand (Dr.)
	NEC Corporation
	3GPPMEMBER (TTC)
	JP

	Prat, Julien (Mr.)
	Airbus Group SAS
	3GPPMEMBER (ETSI)
	FR

	Qi, Minpeng (Mr.)
	China Mobile E-Commerce Co.
	3GPPMEMBER (CCSA)
	CN

	Rajadurai, Rajavelsamy (Mr.)
	Samsung Electronics Co., Ltd
	3GPPMEMBER (TTA)
	IN

	Rong, Wu (Mrs.)
	HUAWEI TECHNOLOGIES Co. Ltd.
	3GPPMEMBER (ETSI)
	CN

	Schroeder, Stefan (Mr.)
	Deutsche Telekom AG
	3GPPMEMBER (ETSI)
	DE

	Torvinen, Vesa (Mr.)
	Ericsson-LG Co., LTD
	3GPPMEMBER (TTA)
	FI

	Vujcic, Dragan (Mr.)
	OBERTHUR TECHNOLOGIES
	3GPPMEMBER (ETSI)
	FR

	Wang, Haiguang (Dr.)
	HUAWEI TECHNOLOGIES Co. Ltd.
	3GPPMEMBER (ETSI)
	 

	Wang, Jiangsheng (Mr.)
	Huawei Technologies France
	3GPPMEMBER (ETSI)
	CN

	Whorlow, Colin (Mr.)
	HOME OFFICE
	3GPPMEMBER (ETSI)
	GB

	Wong, Marcus (Mr.)
	Huawei Technologies Sweden AB
	3GPPMEMBER (ETSI)
	US

	Woodward, Tim (Mr.)
	Motorola Solutions Germany
	3GPPMEMBER (ETSI)
	US

	zhang, xuwu (Ms.)
	HiSilicon Technologies Co. Ltd
	3GPPMEMBER (CCSA)
	AD

	ZhenHua, Xie (Mr.)
	ZTE Corporation
	3GPPMEMBER (CCSA)
	CN

	Zugenmaier, Alf (Dr.)
	NTT DOCOMO INC.
	3GPPMEMBER (ARIB)
	DE


Annex F: List of future meetings

	Title
	Start date
	End date (OP)
	Town
	Country
	Reference

	3GPPSA3#62-LI
	18/07/2016 13:00:00
	21/07/2016 17:30:00
	Sophia Antipolis
	FR
	S3-ah-31836

	3GPPSA3#84
	25/07/2016 09:00:00
	29/07/2016 17:30:00
	Chennai
	IN
	S3-84

	3GPPSA3#84b
	27/09/2016
	29/09/2016
	San Diego
	US
	SA3-NextGen

	3GPPSA3#63-LI
	25/10/2016 09:00:00
	27/10/2016 17:30:00
	US
	US
	S3-ah-31837

	3GPPSA3#85
	07/11/2016 09:00:00
	11/11/2016 17:30:00
	Tenerife - Santa Cruz
	ES
	S3-85

	3GPPSA3#86
	06/02/2017 09:00:00
	10/02/2017 17:30:00
	Sophia Antipolis
	FR
	S3-86

	3GPPSA3#87
	15/05/2017 09:00:00
	19/05/2017 17:30:00
	Ljubljana
	SL
	S3-87

	3GPPSA3#88
	07/08/2017 09:00:00
	11/08/2017 17:30:00
	
	
	S3-88

	3GPPSA3#89
	13/11/2017 09:00:00
	17/11/2017 17:30:00
	US
	US
	S3-89


