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Abstract of the contribution: In this paper, the signing companies propose an Annex with guiding principles.

1. Introduction
This paper introduces some guiding principles for the security design of the ‘5G system’. We kindly ask SA3 to include the following guiding principles into the TR 33.899. The first two principles were taken from S3-160506, the third one was defined by SA3 during SA3#83.
**** BEGINNING OF CHANGES ****

[bookmark: _Toc448754550]Annex X:
Guiding Principles
Editor’s note: It is proposed that this Annex would include a list of guiding principles. 
X.1 Introduction
Editor’s note: A placeholder clause for an introduction 
X.2 Guiding Principles
X.2.1 Usage of the wording 'security level' for a system: 
X.2.1.1 Issue details
The issue with the notion of ‘security level’ is that it assumes that there is a one-dimensional representation that indicates a ‘level’ of security of a complex system. In the Next Generation system, however, there will be building blocks for multiple security aspects that allow for different degrees of protection that are fit for varying business cases. For that reason, the notion of 'security level' should be avoided or its meaning should be explained within the context of the potential solution or key issue clauses whenever it is used.
X.2.1.2 Recommendations
Ideally, the termininology 'security level' should be avoided. If it is used, its meaning should be explained within the context of the potential solution or key issue clauses.
X.2.2 Comparison of 'security levels' between building blocks or slices 
X.2.2.1 Issue details
The issue with comparing 'security levels' for different building blocks is that it prevents the proper selection of security measures fit for the use cases under consideration. In Next Generation the concept of  'network slicing' was introduced and so operators can choose to use slices in their networks and apply security mechanisms fit for the purpose of each slice.
It is also noted that Next Generation systems will have different building blocks that include selection of security endpoints, type of protection (e.g. confidentiality and integrity) and perhaps choice of algorithms. Therefore, it makes sense to compare the different features of the different building blocks within their context, e.g. use case or deployment location. For example: even if a HNodeB with a TrE may be seen as more secure than a macro NodeB, this does not mean that a macro NodeB network is less secure overall.   


X.2.2.2 Recommendation
Comparisons between 'security levels' of systems is to be avoided, rather the security features of the security building blocks are to be compared with respect to their respective context, e.g. use case or deployment location. If 'security level' is used for comparisons then the recommendation in X.2.1.2 is applicable.
NOTE: This recommendation does not mean that unacceptably weak security algorithms, protocols or features are acceptable for standardization as weak security building blocks may weaken the security of the system as a whole.

X.2.3 Threats - functional requirements - security requirements 
X.2.3.1 Issue details
Various considerations may lead to security requirements. Security threats are a main source of information to derive security requirements. But it is also possible to define security requirements that do not counter a threat, because they are derived from functional requirements on security features.
X.2.3.2 Recommendation
Description of key issue details should clearly show the validity of threats, which together with functional requirements derived from use cases lead to security requirements.

**** END OF CHANGES ****

