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Abstract of the contribution: This contribution proposes requirements for key issue #3 V2X secure environment.
1. Introduction
This contribution discusses adds security requirement in 5.3.3.
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3. 

4. Proposal
*** Start of First Change ***
5.3
Key Issue#3: V2X Entities Secure Environment 
5.3.1
Key issue details

In order to enable LTE-V2X services, the V2X entities(vehicle UE, UE-type RSU, eNB-type RSU, pedestrian UE) might  require storing security credentials and other vital information which need to be protected from malicious modification. In addition, functions to processV2X messages need to be executed in the V2X entities. Especially, vehicle UE and pedestrian UE generate V2X messages according to conditions information such as speed, location, heading, acceleration and other dynamic characteristics provided by measuring instruments (e.g. speed sensor and GPS). V2X messages processing and generating also should be protected in a secure environment to guarantee the integrity and authenticity of V2X messages.
5.3.2
Security threats 

The possile attacks to the V2X entities(vehicle UE, RSU, pedestrian UE) may include: 
· In the vehicle UE or pedestrian UE, the attacker may manipulate the conditions information from measuring instruments, thus generating false V2X messages or false warnings which may mislead surrounding V2X entities to take wrong actions and possibly cause accidents.

· The attacker may manipulate the data processing in V2X entities. As a reslut, false V2X messages or false warnings are sent out ,which may mislead surrounding V2X entities to take wrong actions and possibly cause accidents. 

· The attacker may modify the security materials or vital configuration data in eNB-type RSU, rendering security protectiong or other funcions unavailable. 
5.3.3
Security requirements

The secure environment should support secure storage of sensitive data, e.g. long term cryptographic secrets and vital configuration data.

The secure environment should support the execution of sensitive functions, e.g. protection of user data and the basic steps within protocols which use long term secrets.
Sensitive data used within the secure environment should not be exposed to external entities.

The secure environment should optionally check the integrity of the V2X entity’s boot process.
The secure environment should maintain the integrity of its own system and software.
The secure environment should be protected from illegitimate access (i.e. to the data that it stores and to the functions that it executes).
Editor’s Note: It needs to clarify how to assure different type of secure environment.  
Editor's Note: These requirements are based on the  traditional nodes in scope of 3GPP e.g. eNB and HeNB etc., and may need to be relaxed or enhanced, depending on the specific service requirements for the different types of “X” in V2X.
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*** End of First Change ***
