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1. Overall Description:

SA3 would like to thank SA2 for their LS on Security aspects of solution #5 for making UE-detected IMS emergency session successful with S8HR as a roaming architecture for VoLTE.
SA3 understands the solution for authenticated emergency calls as follows: for initiating an emergency call, the roaming UE always sets up an emergency bearer to an emergency APN to connect to a PCSCF in the visited network. Authentication for emergency registration in the P-CSCF is taking place by relying on the UE's access authentication. The assumption is that the P-CSCF is aware that this is an emergency registration, and thus limit the available services to emergency services.

The binding of access authentication and IMS authentication also happens in GIBA.

SA3 analyzed the security requirements for GIBA (TS33.203 Annex T) which need to be covered in the solution:
All PGWs supporting emergency PDN connection to the emergency P-CSCFs used by inbound roaming UEs shall implement measures to prevent source IP address spoofing. 
Only one contact IP address for the UE shall be used for the emergency call.

A one-to-one relation between IMSI and IMPI for the emergency call shall be ensured.

The UE shall use only one IMS emergency APN for emergency calls and use the same IP address for the emergency call.
In conclusion, because the solution deals with emergency calls for VoLTE, reliance on access network security together with enforcing IP-address binding is considered acceptable, as it provides the same security as circuit switched calls.

Conclusion:

The proposal in solution 5 of TR23.749 can provide security for authenticated emergency calls equivalent to the security of authenticated circuit switched emergency calls, given the solution ensures the requirements pointed out above.
2. Actions:

To SA2 group.

ACTION: 
SA3 kindly asks SA2 to take the above into consideration.
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