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Abstract of the contribution:

This contribution proposes a key issue "Authentication supporting variety of access networks" for the security area " Authentication and Authorization". The need for an authentication framework has been identified by SA2 as key issue 12 in their study TR 23.799. The authentication framework agreed at SA2#114 contains aspects of supporting a variety of access networks as well as aspects of security architecture and key hierarchy. These three aspects are proposed to be handled in separate key issues in SA3's study in TR 33.899, cf. companion contributions on security areas ARCH and KEYH. Alignment between SA2 and SA3 needs to be achieved by an exchange of views in both directions. 
No revision marks are used as all text is new. 'AA' is a placeholder for the correct number (to be inserted by the rapporteur).
5.AA.3.1
Key issue #AA.1: Authentication supporting a variety of access networks
5.AA.3.1.1
Key issue details

A solution for key issue 12 in TR 23.799 states the following principle: "Support authentication of UE connecting to the 5G NextGen CN via different access network, including 3GPP technologies, non-3GPP wireless technologies, fixed broadband access, secure and unsecure Non-3GPP accesses." This solution in TR 23.799 further states the need to consider "The support of a variety of authentication mechanisms (e.g. 3GPP-specific authentication mechanisms, generic EAP mechanisms, AN-specific mechanisms for non-3GPP accesses), applicable to the different access technology and to different deployment scenarios.". 

In addition, TR 22.864 has these two requirements to support access through different access networks: 

“The 3GPP network shall be able to integrate fixed and wireless access management and provide an efficient provision of services over 3GPP and non-3GPP accesses.”

“The 5G system shall be able to support:
-
Authentication to access 5 G network through a non-3GPP access using 3GPP credentials.”

The present key issue is assumed to start from the observations in TR 23.799 and TR 22.864. But it is meant to go further in defining methods how this support for a variety of access networks and authentication mechanisms can be achieved. 

In particular, the support for EAP methods needs to be studied in the present key issue. EAP transport is provided over a variety of access network types, e.g. WLAN, Ethernet, and WiMAX. EAP transport is currently not defined for 3GPP-access networks, but no obstacle is seen for this in principle. Therefore, the support for EAP authentication methods may be beneficial for achieving access independence. 
EAP methods are used for non-3GPP access to the EPC. EAP methods are likely candidates for authentication over non-3GPP access in 5G, cf. also key issue AA.3. 
It is for further study in SA1, SA2, and SA3 whether authentication not based on USIM credentials should be allowed over 3GPP-defined access networks. If so then again EAP methods are likely candidates for this type of authentication. 

However, when USIM credentials are available, then, for 3GPP-defined access networks, and 5G access in particular, EAP-AKA' and EPS AKA are the obvious candidate authentication protocols. EPS AKA was enhanced from UMTS AKA to also provide serving network authentication; similarly, EAP-AKA' was enhanced from EAP-AKA to also provide access network authentication. They need to be carefully considered under the following aspects:

NOTE: The issue of EAP vs native AKA has already been discussed for EPS in Rel-8, cf. TR 33.821, clause 7.2.2. This does not imply, of course, that the outcome of this discussion should be the same for 5G. Note also that the independence of the authentication framework from the access network was already required for EPS in Rel-8, cf. TR 23.882, clause 5, bullet 19.

· Security: 

· No attacks on EAP-AKA' nor on EPS AKA are known that would speak against the use of these protocols in 5G.

· EAP-AKA' offers some additional security compared to EPS AKA in that it provides proof to the home network that the subscriber was actually present in the authentication whereas in EPS AKA the home network has to trust the visited network in this respect. However, this proof provided by EAP-AKA' cannot guarantee the subscriber's continued involvement in any communication following the completion of the authentication procedure. The relevance of this security property for 5G is ffs. 

· Transport: 
· It should be confirmed by SA2 and CT1 that carrying EPS AKA or any EAP method over a common transport is desirable and feasible.

· Efficiency: 
· The EAP framework mandates an EAP-method-independent identity exchange initiated by the authenticator and has an optional EAP-method-specific identity exchange initiated by the EAP server. These exchanges introduce additional roundtrips and conflict with the 5G objective of increased efficiency of security procedures. It should therefore be studied whether the required identity information can be obtained by other means, e.g. by including it in the Attach request. 
· EAP-AKA' has one additional roundtrip between visited network and home network compared to EPS AKA. It should be studied whether this additional roundtrip is acceptable or could be avoided/minimized by other means. 
· EAP methods require the AAA server to be stateful, as opposed to a stateless HSS in the case of EPS AKA. It should be studied how important this observation is for 5G. 
· Handovers and idle mode mobility within 5G and with other RATs
· It should be studied whether there are any advantages associated with the use of either EAP-AKA' or EPS AKA in this respect. 
· Possibility of enhancements and 3GPP control: 
· It should be also borne in mind that EPS AKA is under complete control of 3GPP, which may facilitate future enhancements if needed. On the other hand, EAP methods are under the control of the IETF, and the IETF WG "EAP Method Update" has the status "concluded". 
5.AA.3.1.2
Security threats 

tba 

5.AA.3.1.3
Potential security requirements
tba 

