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Abstract of the contribution: This contribution modifies an existing key issue regarding the security of the V2X messages, introducing the term pseudonymity 
.    
1 Discussion

We note that there are two seemingly competing requirements on the protection of V2X data that a vehicle UE broadcasts: integrity protection and inability to be tracked (anonymity). 
To achieve both requirements, the protection can be designed such that a receiver UE may not know which specific UE sent that message, but that the UE was actually authorized to send the message. This is the essence of “pseudonymity”.

Pseudonymity is defined in other SDOs as follows:

ETSI TS 102 941, v1.1.5 (2015), “Intelligent Transport Systems (ITS);Security;Trust and Privacy Management”:

pseudonymity: ability of a user to use a resource or service without disclosing its user identity while still being accountable for that use.

IEEE 1609.2 draft standard, (2015), “Draft 

 DOCVARIABLE "txtGorRPorSTD"  \* MERGEFORMAT Standard for Wireless Access in Vehicular Environments - Security Services for Applications and Management Messages”:

pseudonymity: A property wherein an entity's permanent or long-lived identities, and its long-term patterns of behavior, cannot be deduced from its network traffic and are only observable by appropriately authorized parties.
We propose the following definition for 3GPP use for LTE-V2X:

 Pseudonymity : the ability of the UE to send V2X data without disclosing its permanent 3GPP identity or user identity.
2 Proposal
Proposed to modify the TR33.885 as follows:
*** FIRST CHANGE ****
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

The following terms defined in TR 22.885 [4] are used in the present document:

Road Side Unit

V2I Service

V2N Service

V2P Service

V2V Service

V2X Service
Editor’s note: It should be checked whether these terms are actually used in this document later 
The following terms are defined for the present document:

Pseudonymity: the ability of the UE to send V2X data without disclosing its permanent 3GPP identity or user identity.
*** NEXT CHANGE ****

5.1
Key Issue #1: V2X Communication Security

5.1.1
Key issue details

In order to provide more intelligent services, the V2X communication requests the transport entities, such as vehicles, roadside infrastructure, and pedestrians, to share and receive knowledge of their local environment. Many application services make it vital to protect V2X messages from attacks which probably intended to mislead the transport entities, and then result in wrong decisions and actions. Additionally, privacy or anonymity in the V2X communication environment is a requirement deemed very important for user adoption of the V2X system. 
5.1.2
Security threats 

The communication between LTE-V system entities (e.g. contents of the messages being exchanged) may be forged, replayed, or eavesdropped.

The UE supporting V2X applications transmits application layer information (e.g. about its identity, location, dynamics, and attributes). The direct relationship between identity and specific data may make it possible for an adversary to infer further information about the UE or permanent identity.

The location information in the V2X messages may be used by adversaries to perform location tracking on a longer term. The location tracking on a shorter term may not be an attack because it is used to perform path-prediction in proximity to provide basic service to the driver, e.g. warnings, etc. 
5.1.3
Security requirements

The LTE-V system entities (cellular network entities or V2X communication entities) should be able to verify that the sender of the received data communications was authorized to send said data. 

The transmission of data between different entities (V2X communication entities or cellular network entities) in the LTE-V system should be integrity protected.  
The transmission of data between different entities (V2X communication entities or cellular network entities) in the LTE-V system should be protected from replays.
NOTE: Transmission of data includes but not limited to multicast, broadcast, unicast, or geocast. 
UE pseudonymity should be provided to conceal personal data from attackers.

The identifiers in the V2X messages should minimize the risk of leaking the UE or user permanent identities.
*** END OF CHANGE ****

