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************************************* start of change **************************
[bookmark: _Toc445478599]16	LTE-WLAN RAN level integration using IPSec tunnelling
[bookmark: _Toc445478600]16.1	General
This clause describes the security functions necessary to support LTE-WLAN integration using IPSec tunnelling as described in TS 36.300 [30].
The LTE-WLAN integration architecture is shown in Figure 16.1-1. 


Figure 16.1-1 LTE-WLAN integration architecture using IPSec tunnelling
For LTE-WLAN integration using IPSec tunnelling the integration happens using PDCP SDUs above the PDCP layer. The eNB controls activation of the integration based on the UE connectivity with a specific WLAN. Once the integration is activated, the eNB segregates incoming DL packets towards the UE for offloading via the WLAN at a layer above PDCP. The UL packets from the UE are aggregated by the eNB at the same logical point. 
Since PDCP security is bypassed for the data routed through the WLAN and security of the legacy WLAN is not assumed, security for the PDCP SDUs and protection of the operator network shall be achieved in the following way:
-	A LWIP-SeGW shall be placed between the eNB and the WLAN network for security of packets that traverse WLAN and to protect the Operator’s network.
-	The interface between the eNB and the LWIP-SeGW shall be confidentiality and integrity protected by NDS/IP TS 33.210 [36].
-	An UE-specific IPsec tunnel shall be established between the UE and the public IP port of the LWIP-SeGW. 
-	In addition to terminating IPsec from the UE, the LWIP-SeGW shall perform rate limitation for DoS protection on the eNB and its backhaul links.
-	UEs, including authenticated and authorized UEs using LWIP, shall not have IP connectivity to the eNB.
-	The UE and the LWIP-SeGW function shall perform mutual authentication in the phase 2 of the IKEv2 handshake during the IPsec tunnel establishment, using the authentication key derived from the current AS security association.
In addition, before the IPsec tunnel is established between the UE and the LWIP-SeGW, and before the offload can be performed, the UE needs to obtain IP connectivity across the WLAN network, which may require an access authentication independent of the EPC authentication, and is outside the scope of this specification. 
[bookmark: _Toc445478601]16.2	Security of LTE-WLAN integration using IPSec Tunnelling
[bookmark: _Toc445478602]16.2.1	eNB to UE interaction for setting up the LWIP offload
When the eNB initially establishes LWIP with the UE, the eNB and the UE shall generate the LWIP security key, LWIP-PSK, as specified in clause 16.4, to be used as the PSK for the IPSec tunnel set up between the UE and the LWIP-SeGW, as described in clause 16.2.2.
The eNB shall provide to the UE, over the secure RRC signalling, the following parameters:
-	IP address of the LWIP-SeGW for the IKEv2 handshake, 
-	The Initiator Identity value, IDi, that the UE shall use in the IKEv2 handshake. 
[bookmark: _Toc445478603]16.2.2	UE to LWIP-SeGW interaction for setting up the LWIP offload.
LTE-WLAN integration (LWIP) over legacy WLAN is secured using an IPSec in a tunnel mode established between the UE, via the WLAN, and the LWIP-SeGW function. The IPSec in tunnel mode is established using the IKEv2 handshake based on the pre-shared key, PSK [38]. The UE and LWIP-SeGW shall use the LWIP-PSK as the PSK for authentication in the second phase of IKEv2.
When conducting the IKEv2 handshake, the UE shall use the value of IDi and the IP address of the LWIP-SeGW received from the eNB. 
The LWIP-SeGW shall use the received value of IDi to locate the corresponding LWIP-PSK.
Note: To improve the DoS protection of the public IP port of the LWIP-SeGW, the LWIP-SeGW function may expect initiation of the IKEv2 handshake from the UE for a limited time window, based on a configuration. After expiration of this window, the LWIP-SeGW function may delete the LWIP-PSK and associated IDi, and reject any IKEv2 handshake initiations. 
After successful completion of the IKEv2 handshake, the LWIP-SeGW and the UE shall delete the LWIP-PSK. 
For LWIP offloaded traffic, the eNB shall only be reachable through the LWIP-SeGW.  
The LWIP-SEeGW shall allow communication of the UE only to the eNB that initiated the LWIP offload, and only to the interface on this eNB allowed for the LWIP offload.
The profiles for IKEv2 and IPsec ESP as defined in TS 33.310 [37] shall be used.
[bookmark: _Toc445478604]16.2.3	eNB to LWIP-SeGW interaction for setting the LWIP offload
The PDCP SDUs between the eNB and LWIP SeGW shall be encapsulated in a tunnelling protocol in order to avoid that the eNB needs to interpret IP packets coming from the UE. 
The eNB shall inform the LWIP-SeGW function of the expected initiation of IKEv2 handshake by a UE, for subsequent establishment of the IPsec, and provide the following parameters:
-	the Initiator ID value, (IDi) that the UE will use in the IKEv2 handshake, 
-	the LWIP-PSK. 
The standardized interface between the eNB and the LWIP-SeGW shall be confidentiality and integrity protected by NDS/IP TS 33.210 [36]. 
[bookmark: _Toc445478605]16.3	Addition and modification of DRB in LTE-WLAN integration
All DRBs associated with the same UE and routed through WLAN shall use the same IPSec tunnel established between the UE and the LWIP-SeGW function. The eNB manages the DRB addition and deletion as specified in TS 36.300 [30]. When the last DRB between the eNB and UE is deleted, the eNB shall instruct the LWIP-SeGW and the UE to release the IPSec tunnel.
[bookmark: _Toc445478606]16.4	Security Key for IKEv2 handshake
[bookmark: _Toc445478607]16.4.1	Security Key (LWIP-PSK) Derivation
The UE and eNB shall derive the security key LWIP-PSK for the IPSec tunnel set up as shown on the Fig.16.4.1-1 and defined in Annex A.16 of the present document.


Fig.16.4.1-1: LWIP-PSK Derivation.
[bookmark: _Toc445478608]16.4.2	Security key (LWIP-PSK) update
The eNB may update the LWIP-PSK for any reason. If the eNB refreshes its AS security context, the eNB shall instruct the LWIP-SeGW function to release the current IPSec tunnel, and provide  a new LWIP-PSK derived from the new KeNB to support establishment of the new IPSec. The eNB shall instruct the UE over the RRC signaling to re-initiate the IKEv2 using the new LWIP-PSK to establish a new IPSec tunnel.
[bookmark: _Toc445478609]16. 5	Handover procedures
During S1 and X2 handover, the IPSec tunnel between the UE and the LWIP-SeGW shall be released. The eNB shall instruct the LWIP-SeGW and the UE to release the IPSec. Both the LWIP-SeGW and the UE shall delete the LWIP-PSK.
[bookmark: _Toc445478610]16. 6	LWIP radio link failure 
When a LTE radio link failure is detected, the IPSec tunnel between the UE and the LWIP SeGW shall be released, either by the eNB informing the LWIP-SeGW of this event, or at the UE. If the IPSec tunnel between the UE and the LWIP-SeGW is released due to WLAN connectivity issues, a fresh LWIP IPSec tunnel set up may be performed when WLAN wireless connectivity is restored.
*************************************** end changes *******************************
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