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Abstract of the contribution: 
This contribution proposes to add a key issue related to user and UE identity.

Introduction 
This contribution proposes to add a key issue related to user and UE identity.
Proposed pCR 

[bookmark: _Toc411029470][bookmark: _Toc411028263][bookmark: _Toc404714156][bookmark: _Toc404333848][bookmark: _Toc404333603][bookmark: _Toc404965937][bookmark: _Toc404714075][bookmark: _Toc404333767][bookmark: _Toc404333522][bookmark: _Toc397964290]***	BEGIN OF CHANGES ***
[bookmark: _Toc446332737][bookmark: _Toc442563414][bookmark: _Toc442884023][bookmark: _Toc445244977][bookmark: _Toc445245104][bookmark: _Toc445247580]5.x	Security Area #x: < User and UE identity > 
Editor's Note: The study is expected to be divided into several security areas which all have their own key issues and solutions. Security areas are not in any particular order but they are added incrementally (x = 1, 2, 3…) when new area is identified. 
5.x.1      Introduction
SA1 proposes that potential requirement  for protection of user identity and location information should be provided in 5G security in TR 22.864. There is a growing need to provide a user with protection of identity and location information. Information provided over the air during initial attach may allow a passive eavesdropper to obtain user personal identifying information or location . In addition software application can easily read and obtain user and UE identity information in smart phone. So both user and UE identity need to be protected in 5G network.
[bookmark: _Toc446332738]5.x.2	Security Assumptions
Editor's Note: This clause will document security assumptions related to each security area. 
UE type will change and be diverse in 5G network. User’s devices (e.g. user’s meters, cars, smart watch) can also access operator’s network like a telephone. All the identities of user’s devices can associate with the user. The attacker can more easily and precisely track the user if a number of identities of the user’s devices are leaked. So, the leakage of identity will have more serious consequence. In addition, people’s awareness of privacy is promoted and the requirement for identity protection is more strongly. So, identity in the plain text will be prohibited and an appropriate identity protection mechanism will be needed.
[bookmark: _Toc353538994][bookmark: _Toc416332517][bookmark: _Toc446332739]5.x.3	Key Issues
Editor’s note: This clause will contain the key issues that need to be addressed by SA3 on each security area. The exact contents are FFS. 
5.x.3.1	Key Issue #x.1: < User and UE identity >
Editor's Note: Key issues within the security area are not in any particular order but they are added incrementally (y = 1, 2, 3…) when new key issue is identified. 'x' refers to the security area. 
5.x.3.1.1	Key issue details
In current network, the plain text IMSI is still transferred in some cases (e.g. initial attach network).In addition with the growing use of smart phone, software application can easily read and obtain user and UE identity information  (e.g. IMSI, IMEI, ICCID). An attacker can track the UE’s location if the UE’s identity has caught by the attacker.
5.x.3.1.2	Security threats 
The attacker can more easily and precisely track the user if a number of identities of the user’s devices are leaked. So, the leakage of identity will have more serious consequence.
5.x.3.1.3	Potential security requirements
Req1:User and UE identity in the plain text will be prohibited and an appropriate identity protection mechanism will be needed. 
Req2:User and UE identity will be transferred and stored in security zone of smart phone.

[bookmark: _Toc353539000][bookmark: _Toc416332522][bookmark: _Toc446332744]5.x.4	Solutions
[bookmark: _Toc416332523][bookmark: _Toc446332745]5.x.4.z	Solution #x.z: <solution name>
Editor's Note: Solutions within the security area are not in any particular order but they are added incrementally (z = 1, 2, 3…) when new solution is identified. 'x' refers to the security area.
[bookmark: _Toc446332746]5.x.4.z.1	Introduction  
Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
[bookmark: _Toc446332747]5.x.4.z.2	Solution details  

[bookmark: _Toc446332748][bookmark: _Toc416332524]5.x.3.z.3	Evaluation 

[bookmark: _Toc446332749]5.x.4	Conclusions 
Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
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