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***
BEGIN CHANGES
***
6.4
Solution #4: Protection for CIoT enhanced GPRS 
Layer 3 - GMM messages
6.4.1
General 
This solution addresses the key issue #3 - Unauthorized modification of signalling data. 

For Cellular IoT we should mimic the integrity protection mechanism defined in LTE as much as possible.

The table below (Table 1) shows how encryption is applied to GMM messages in GPRS, how integrity protection and encryption are applied to EMM messages in LTE and how we could apply the same principles in LTE to GMM messages in Cellular IoT. We can classify the analysis as follows: 

-
CONDITIONAL INTEGRITY: In LTE, NAS messages are integrity protected if the MME and/or LTE UE have a valid security context. In Cellular IoT, GMM messages are integrity protected if the sending SGSN or sending CIOT UE have a valid security context. For the receiving SGSN or receiving CIOT UE, the processing of the received GMM message when the check of the MAC fails or when the receiving part has no valid security context should follow exactly the conditions specified for LTE in TS 24.301 [8].

NOTE: One can see that this is important from the following text in TS 24.301 section 4.4.4.3: "Once the secure exchange of NAS messages has been established for the NAS signalling connection, the receiving EMM or ESM entity in the MME shall not process any NAS signalling messages unless they have been successfully integrity checked by the NAS." This means that, in particular, no UE-initiated DETACH request can be processed by the MME even when the UE is in idle mode (as NAS security is considered established even when the UE is idle). This prevents an important DoS attack.
-
CONDITIONAL ENCRYPTION: NAS messages are encrypted if secure exchange of NAS messages (see TS 24.301 sub-clause 4.4.2.3) has been established in LTE. GMM messages are encrypted in GPRS and Cellular IoT, if sending UE or sending SGSN have a valid security context and encryption has been activated.

-
RESTRICTIONS INTEGRITY: In LTE, NAS messages that can be sent without integrity protection but which require some further restrictions for their usage. In Cellular IoT, GMM messages that can be sent without integrity protection but which require some further restrictions for their usage.
-
P-TMSI signature: In GPRS, P-TMSI signature is used to provide some protection for the Attach and Routing Area Update Requests. In Cellular IoT, these messages are protected as CONDITIONAL INTEGRITY as in LTE; however, P-TMSI signature can be used to provide some additional security in handover if the integrity fails.
Table 6.4.1-1: Integrity protection and ciphering applied to EMM message in LTE and GMM message in GPRS and Cellular IoT

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	

	

	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	

	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


	EMM message in LTE/
GMM message in GPRS and Cellular IoT 
	Integrity 
protected
in LTE
	Integrity  
protected
in Cellular 
IoT  
	P-TMSI signature in GPRS
	Confidentiality protected  in 
LTE
	Confidentiality protected  in Cellular IoT
	Confidentiality protected  in GPRS

	EMM ATTACH REQUEST/GMM ATTACH REQUEST
	CONDITIONAL INTEGRITY
	CONDITIONAL INTEGRITY (optional P-TMSI signature) 
	YES (optional)
	NO
	NO
	NO

	EMM ATTACH ACCEPT/ GMM ATTACH ACCEPT
	YES
	YES
	N/A
	YES
	YES
	YES

	EMM ATTACH COMPLETE/ GMM ATTACH COMPLETE
	YES
	YES
	N/A
	YES
	YES
	YES

	EMM ATTACH REJECT/GMM ATTACH REJECT
	CONDITIONAL INTEGRITY
	CONDITIONAL INTEGRITY
	N/A
	CONDITIONAL ENCRYPTION
	CONDITIONAL ENCRYPTION
	NO

	EMM TRACKING AREA UPDATE REQUEST/
GMM ROUTING AREA UPDATE
REQUEST
	CONDITIONAL INTEGRITY
	CONDITIONAL INTEGRITY (optional P-TMSI signature)
	YES (optional)
	NO
	NO
	NO

	EMM TRACKING AREA UPDATE ACCEPT/ 
GMM ROUTING AREA UPDATE
ACCEPT
	YES
	YES
	N/A
	YES
	YES
	YES

	EMM TRACKING AREA UPDATE COMPLETE/
GMM ROUTING AREA UPDATE COMPLETE
	YES
	YES
	N/A
	YES
	YES
	YES

	EMM TRACKING AREA UPDATE REJECT/
GMM ROUTING AREA UPDATE REJECT
	CONDITIONAL INTEGRITY
	CONDITIONAL INTEGRITY
	N/A
	CONDITIONAL ENCRYPTION
	 CONDITIONAL ENCRYPTION
	NO

	EMM IDENTITY REQUEST/GMM IDENTITY REQUEST
	RESTRICTIONS INTEGRITY (only IMSI can be requested without integrity protection if network does not have a valid security context)
	RESTRICTIONS INTEGRITY (only IMSI can be requested without integrity protection if network does not have a valid security context)
	N/A
	CONDITIONAL ENCRYPTION
	CONDITIONAL ENCRYPTION
	NO

	EMM IDENTITY RESPONSE/ GMM IDENTITY RESPONSE
	RESTRICTIONS INTEGRITY (only IMSI can be sent without integrity protection if UE does not have a valid security context)
	RESTRICTIONS INTEGRITY (only IMSI can be sent without integrity protection if UE does not have a valid security context)
	N/A
	RESTRICTIONS ENCRYPTION

(only IMSI can be sent without confidentiality protection if UE does not have a valid security context)
	RESTRICTIONS ENCRYPTION

(only IMSI can be sent without confidentiality protection if UE does not have a valid security context)
	NO

	EMM AUTHENTICATION REQUEST
	CONDITIONAL INTEGRITY
	N/A
	N/A
	CONDITIONAL ENCRYPTION
	N/A
	N/A

	EMM AUTHENTICATION RESPONSE
	CONDITIONAL INTEGRITY
	N/A
	N/A
	CONDITIONAL ENCRYPTION
	N/A
	N/A

	EMM AUTHENTICATION FAILURE
	CONDITIONAL INTEGRITY
	N/A
	N/A
	CONDITIONAL ENCRYPTION
	N/A
	N/A

	EMM AUTHENTICATION REJECT
	CONDITIONAL INTEGRITY
	N/A
	N/A
	CONDITIONAL ENCRYPTION
	N/A
	N/A

	EMM SECURITY MODE COMMAND
	YES (with new EPS security context)
	N/A
	N/A
	NO
	N/A
	N/A

	EMM SECURITY MODE COMPLETE
	YES
	N/A
	N/A
	YES
	N/A
	N/A

	EMM SECURITY MODE REJECT
	CONDITIONAL INTEGRITY
	N/A
	N/A
	CONDITIONAL ENCRYPTION
	N/A
	N/A

	GMM AUTHENTICATION AND CIPHERING REQUEST
	N/A
	YES (with new security context)
	N/A
	N/A
	NO
	NO

	GMM AUTHENTICATION AND CIPHERING RESPONSE
	N/A
	YES (with new security context)
	N/A
	N/A
	NO
	NO

	GMM AUTHENTICATION AND CIPHERING FAILURE
	N/A
	CONDITIONAL INTEGRITY
	N/A
	N/A
	NO
	NO

	GMM AUTHENTICATION AND CIPHERING REJECT
	N/A
	CONDITIONAL INTEGRITY
	N/A
	N/A
	CONDITIONAL ENCRYPTION
	NO

	EMM SERVICE REQUEST
	YES
	N/A
	N/A
	NO
	N/A
	N/A

	EMM SERVICE REJECT
	CONDITIONAL INTEGRITY
	N/A
	N/A
	CONDITIONAL ENCRYPTION
	N/A
	N/A

	EMM CS SERVICE NOTIFICATION
	YES
	N/A
	N/A
	YES
	N/A
	N/A

	EMM UE initiated DETACH REQUEST/ GMM UE initiated DETACH REQUEST
	CONDITIONAL INTEGRITY
	CONDITIONAL INTEGRITY
	N/A
	CONDITIONAL ENCRYPTION
	CONDITIONAL ENCRYPTION
	CONDITIONAL ENCRYPTION

	EMM Network initiated DETACH ACCEPT 
(for non-switch off)/ GMM Network initiated DETACH ACCEPT 
(for non-switch off)
	CONDITIONAL INTEGRITY
	CONDITIONAL INTEGRITY
	N/A
	CONDITIONAL ENCRYPTION
	CONDITIONAL ENCRYPTION
	CONDITIONAL ENCRYPTION

	EMM Network initiated DETACH REQUEST/ GMM Network initiated DETACH REQUEST
	YES
	YES
	N/A
	YES
	YES
	YES

	EMM UE initiated DETACH ACCEPT/ GMM UE initiated DETACH ACCEPT
	CONDITIONAL INTEGRITY
	CONDITIONAL INTEGRITY
	N/A
	CONDITIONAL ENCRYPTION 
	CONDITIONAL ENCRYPTION
	CONDITIONAL ENCRYPTION

	EMM DOWNLINK NAS TRANSPORT
	YES
	N/A
	N/A
	YES
	N/A
	N/A

	EMM INFORMATION/ GMM INFORMATION
	YES
	YES
	N/A
	YES
	YES
	YES

	EMM STATUS/GMM STATUS
	YES
	YES
	N/A
	YES
	YES
	YES

	EMM EXTENDED SERVICE REQUEST
	YES
	N/A
	N/A
	NO (if used as initial NAS message)

YES (if used when connection already exists i.e. in EMM-CONNECTED state)
	N/A
	N/A

	EMM GUTI REALLOCATION COMMAND/
GMM P-TMSI REALLOCATION COMMAND
	YES
	YES
	N/A
	YES
	YES
	YES

	EMM GUTI REALLOCATION COMPLETE/
GMM P-TMSI REALLOCATION COMPLETE
	YES
	YES
	N/A
	YES
	YES
	YES

	EMM UPLINK NAS TRANSPORT
	YES
	N/A
	N/A
	YES
	N/A
	N/A

	EMM DOWNLINK GENERIC NAS TRANSPORT
	YES
	N/A
	N/A
	YES
	N/A
	N/A

	EMM UPLINK GENERIC NAS TRANSPORT
	YES
	N/A
	N/A
	YES
	N/A
	N/A


***
END OF CHANGES
***
