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Abstract of the contribution: 
This contribution proposes to study the evolution of network domain and NE communication security.

Introduction 
[bookmark: OLE_LINK2]In LTE network, IPsec and network domain security are implemented in the IP layer protection and TLS is implemented in the transport layer [TS 33.210]. The profiles are also defined in those 3GPP TS documents [TS 33.310]. In next generation mobile network, the network model and the commercial model change to an open one and the infrastructure changes to a virtual one. This proposal discusses the possible changes in next generation mobile network system from current protection on the IP and transport layers.
Discussion
[bookmark: OLE_LINK1]In 4G network, the core network is normally regarded as the secure network domain and the access network part are normally regarded as the unsecure domains. In next generation mobile networks, some network functions or some parts of the network functions of the core network could possibly be deployed in the unsecure domain. Thus it increases the risk of communication between the RAN parts and the CN parts, as well as the inter-communication between the CN elements located in secure and unsecure domain.
For the network secure domain protection model, IPsec channels are widely deployed to enable the NE in unsecure domain accessing the secure domain, and to enable the NE in different domain securely connecting to each other. In next generation mobile network, the network domain partition is complicated and the number of IPsec tunnels will be significantly increased, therefore configuring IPsec tunnels will be a big challenge. The virtualized network infrastructure makes the condition worse, since the network elements and functions could be deployed dynamically in different location. Also, the fast deployment of next generation mobile network brings difficulties of IPsec management.
Although IPsec could be configured as quintuple, i.e. (source IP, destination IP, protocol, source-port, destination-port), most realization deploys only IP level policies or even any-to-any policy. In next generation mobile network, the dynamic service and dynamic network will make such any-to-any or IP-to-any configuration much more common, since the IP and ports are changing along with the service orchestration. It is hard to maintain access control in case of any-to-any policy widely deployed. The IPsec tunnel mode sometimes makes the packet forward path longer than a direct connection. In delay critical application, both the forwarding path and the encryption/decryption could reduce the experience of service. For example, the communication between adjacent access points might have the path of AP-1  SecGW1  SecGW2  AP-2, which brings significant forwarding delay and 2 times of encryption and decryption computation.
Current IPsec deployments mainly use certificate as the authentication credential. The certificate requires a PKI system, which is a big cost. In addition, PKI systems meet difficulties in initial certificate application, certificate revocation and the periodical revocation list updating brings risk to the network. The online certificate verification such as OCSP could help to reduce this problem, however it is not widely used so far. In virtual infrastructure, certificate management could be much more difficult because of the virtual network functions are dynamically deployed.
This document proposes to add some key issues and potential requirements on the evolution of current document on the network domain and transport layer protection. Some possible requirements could be:

· Enforce access control on application layer and transport layer
· Enforce transport layer or application layer security protection as the main communication protection, especially on the control plane
· Enforce IPsec transport mode
· Support other authentication method, e.g. EAP, out of certificate and PKI. Study the applicability of centralized authentication management.
· Study the initial deployment of network elements and network functions
· Study the network and communication protection mechanism to suit the dynamic network orchestration



[bookmark: _Toc411029470][bookmark: _Toc411028263][bookmark: _Toc404714156][bookmark: _Toc404333848][bookmark: _Toc404333603][bookmark: _Toc404965937][bookmark: _Toc404714075][bookmark: _Toc404333767][bookmark: _Toc404333522][bookmark: _Toc397964290]***	BEGIN OF CHANGES ***
[bookmark: _Toc416332518][bookmark: _Toc446332740]5.x.2.y	 Key Issue #x.y: Network and NE communication security

[bookmark: _Toc416332519][bookmark: _Toc446332741]5.x.2.y.1	Key issue details
The service evolution, network evolution and infrastructure virtualization brings new challenges on current widely deployed network domain protection and IPsec tunnel implementation. 

[bookmark: _Toc416332520][bookmark: _Toc446332742]5.x.2.y.2	Security threats 
In 4G network, the core network is normally regarded as the secure network domain and the access network part are normally regarded as the unsecure domains. In next generation mobile networks, some network functions or some parts of the network functions of the core network could possibly be deployed in the unsecure domain. 
Editor's Note: It is ffs whether network functions of the core network could or should be deployed in the unsecure domain and, if so, which the security implications would be. It is noted that a different choice of the security protocol would not help if the endpoint is insecure. 
Thus it increases the risk of communication between the RAN parts and the CN parts, as well as the inter-communication between the CN elements located in secure and unsecure domain.
For the network secure domain protection model, IPsec are widely deployed to enable the NE in unsecure domain accessing the secure domain, and to enable the NE in different domain securely connecting to each other. In next generation mobile network, the network domain partition is complicated and the number of IPsec tunnels will be significantly large, therefore configuring IPsec tunnel will be a big challenge. The virtualized network infrastructure makes the condition worse, since the network elements and functions could be deployed dynamically in different location. Also, the fast deployment of next generation mobile network brings difficulties of IPsec management.
Editor's Note: It is ffs whether security functions inbuilt in a virtualised infrastructure / cloud environment could help to solve this problem. 
Although IPsec could be configured as quintuple, i.e. (source-IP, destination-IP, protocol, source-port, destination-port), most realization deploys only IP level policies or even any-to-any policy. In next generation mobile network, the dynamic service and dynamic network will make such any-to-any or IP-to-any configuration much more common, since the IP and ports are changing along with the service orchestration. It is hard to maintain access control in case of any-to-any policy widely deployed. The IPsec tunnel mode sometimes makes the packet forward path longer than a direct connection. In delay critical application, both the forwarding path and the encryption/decryption could deduce the experience of service. For example, the communication between adjacent access points might have the path of AP-1  SecGW1  SecGW2  AP-2, which brings significant forwarding delay and 2 times of encryption and decryption computation.
Editor's Note: It should be noted that already LTE allows protecting X2 connections using IPsec directly between eNBs. The star configuration described above is just one option. In case two adjacent base stations are in different security domains it needs further study from a security point of view whether it is desirable to have a direct IPsec connection between them. 
Current IPsec deployments mainly use certificate as the authentication credential. The certificate requires a PKI system, which is a big cost. In addition, PKI systems meet difficulties in initial certificate application, certificate revocation and the periodical revocation list updating brings risk to the network. The online certificate status validation protocols, like OCSP, could help to solve this problem, however it is not widely used so far. In virtual infrastructure, certificate management could be much more difficult because of the virtual network functions are dynamically deployed.
Editor's Note: It is ffs whether the use of a PKI incurs higher or lower cost compared to other approaches, e.g. pre-shared secrets. It is ffs whether security functions inbuilt in a virtualised infrastructure / cloud environment could help to solve this problem.

[bookmark: _Toc416332521][bookmark: _Toc446332743]5.x.2.y.3	Potential security requirements

As discussed in upper sections, the network and communication security in the next generation system should consider the following requirements:
· 
Editor’s Note: It is ffs whether more security protection methods, e.g. at transport layer or application layer, should be supported and whether more authentication methods, besides certificates (and PKI), should be supported to authenticate the communications between NE.
· The security mechanism should be applicable for the initial deployment of network elements and network functions, as well as the dynamic network orchestration, for example, if Network Functions Virtualization (NFV) technologies are introduced to build a 5G network.

***	END OF CHANGES	***
