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Abstract of the contribution: A new security area for wearable/IoT devices connection over relays is proposed, with key issues and solutions to be studied. Security of new IOT devices such as wearable needs to be addressed as captured in SA1 requirements TR22.861 and SA2 TS 23.799
1. Introduction

This pseudo-CR applies to TR 33.899 the study on security aspects for 5G.

As described in SA1 TR 22.861, 5G networks are expected to support an entirely new class of device, the Smart Wearables and Bio-connectivity related use cases in, and the Internet of Things will support various connectivity models. The devices can connect with the network directly or connect with the network using another device as a relay UE, or they may be capable of using both types of connections. The devices can range from simple wearables, such as a smart watch or a set of sensors embedded in clothing, to a more sophisticated wearable device monitoring biometrics. 
SA1 SMARTER Requirements TR 22.861 has following requirements:

6.1
Considerations on security

[PR.6.1-001] The 3GPP system shall support end-to-end integrity protection and confidentiality for data transmitted to/from a device, when the device is in indirect 3GPP connection mode.

[PR.6.1-002] The 3GPP system shall support a resource efficient mechanism to authenticate a device, when the device is in indirect 3GPP connection mode.

[PR.6.1-003] The 3GPP System shall support a resource efficient mechanism that provides security, authentication and authorization for a device, which only supports indirect 3GPP connection mode. 

6.2
Considerations on charging

This section describes the requirements for collecting charging data for a device. The requirements also apply in the roaming case. 

[PR.6.2-001] The 3GPP system shall support online and offline charging for a device, whether the device is in direct 3GPP connection mode or indirect 3GPP connection mode.

[PR.6.2-002] The 3GPP system shall be able to separate the charging data of a device from the charging data of a relay UE, when the device is in indirect 3GPP connection via the relay UE.
Further SA2 TR 23.799 clause 5.16 also captures key issue ‘system aspects to support connectivity via relay UE, quoted below.

“Definition of a relay UE in the NextGen framework.

-
The effects of a relay UE on the mobility framework as well as session management and session continuity.

-
Which functions are further required/enhanced comparing to Rel-13 relay UE functionality.

-
If there is need for selection criteria based on operator policy between the direct connectivity to the network and the connectivity via a relay UE to provide efficient service.

-
Efficient session and/or service continuity mechanism between
-
the direct connectivity to the network and the connectivity via a relay UE, and
-
the connectivity via a current relay UE and the connectivity via a new relay UE with minimizing the interrupt time for the service and signalling overhead.
-
The security and privacy aspects (e.g. how to establish the connectivity via a UE relay when there is no trusted relationship between the remote UE and the relay UE).

-
Control by the MNO of the connectivity via a relay UE.”

Though the connectivity between a wearable and a smartphone is very much similar to R13 ProSe relays defined for PS UEs, current connectivity solutions over a relay UE defined in R13 for ProSe is not adequate to meet the requirements for the next generation systems.  Some of these devices may be constrained devices lacking in power and radio resources. These devices may be able to communicate only within a short range. They may also have asymmetric UL/DL communication capabilities. 
Hence compared to R13 relays, the Next Generation relays would need to support,
· It should be possible to mutually authenticate the remote UE and the network when the remote UE is in coverage or out of coverage without any prior association with any network element while in network coverage.

· Provide integrity and confidentiality protection for the remote UE . The relay UE shouldn’t be able to intercept any data passing over it, irrespective of any security at the IP layer.

· It should be possible for the Network  to recognize the remote UE behind a relay  and  provide seamless mobility and service continuity when the UE moves in and out of network coverage.
· Network should be able to provide the remote UE appropriate service level at QoS as the remote UE is eligible. 

· Dedicated accounting for the remote UE should be possible.

· LI of the remote UE should be possible.
********************* Start of text proposal ********************
5.x Security area #x:  Relay Security
5.x.1 Introduction

In next generation systems connectivity over relays need to be supported to cover varied scenarios. The remote UE which needs the connectivity may have different capabilities in terms of radio, power and communication resources. Such devices could be regular UEs or UEs such as wearable and constraint devices. The device may connect to the relay UE using 3GPP technology or any other technology. Whatever technology is used for the D2D interface, this interface needs to be secured.

5.x.2
Security Assumptions
The UE of wearable device, which can be connected to the 3GPP network directly or via another UE, should have a subscription associated to its own subscriber’s identity (e.g. IMSI) with mobile operator. If there is no separate subscriber permanent identity or a temporary identity cannot be established, individualized services may not be possible for the device. 

5.x.3
Key Issues

5.x.3.1
Key Issue #x.1: Mutual authentication of remote UE and network over a relay
5.x.3.1.1
Key issue details
Whether the remote UE is in direct connection or in indirect connection, it should be possible for the UE and the network to mutually authenticate. Since the remote UE may be constrained device, the procedure should be as efficient as possible.
5.x.3.1.2
Security threats 
If network doesn’t authenticate devices accessing over a relay, it may result in unauthorized access of 3GPP network over relays and such UEs may consume precious network resources.
If remote UEs accessing network over the relay doesn’t authenticate the network, these UEs may be connecting to fake networks and may lose their data or may get hacked. 
5.x.3.1.3

Potential security requirements
It shall be possible to uniquely identify an UE (e.g. wearable device), when it is connected to the network via another UE (e.g. smart phone).
It shall be possible to mutually authenticate the remote UE and the network when the remote UE is in direct network connection or in indirect network connection. 
5.x.3.2
Key Issue #x.2: Integrity and confidentiality protection of remote UEs.
5.x.3.2.1
Key issue details
If the network is able to identify the remote UE uniquely and provide a unique connection to it, then this connection should be integrity protected and confidentiality protected from eve droppers.
5.x.3.2.2


Security threats 
Without integrity protection of signaling messages the remote UE session over relays could be manipulated and hijacked. 
Without confidentiality remote UE data to and from it could be manipulated.
5.x.3.2.3
Potential security requirements
- It shall be possible to provide integrity and confidentiality protection for the remote UE at the access layer.
 - The relay UE shouldn’t be able to intercept any data passing over it, irrespective of any security at the IP layer.
5.x.3.3
Key Issue #x.3: Remote UE session continuity.

5.x.3.3.1
Key issue details
The remote UE may move from direct network connection to indirect network connection or change connectivity from one relay UE to another relay UE (ie one indirect connection to another indirect connection), conveniently available nearby. During such connection  changes, it should be possible to continue ongoing communication sessions.  Otherwise the communication session is lost for the remote UE. 
5.x.3.3.2


Security threats 
Without session identification and protection for the remote UE, session continuity cannot be provided.
Ongoing sessions could be hijacked by other UEs.
5.x.3.3.3
Potential security requirements
- It shall be possible for the 3GPP network to recognize the remote UE behind a relay at the access layer and should be able to provide seamless mobility and service continuity when the UE moves between direct and indirect network connection. 
- The 3GPP Network should be able to authorize the remote UE to provide appropriate service level at QoS as the remote UE is eligible. 

- The 3GPP shall support dedicated accounting for the remote UE when it communicates over a relay UE.

- The 3GPP shall support LI of the remote UE when it communicates over a relay UE.

5.x.4
Solutions

5.x.5
Conclusions 

**************** End of text proposal  *************************
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