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Abstract of the contribution: This contribution adds the key issues and solutions for the SCKM-xx “Resilience of session key agreement” merges 437 (part), 564, 608, 558 from 812 v4.
1. Introduction

This CR is a merger of SA3 Tdocs s3-016437 (part), s3-016564, s3-016608, s3-016558
2. Text proposal
~ ~ ~ Start of first text proposal ~ ~ ~
5.a.3.x
Key Issue #a.x: Radio interfaceInterception of keys sent between operator entities
5.a.3.x.1
Key issue details

In all of GSM/GPRS, UMTS and LTE, it is the case that the keys from which the radio interface encryption keys are derived (and integrity, where applicable) are computed in the home core network – the AuC – and then transmitted to the visited network over signalling links such as SS7 or Diameter.  This is a clear point of exposure, and it has been demonstrated repeatedly how keys can leak.  Each operator network has to respond to signalling messages, which may come from any roaming partner – including roaming partners that are either hacked or misbehaving in any way.

The most direct, and clearly recommended industry approach is for operators to improve SS7 / Diameter security, e.g. by introducing SS7 firewalls.  But well-designed key management protocols for Next Generation Systems could also reduce the threat significantly.

In GSM terms, this key issue is about the leakage of the cipher key KC when sent between network nodes, whereas Key Issue a.1 is about the leakage of Ki.  So the problems are different.  There may, however, be some overlap in the set of possible solutions.

5.a.3.x.2
Security threats 

An attacker who can successfully obtain current radio interface keys for a subscriber can straightforwardly eavesdrop on that subscriber’s traffic.  A wide range of abuses is also possible if the attacker can spoof MACs on UMTS / LTE messages that should be integrity protected.

5.a.3.x.3
Potential security requirements

Editor's Note: The text below should be re-written as requirements

It will be difficult to prevent all possible attacks by an attacker who is able to observe or request keys sent between network nodes.  But a realistic objective may be that such an attacker has to act as a long term, active man-in-the-middle in order to exploit that knowledge. 
It should be studied further whether and how EPS AKA and/or EAP-AKA' should be complemented with measures to counter the threat of insecurity of the Interconnect network. Such measures have to be standardized at least as far as they affect the interface between UE and visited network.
5.a.4
Solutions

5.a.4.1
Solution #a.2: Including a key exchange protocol into the derivation of the radio interface session keys

5.a.4.1.1
Introduction  

This solution addresses key issue a.x.

It ensures that an attacker who:

· either knows the long term secret key and Authentication and Key Agreement algorithm (including any global constants) that a subscriber is using,

· or is able to observe or request keys sent between network nodes,

can still not abuse radio interface confidentiality in a purely passive attack, or abuse radio interface integrity by simple injection of a single spoofed message, but will instead have to carry out an ongoing active man-in-the-middle attack – which is harder, and more likely to be detected.

5.a.4.1.2
Solution details  

NOTE: In this section we refer to the “UICC” and the “HSS”.  These should be understood as shorthand, referring respectively to the “device’s UICC / secure element (or wherever the long term key is stored)” and the “HSS (or its Next Generation Systems equivalent)”.

As in GSM/GPRS, UMTS or LTE, the Authentication and Key Agreement algorithm is run in the HSS, with a resulting authentication vector sent to the visited network, and also in the UICC to establish shared secret keys between the UE and a node in the visited network.  However, instead of using those keys directly for radio interface security, or as inputs to a key derivation algorithm to produce radio interface security keys, they are instead used to authenticate a key exchange algorithm between the device (possibly its UICC) and that visited network node.  Elliptic Curve Diffie Hellman would be a suitable key exchange algorithm. 
Editor’s note: More details on the DH security profile (e.g. Elliptic curves choice) are needed.
In Figure 5.a.4.1.2.1, “Node X” represents whatever visited network node carries out the key exchange protocol with the device.  It is premature to attempt to identify the most suitable node in Next Generation Systems, but if this solution were being retrofitted to LTE then the MME would be a natural choice.  
Editor’s note: The above paragraph needs to be revised to fit the NextGen architecture.
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Figure 5.a.4.1.2.1: Key exchange to derive radio interface security keys 

It is a good idea for both the initial shared secret keys (that were in the authentication vector, and were used to authenticate the key exchange) and the output of the key exchange protocol to be fed into a key derivation function, whose outputs are then used as the radio interface security keys.  That way, an attacker would have to know the original shared secret and compromise the key exchange to learn the new radio interface keys.
Editor’s note: The following procedure needs to be revised once the authentication and key agreement mechanism in NextGen is defined.
Solution 12.1 in TR23.799[x] proposes a unified authentication framework for Next Generation network. The unified authentication framework is shown in figure 5.a.4.1.2.2. It consists of supplicant, CP-AU and AAA. Therefore, the DH procedure shall be integrated with the proposed authentication framework. 
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Figure 5.a.4.1.2.2: Unified Authentication Framework for Next Generation Networks (Approved by SA2)

To integrate the Diffie-Hellman procedure into the authentication and key agreement protocol for session key enhancement, we proposed a possible procedure which is compatible to the Next Generation Systems unified authentication framework. The procedure is as follows:, .

1. UE and CP-AU perform mutual authentication.  
2. UE and CP-AU derive K1 after mutual authentication. 

Editor’s note: How the K1 is derived is ffs.

3. CP-AU generates a private Diffie-Hellman key APRIV and a corresponding public key APUB.  

4. CP-AU sends message 1 to UE, which contains APUB and a MAC computed using K1. 

5. UE verifies the MAC, decodes APUB, and further generates a Diffie-Hellman private key BPRIV and corresponding public key BPUB. UE also derives a symmetric key KDH from BPRIV and APUB with Diffie-Hellman procedure. UE derives a session key Ksession from KDH and K1.
6. UE sends message 2 to CP-AU, which contains BPUB and a MAC computed using K1. 

7. CP-AU verifies the MAC, decodes BPUB, and derives the same symmetric key KDH from APRIV and BPUB with Diffie-Hellman procedure. CP-AU derives the same session key Ksession from KDH and K1.

Both UE and CP-AU own the same shared session key Ksession. They use Ksession to derive other keys for encryption and integrity protection. The Diffie-Hellman technique used in this authentication protocol can also be Elliptic Curve Diffie-Hellman.
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Figure 5.a.4.2.2.3: Integration of Diffie-Hellman procedure with key exchange protocol
5.a.4.1.3
Evaluation 

FFS

5.a.5
Conclusions 

~ ~ ~ End of first text proposal ~ ~ ~
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