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Abstract of the contribution: This contribution addresses the security area for user awareness of security supported by Next Generation System, and proposes key issues.
1. Introduction
Next generation system is expected to support diverse access networks (Section 4.1 of TR 23.799 [1]), services (Section 5 of TR 22.891 [2]), and UE types. Different networks or services may have different security capabilities, but the implication of it may hardly be understood by Users. This could mislead Users to trust or doubt the current serving network, and make harmful decision. 

For example, a UE was attached on the highly secure access networks or services and then offloaded or switched to the other networks or services to continue service whether it is initiated by network, service or the UE. The user may still use personally sensitive application (e.g. financial transaction, or remote healthcare), where the changed environment may be less secure and vulnerable to some attacks.

To address such risks, this contribution proposes a security area, which is user awareness and control of services and access networks in Next Generation System, with its key issues. Although previously ciphering indication is marginally addressed 3GPP TS 22.101 [3], it would be meaningful to study this in Next Generation System, where much more diverse services are expected to be deployed. 
This contribution does not propose solution, but the example in simplest form is radio/network indication (and control) provided by most UEs: radio signalling strength indication, 3GPP network indication (e.g. 3G, LTE), and manual network selection in setting menu. Part of this might be implemented without changes in existing security set-up protocol and parameters (only minor modifications in UEs), but some more could be achieved with additional procedures or parameters between UEs and network (or system, service function entities). Detail user interface or human factors of UEs would be out of 3GPP scope. 
2. References
[1] 3GPP TR 23.799 v0.4.0, Study on Architecture for Next Generation System, April 2016 
[2] 3GPP TR 22.891 v14.0.0, Study on New Services and Markets Technology Enablers, March 2016
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3. Proposal
*** Start of First Change ***




*** End of First Change ***
*** Start of Second Change ***
5
Key issues and Solutions 
5.x
Security Area #x: Security Visibility and Configurability
Editor's Note: The study is expected to be divided into several security areas which all have their own key issues and solutions. Security areas are not in any particular order but they are added incrementally (x = 1, 2, 3…) when new area is identified. 
5.x.1
Introduction 

Editor's Note: This clause will document security assumptions related to each security area. 


5.x.2
Security assumptions
Editor's Note: This clause will document security assumptions related to each security area. 
Different services or access networks may have different security capabilities, such as confidentiality, integrity, and cryptographic key sizes.

Some of the details might be out of 3GPP scope, such as specific user experience of UE, and implementation details of UEs. However, there could be some minimum requirements for secure network service experience.

Presentation of security to users (of UEs) will be simple and clear enough to understand without prior knowledge, but with possible further options for advanced uses.
5.x.3
Key issues
Editor’s note: This clause will contain the key issues that need to be addressed by SA3 on each security area. The exact contents are FFS. 

5.x.3.1
Key Issue #x.1: User awareness of security
Editor's Note: Key issues within the security area are not in any particular order but they are added incrementally (y = 1, 2, 3…) when new key issue is identified. 'x' refers to the security area. 
5.x.3.1.1
Key issue details

Next generation system is expected to diverse access networks (Section 4.1 of TR 23.799), services (Section 5 of TR 22.891), and UE types. Different networks or services may have different security capabilities, but the implication of it may hardly be understood by users. Since this could mislead users to mistakenly trust or doubt the current service or access networks, and make harmful decision, there should be some way to let users be aware of major security implications (e.g. fallback to weak security).
5.x.3.1.2
Security threats 

Attackers could specifically target UEs in access networks or services with weak security, while users do not fully understand the situation, so for users to do sensitive transactions over the less secure environment. In general, this will make UEs more vulnerable.

Active attackers could make a UE move to less secure service or access network (e.g. by jamming the current serving eNB or network). Downgrade of security will make UEs and users more vulnerable.

Active attackers might let user to believe it is attached to a secure service or access network, while it is not the case in reality.
5.x.3.1.3
Potential security requirements

UEs shall be able to present users of security indication of current services or access networks. In addition, detail information including security capability or parameters may be presented for the advanced users’ reference.
Access networks and services should be able to provide information to UEs, which is necessary to derive security indication for users.

UEs should be able to collect security capabilities of access networks and services, and derive security indication for users from those parameters.

UEs should be able to validate security indication related information from network.
5.x.3.2
Key Issue #x.2: User control of security
Editor's Note: Key issues within the security area are not in any particular order but they are added incrementally (y = 1, 2, 3…) when new key issue is identified. 'x' refers to the security area. 
5.x.3.2.1
Key issue details

Assuming that a user (and a UE) comes to aware of some of security capability of access networks or services, whether such information is provided by networks or services, or the UE derives it from other procedures, the user (or the UE) may need to control the security to its preference.
5.x.3.2.2
Security threats 

Although a user is aware of security, if the access network or service selection is based on the other factors than security, the user (and a UE) might have no choice but to use less secure ones. Attackers could make use of this, and lead users (and UEs) to less secure situations. This will make more secure services or access networks unavailable to UEs.

Attackers could try bid-down attack in the middle of network and a UE, to lead to use least secure parameters.
5.x.3.2.3

Potential security requirements
UEs shall provide users with means to select from available access networks or services, based on security capabilities of access networks or services.

UEs shall provide users with means to configure minimum (or preferred) security capabilities (e.g. parameters) which UEs shall try to satisfy when UEs choose or negotiate with access networks or services. There might be pre-defined default configuration of minimum (or preferred) security capabilities.
UEs shall be able to send the preferred security capability (or parameters, if agreed) to access networks or services. Access networks or services should try to meet the request from UE and provide acknowledgement whethere the requested security is achieved or not.
Editor’s note: It needs to be checked if requirements are overlapped with S3-160830
*** End of Second Change ***
