3GPP TSG SA WG3 (Security) Meeting #83
S3-160818
9-13 May 2016 San Jose de los Cabos (Mexico)
revision of S3-160556
Source:
LG Electronics

Title:
pCR to TR 33.899 High Level Security Requirement on Authentication
Document for:
Approval
Agenda Item:
8.9
Work Item / Release:
FS_NSA / Rel-14

Abstract of the contribution: This contribution adds a description in introduction of 5.x.Security area #X: Authentication..
1. Introduction

This pseudo-CR applies to TR 33.899 [1], the study on 5G Security.

According to the high level architecture described in TR 23.799 [2], however, the next generation system architecture shall
· Support new RAT, eLTE and non-3GPP access types (e.g., WLAN, Fixed Broadband Access).

· Support unified authentication framework for different access systems

· Support multiple simultaneous connections of an UE via multiple access technologies.

Also, from the authentication perspective, the next generation system shall consider the various types of devices, e.g., devices with/without 3GPP credentials as mentioned in TR 22.891 [3]. To achieve the aforementioned goals, it is expected that the next generation system shall provide an authentication framework transparent to the type of access, types of devices. However, the existing experience of LTE integration with non-3GPP system resulted in complexity and latency between both systems, for example WLAN interworking (Rel-9) and aggregation (Rel-12, 13). To allow WLAN access in addition to LTE connection, a UE is required to perform full authentication towards WLAN. This kind of redundant signalling or the resulting latency needs to be avoided in Next Generation System. Therefore security architecture of Next Generation System should provide means to handle authentication and security credentials towards Authentication Framework, supporting multi-RATs including non-3GPP.  Signalling overhead and latency for authentication should be minimised.
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3. Proposal
*** Start of First Change ***

.
5.x
Security area #X: Authentication 

5.x.1
Introduction 

Editor's Note: This clause gives background information on the security area.
The security architecture of Next Generation System  provides means tohandle authentication and security credentials towards Authentication Framework, supporting multi-RATs including non-3GPP. Signalling overhead and latency for authenticationneeds to be minimised.
*** End of First Change ***
