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Abstract of the contribution: This contribution is related to the security area RAN signalling security described in contribution S3-160781. This contribution proposes to identify a new key issue and related solutions. 
1. Introduction

This pseudo-CR applies to TR 33.899 [1] “Study on Architecture and Security for Next Generation System” and addresses the security area “RAN signalling security” described in contribution S3-160781. This contribution proposes to add a key issue related to the protection of the signalling messages over the Uu interface.
In 2G, 3G and 4G, almost all the security model is based on the long term secret key (called Ki in 2G and K in 3G/4G). However, recent news have highlighted the vulnerability of this strategy:
· Transmission of signalling and access data (RAND, SRES, AUTN, TMSI) in clear text during the early access stages
· Flaws in SS7 protocol [2]
· Hacking of long term secret keys by attackers [3]
Because signalling and access data are transmitted in clear text, the leakage of the K/Ki keys dramatically decreases the level of security. Indeed, the decoding and even the intrusion of the messages involved in the key derivation functions for authentication, integrity and confidentiality are particularly easy over the Uu interface.

Besides, some procedures (attach, and sometimes roaming management) still allows the transmission in clear text of sensitive information such as the IMSI, IMEI or IMEISV. Such procedures can be watched by passive attackers, and even intruded by active or Man in the Middle attackers. As a consequence, sensitive subscriber information can be intercepted and decoded over the Uu interface, and further exploited by tracking or monitoring systems. 
In order to mitigate the consequence of a leakage of long term secret key, UE and subscriber identities, we therefore introduce a new key issuecalled “Protection of signalling over the Uu interface” which is about preserving crucial signalling messages that are today exchanged in clear text and easy to intercept. We identify security threats and solutions that can address them.
2. Proposed pCR

Accordingly to the discussion presented in the previous section it is proposed to introduce the following changes to [1]:

NOTE: In the following we refer to the Uu interface as the radio air interface between the UE and the eNB (in 4G terms).
5 Key issues and solutions
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************* Start of change *********************************************
5.x.3
Key Issues
5.x.3.1
Key Issue #x.1: Reducing interception capability over the Uu interface
5.x.3.1.1
Key issue details

In the current architectures, no protection is applied on the transmission of several crucial parameters that are exchanged during the first access stages with the network (and during roaming procedures). These parameters are used for performing the authentication with privacy, and setting up the integrity and the confidentiality protections of the user and control planes. Thus, preventing the interception of such parameters through the Uu interface would be a major security enhancement in <Next Generation System>.
5.x.3.1.2
Security threats 

Taking into account that long secret key can be revealed, it is then very easy for an eavesdropper to retrieve the other necessary parameters to decode the confidentiality, the integrity and the privacy of a communication. Besides, the interception of identifiers can also reveal sensitive information such as identity or location. This work is made easy because of the absence of protection of the Uu interface (i.e the radio air interface between the eNB and the UE) when sending this information.

Concerning the authentication procedure, the following crucial messages are exchanged in clear text 
· In 2G: RAND, SRES and TMSI
· In 3/4G: RAND, RES, AUTN and TMSI
Moreover, concerning the initial attach procedure, sensitive information such as IMSI, IMEI, IMEISV, TMSI or GUTI can also be sent in plain text without any protection over the Uu interface.
Preventing the interception of these message exchanges would enhance privacy and strongly mitigate the consequences of a leakage of K/Ki keys.
5.x.3.1.3
Potential security requirements

The leakage of the long term UE identity and Subscriber identity is of course one of the main threats for privacy. Similarly, the leakage of the long term secret key is one of the main threats for security. 

However, solutions can be implemented in order to strongly mitigate the consequences of such leakage especially over the Uu interface. Solutions shall particularly target the protection of the parameters mentioned in 5.x.3.1.2 and every signalling and access parameter that are sent in clear text, especially during the early access stage of the UE to the network.

In practice, the protection of signalling over the Uu interface cannot be based on a shared secret that could be hacked in a similar way as K/Ki keys. Protections shall address any attacker (passive or man-in-the-middle). Different protection systems could be designed depending on the use case and the available resources.
5.x.4
Solutions

5.x.4.1
Solution #x.1: Use of Secret Key Generation 
5.x.4.1.1
Introduction  

In section 5.x.3.1.3 we specify that the protection shall not rely on a shared secret.  Following this requirement, the first solution that can secure signalling over the Uu interface is secret key generation. Secret key generation was already presented in SA3 through [5][6].
5.x.4.1.2
Solution details  

Secret key generation process is formalised in [7] and practical applications cases are available in [8].

The principle of secret key generation is to take advantage of the reciprocity of the channel when two devices operate on the same frequency to transform channel measurements performed between the eNode B and the UE into a key. This key is thus generated without any explicit exchange that could reveal its content. Besides, thanks to spatial decorrelation, secret key generation ensures that an eavesdropper cannot compute that same key since its channel measurements is different.
This key can then be used to initiate a ciphering procedure to secure the transmission of the authentication challenge or other crucial signalling and access parameters that are today sent in clear text over the Uu interface.
There is no need to compute such a secret key at each signalling exchange. A computed secret key can be kept into memory by the UE and the eNode B and used to protect further exchanges. 

5.x.4.1.3
Evaluation 

Secret key generation offers the opportunity to derive a new key which does not rely on a shared secret. This key can be used to protect the signalling over the Uu interface. 
The main principle of secret key generation is to take benefits of the channel reciprocity.  As a consequence, secret key generation applies directly to TDD networks. It can also apply to FDD if the UE and the eNode B have the ability to operate on the same carrier frequencies for the access stages. 
Furthermore, channel measurements require fast exchange over the Uu interface. However this requirement will not be a problem with the expected latency defined in SMARTER [4]. 

Secret key generation procedure would require some more prior exchanges and thus more time than a classical procedure. Nevertheless, when a secret key has been generated, it can thus be used during a large amount of time that can be decided by the network. The consequence of the latency of generation is thus very limited. Moreover, this key can be shared to other layers of the core network and be used as a temporal identifier or ciphering key if needed.
This solution completely prevents passive eavesdropping since an eavesdropper cannot neither observe nor calculate the channel measurements between the UE and the eNode B. 
Concerning man-in-the-middle attack and others risks relevant to rogue eNodeB or UE, secret key generation offers two major opportunities:
· It prevents any third party to decode and intrude the messages between legitimate transmitters and receivers

· It allows the detection of intrusion attempts. In this case, the UE and the eNode-B observe messages receiving in parallel with uncorrelated channel measurements. First the eavesdropper will be able to perform only a separate authentication attempt, then legitimate nodes and terminals will be able to detect this separate authentication attempt.

In that sense, secret key generation fulfills the potential security requirements indicated in 5.x.3.1.3.
5.x.4.2
Solution #x.2: Use of beamforming-based procedure 
5.x.4.2.1
Introduction  

Beamforming is a promising solution for high data rate transmission, especially for MIMO and massive MIMO RATs. In addition, beamforming can be reused as a solution for security enhancement for the protection of the signalling over the Uu interface.

5.x.4.2.2
Solution details  

The principle of beamforming is to create a dedicated link with enhanced radio conditions (in the sense of radio propagation and energy budget) between the UE and the eNode B. To do so, both eNode B and UE measure the channel matrix in order to optimize the transmission scheme. Once the dedicated link is set up, the legitimate radio link can take benefits of a significant advantage for security: the antenna pattern is optimized for node and terminal, and most often decreases in the same time the reception quality for any third party. 

Finally, crucial information can thus be exchanged with optimized radio conditions for legitimate node and terminal and low probability of interception by any kind of eavesdropper. 

5.x.4.2.3
Evaluation 

Beamforming relies on the propagation measurements and does not rely on a shared secret.

This technique depends on the deployment of multi-antenna transmitting and receiving devices which is already the case in 4G and will be enhanced in <Next Generation System> according to SMARTER [4]. 

Moreover, beamforming would improve the reception of the information for the legitimate receiver and reduce the risk of error during the procedures. 

Beamforming-based procedure uses information related to propagation conditions, such as equalization outputs. It thus can be applied for on-going data transmission without added exchanges.
Concerning early access stages, beamforming-based procedure requires prior information on radio propagation that can be determined during the early synchronization (on broadcast signalling messages) or during the channel negotiation protocol. Dedicated radio channel measurement procedures could also be added. In this case, the relevant message exchanges would take place during the earliest access stage within a short amount of time and would cause very limited consequences on spectrum occupancy and latency.
Beamforming would significantly reduce the decoding capabilities of a passive eavesdropper. A man-in-the-middle attacker would also experience much more difficulties to receive, synchronize and decode intercepted signals. Finally, without a correct decoding of the signalling and access messages, attackers would not be able neither to get the exact content of the authentication, integrity and cipher parameters nor the content of the data messages at the Uu interface, even if they have the K/Ki keys.

In that sense, beamforming-based procedure makes radio environment more complex for eavesdroppers. Finally, beamforming increases the chance to fulfill the potential security requirements indicated in 5.x.3.1.3. In addition, beamforming procedures can be reinforced by:

· Secret key generation (see 5.x.4.1), using the same radio measurements,

· Artificial noise techniques, that decrease even more eavesdropping capabilities for decoding [9],

· Secrecy procedures that mitigate any information leakage to third party [8].



***************** End of change ********************************************
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