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Abstract of the contribution: This contribution proposes an informative annex providing an overview of the security in the IEEE standards for Wireless Access in Vehicular Environment. 
1 Background
V2X communication is a central component in ITS systems. V2X safety related applications rely on two fundamental types of messages, the cooperative awareness messages (CAM) and the decentralized environmental notification messages (DNM). CAM and DNM messages are transmitted via broadcast communication. The safety aspect in these applications makes it important that such broadcast communication is protected from attacks like replay and alteration. In ETSI TS 102 941, it is stated that CAM and DNM messages require authorization, authentication and integrity protection.
2 ITS Security

The consensus in other SDO’s looking into security in ITS systems is that public key certificates and PKI’s are used to establish and maintain trust between all of the V2X communication peers. In particular, this was the case in IEEE which has produced a set of standards (IEEE 1609) for wireless access in vehicular environment (WAVE) over the 5.9 GHz dedicated short range communication (DSRC) frequency band. The security services used by WAVE devices, specified in IEEE 1609.2, have been endorsed in ETSI standards.
3 Proposal
It is proposed that SA3 studies the security solutions for V2X communication over what can be considered a competing technology for LTE, such as DSRC. The annex below gives an overview of the IEEE 1609.2 standard which belongs to, as of now, the most mature set of standards for DSRC/WAVE networks. Therefore it is proposed to include this annex in the TR.
4 pCR
***
BEGIN CHANGES
***
Annex X (Informative): Overview of IEEE 1609.2 Security Standards for WAVE 

X.1
DSRC/WAVE

DSRC stands for Dedicated Short Range Communication, which refers to radio technologies or spectrum providing services for Intelligent Transportation System (ITS). DSRC has been associated with the term WAVE which stands for Wireless Access in Vehicular Communication comprising the IEEE 1609 family of standards and thus the notation DSRC/WAVE. WAVE is the name of a radio communication system intended to provide interoperable services to transportation.

X.2
WAVE standards 

The WAVE standard specifies a dual data plane protocol stack sharing a common stack at the lower link and physical layers. One stack over the standard internet protocol IPv6 and the other over the WAVE Short Message Protocol (WSMP), a protocol designed for optimized operations in wireless vehicular environment. In particular, the WSMP protocol allows application to directly control physical characteristics such as the channel number and transmitter power. Figure X.2-1 shows the protocols and their associated standards.
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Figure X.2-1: WAVE protocol stack and associated standards

X.3
WAVE security

The IEEE 1609.2 standards specify the security services for application and management messages for WAVE devices. The specified mechanisms are intended to protect against attacks such as eavesdropping, replay, spoofing or alteration. They are also designed to respect privacy and not leak personal, identifying or linkable data to unauthorized parties.

The services and the components within the WAVE security entity shown in Figure X.2-1 are illustrated in Figure X.3-1. The figure shows as well the Service Access Points (SAP) for communication within and with the other entities of the WAVE protocol stack.
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Figure X.3-1: Details of the WAVE security services

The WAVE security services consist of:

· Security processing services: provide processing services to enable secure communications comprising secure data and secure WAVE Service Advertisements (WSA).

· Security management services: provide certificate management services through the Certificate Management Entity (CME) and the Provider Service Security Management Entity (PSSME).

Security processing services: The security processing services include operations such as

· Signing and/or encryption of Protocol Data Units (PDUs) for transmission and verification and/or decryption on reception

· Signing of WSAs for transmission and verification on reception

· Ensuring access to cryptomaterial such as private and public keys and certificates, generating certificate requests and processing responses, and validating Certificate Revocation Lists (CRLs)

The cryptographic mechanisms supported by this standard are the Elliptic Curve Digital Signature Algorithm (ECDSA) and the Elliptic Curve Integrated Encryption Scheme (ECIES).

Security management services: The CME manages the information that enables the security processing services entity to determine the validity of the certificates and the received data. This includes revocation and other status information of all the stored certificates and the certificates that can be used as trust anchors.

The PSSME provides the necessary support for higher layer entities that request to be advertised as secure provider services. In particular, the PSSME communicates certificates and private keys to the security processing services in order to sign WSAs.
***
END OF CHANGES
***
