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Abstract of the contribution: This contribution proposes authorization policy test case to be added to 5.2.3.4.6.1 of TS 33.117. 
1 Introduction
Authorization policy test case is added to 5.2.3.4.6.1 of TS 33.117.  Remove Editor’s Note at the end as it is no longer applicable.
2 Proposed pCR

*** BEGIN OF FIRST CHANGE ***

5.2.3.4.6.1
Authorization policy

Requirement Name: tba

Requirement Description:

The authorizations for accounts and applications shall be reduced to the minimum required for the tasks they have to perform.

Authorizations to a system shall be restricted to a level in which a user can only access data and use functions that he needs in the course of his work. Suitable authorizations shall also be assigned for access to files that are components of the operating system or of applications or that are generated by the same (e.g. configuration and logging files).

Alongside access to data, execution of applications and components shall also take place with rights that are as low as possible. Applications should not be executed with administrator or system rights.

Security Objective references: tba.
Test case: verify authorization policy is in place and that user access and data access in the system are according to the authorization policy, 
Procedure and execution steps:

Pre-Conditions:

Documentation describing the authoirzation policy defined for the system including details on the lowest access rights assigned to user accounts, access to data, application execution and components.

Execution Steps

1.
Assign access rights (e.g. read only) to user accounts, data files, and applications.

2.
Operations, that are allowed as per authorization policy (as defined in the network product documentation), are attempted via the different user accounts, data files, and applications.  

Expected Results:

1.
User accounts, data files, and applications are allowed to be accessed (e.g. able to read but not write to a file, able to execute an application as a user account without administrator rights, etc.) according to the access rights assigned. 

2.
User accounts, data files, and applications are not allowed to be accessed above the access rights assigned (e.g. able to write to a read only file, able to execute an application as an administrator, etc.). 
Expected format of evidence: 

Pass/fail results as recorded by the tester.

*** END OF CHANGE ***
