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Summary
The GSMA’s Fraud and Security Architecture Group (FSAG) wishes to ask the members of 3GPP SA3 to consider the feasibility and potential impacts of the solutions proposed below for the protection of mobile device network capabilities from bidding down attacks. 

2. Introduction and Background
An October 2015 research paper ‘Practical attacks against privacy and availability in 4G/LTE mobile communication systems’ (http://arxiv.org/pdf/1510.07563v1.pdf) describes a number of attacks feasible against/on LTE networks.
In the attack identified in the paper as ‘Denying selected services (D3)’, an active attacker modifies messages exchanged between the eNodeB and UE to deny the target UE from utilizing some network services. Specifically, the paper states the following:
‘The UE initiates an “Attach Request” message to the eNodeB and this message is intercepted by the attacker. The message contains “Voice domain preference and UE’s usage setting” which informs the network about UE’s voice calling capabilities. The attacker removes these capabilities from this unprotected message and adds “Additional update type - SMS only” before forwarding it to the network. The network accepts this message and executes AKA protocol with the UE to complete Attach procedure. However at this step, the MME configures UE’s profile with the received (modified) capabilities, thereby allowing only SMS and data services.
When there is an incoming call for UE, the MME rejects it and informs the cause to the subscriber who is calling. On the other hand, if UE tries to make an outgoing voice call, the network rejects this request and informs the cause. This is an example of a bidding down attack. The denial is persistent since the attack is effective even after the attacker has moved away.
However, the user can recover from the attack by restarting the UE or moving to another TA.’
This attack scenario is possible because during an Attach procedure, only the UE’s security capabilities are sent back to it for confirmation after security activation in order to protect against bidding down attacks (this is specified in TS33.401). The network sends an integrity protected message including the list of supported security algorithms previously received from the UE. 
However, there is no similar confirmation of the network’s capabilities.
FSAG proposes to extend the matching history principle to all parameters, including the network capabilities.
Two possible solutions are identified and described in the following sections. 

3. Solution 1: Attach Request and Security Mode Command
The UE includes in the ‘Attach Request’ message the information to let the network know that it supports the protection feature against bidding down attacks of the network capabilities.  If the network is upgraded to support this feature then the “network capabilities” are replayed back to the UE in an integrity protected way.
As specified in TR 24.301 v13.4.0 the Information Element Identifiers (IEI) F and 5D specify the network capabilities of UE, while the IEI D specifies the device properties. 
A possible way is to use, for example, bit 2 of the IEI D (Device properties) to indicate that the UE is able to process the integrity protection on network capabilities (bit 2 set to ‘1’).  In this case the IEI D (Device Properties) shall not be optional but shall be mandatory. When the network receives an Attach Request, it shall check the bit 2 in the IEI D and if this bit is set to 1, then in the Security mode Command message (see TR 24.301) the UE’s network capabilities will also be included, e.g. in the IE Replayed UE security capabilities or adding a new dedicated IE.
In the first case the actual IE “Replayed UE security capabilities” shall be extended; let us call it ‘Replayed UE security and network capabilities’. Alternatively, a completely new IE can be specified for this issue.
However, since the Attach request is unprotected (no encryption nor integrity protection) an active attacker can modify it to indicate to the network that the device is old and unable to support network capabilities verification.
To counter this attack case, the alternative is that the network (supporting such a feature) always sends back to the UE the received “network capabilities” i.e. inside a new IE in the Security mode command. 
If the UE supports the new feature it shall verify that network capabilities have not been modified during the radio transmission. 
If the UE is old, and therefore unable to process the new IE, it should jump over the unknown information elements and analyse any following information elements (as specified in TS 24.301 V13.4.0 clause “9.9. Other information elements” and in TS 24.007 V13.0.0 clause 11.2.4	Non-imperative part of a standard L3 message). In any case the behaviour shall be verified.

4. Solution 2: Security mode command and Security Mode Complete
In this second proposal, the Attach Request message is not modified.
In the Security Mode Command, using a specific bit, the network notifies to UE its capability to support this new protection feature (i.e. a bit of the IE ‘Spare half octet’ set to ‘1’).
If the UE supports this new feature, (i.e. it is able to understand this bit), then in the Security Mode Complete message the UE provides again its network capabilities (in a protected way as this message is protected), so the network can verify if they match the previous one.
For the legacy terminal, nothing is changed.
In this proposal, it is necessary to identify if there is a bit in the Security Mode Command message that can be used to achieve this goal. Otherwise, a completely new IE, or a revision of an already existing IE, inside a Security Mode Complete message, needs to be specified.

5. Action for 3GPP SA3
This proposal aims to extend the matching history principle also to UE’s network capabilities.
In clause 3 and 4, two possible ways to address this issue have been proposed but other equivalent solutions could be envisaged.
FSAG kindly asks 3GPP SA3 to analyse this proposal in order to better understand the impacts of the solutions proposed and to identify the best way to integrate in the specifications the protection of UE network capabilities to prevent denial of service attacks.

6. Next FSAG Meetings
Please find below the upcoming schedule of conference calls and meetings during which FSAG plans to discuss this topic.
30th May	 		FSAG#34			Conference call
13th June	 		FSAG#35			Conference call
29th to 30th June		FSAG#36			London, United Kingdom	

7. Attachment
Please find below embedded presentation discussed at FSAG#27 in Doha, Qatar on 3rd February 2016.


8. Contact
In case of further questions and/or feedback to the attached document, these can be directed to James Moran, Head of Security, GSMA.
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LTE: Denying selected services 

The paper ‘Practical attacks against privacy and availability in 4G/LTE mobile communication systems’ describes several type of attacks feasible on LTE network.

In particular in the attack identified as ‘Denying selected services (D3)’ an active attacker modifies messages exchanged between the eNodeB and UE to deny the target UE from utilizing some network services.
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This attack scenario is possible since during an Attach procedure, only UE’s security capabilities are sent back to it for confirmation after security activation in order to protect against bidding down attacks. 



In particular to protect against MiTM attacks, the LTE security architecture mandates reconfirmation of previously negotiated security capabilities after the AKA procedure (this is specified in TS33.401). The network sends an integrity protected message including the list of supported security algorithms previously received from the UE. 



Instead, there is no similar confirmation for UE’s network capabilities.



The user can recover from the attack by restarting the UE or moving to another TA.

Current situation of the specification
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We propose to extend the matching history principle to all parameters, including also UE’s network capabilities. 



This allows UE to check that its complete original list of provided capabilities are identical with the ones received by the network. 

Proposal
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This message is sent by the UE to the network to perform an attach procedure 

As specified in TR 24.301 the Information Element Identifier (IEI) F and 5D specify the network capabilities of UE, while the IEI D specify the device properties. 





The idea is to use the Device properties IE to also indicate if the MS is configured to support the protection against down bidding attack of network capabilities.  

We could use for example bit 2 to indicate if the terminal is able to process the integrity protection on network capabilities (bit 2 set to ‘1’) or if the terminal isn’t able to perform this check (bit 2 set to ‘0’). 

Attach Request







		0		 		 		 		MS is not configured to support network capabilities protection (old MS)

		1		 		 		 		MS is configured to support network capabilities protection (new MS)



		0		 		 		 		MS is not configured for NAS signalling low priority

		1		 		 		 		MS is configured for NAS signalling low priority
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This message is sent by the network to the UE to establish NAS signalling security (see TR 24.301).

The proposal is to add, in the Security Mode Command, for example in the IE Replayed UE security capabilities or adding a new dedicated IE, also the network capability of UE sent in the Attach Request, that means the Voice domain preference and/or Additional update type, in order to protect also network capabilities from ‘bidding down attacks’

The new IE, let us call it ‘Replayed UE security and network capabilities’ need to be extended i.e. like the following (to further analyzed if octet from 8 to 11 can be optional). Alternatively a completely new IE can be specified for this issue.

Security mode command







		 		8		7		6		5		4		3		2		1		 

		UE security capability IEI		octet 1		 

		Length of UE security capability contents		octet 2		 

		 
EEA0		128-
EEA1		128-
EEA2		128-
EEA3		 
EEA4		 
EEA5		 
EEA6		 
EEA7		 
octet 3		 

		 
EIA0		128-
EIA1		128-
EIA2		128-
EIA3		 
EIA4		 
EIA5		 
EIA6		 
EIA7		 
octet 4		 

		 
UEA0		 
UEA1		 
UEA2		 
UEA3		 
UEA4		 
UEA5		 
UEA6		 
UEA7		 
octet 5*		 

		0
spare		 
UIA1		 
UIA2		 
UIA3		 
UIA4		 
UIA5		 
UIA6		 
UIA7		 
octet 6*		 

		0
spare		 
GEA1		 
GEA2		 
GEA3		 
GEA4		 
GEA5		 
GEA6		 
GEA7		 
octet 7*		 

		Voice domain preference and UE's usage setting IEI		octet 8		 

		Length of Voice domain preference and UE's usage setting contents		octet 9		 

		0
Spare		0
Spare		0
Spare		0
Spare		0
Spare		UE's
usage setting		Voice domain preference for E-UTRAN		 
octet 10		 

		Additional update type
IEI		0
Spare		0
Spare		0
Spare		AUTV		 
octet 11		 
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Analysis of the proposal







Since the Attach request is unprotected (no encyption nor integrity protection) an active attacker can modify it, to simulate that the device is old and unable to support network capabilities verification. A possible way to address this attack:



If the network is able to support such a feature, the network can always send back to UE the network capabilities received from UE(ie. inside a new IE in the Security mode command). What happens if the UE is old, so not able to process the new IE? If this new IE is discarted by old UE, it’s ok! It could not be necessary to specify in the Attach request if the UE support or not this feature.

Otherwise it’s necessary a way to let the new UE known if the network is able to support network capabilities verification, in order to identify an active MiTM attack 



Maybe other possible vulnerabilities are related to this proposal…







*
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Open Issues

 Completely new Information Element (IE) or a revision of an already existing IE inside a Security Mode Command message?



What is the currently specified 3GPP behaviour of the UE, if it receives a new/unkown IE?



Is there a way for the new UE to know if the Network is able to support a new feature (ie the network capabilities verification)?
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An alternative approach







Another way to address protection of  UE’s network security capabilities could be the following:



Attach Request remains the same

In the Security Mode Command, using a specific bit the network notifies to UE its capability to support this new protection feature (ie a bit of the IE ‘Spare half octet’ set to ‘1’) 

If the UE supports this new feature (it is able to understand this bit), than in the Security Mode Comlete message the UE provides again its network capabilities (in a protected way since this msg is protected), so the network can verify if they match or not to the previous one.

For the old terminal, nothing is changed.







*
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Open Issues

is there is a bit in the Security Mode Command message that can be used for this goal?



 Completely new Information Element (IE) or a revision of an already existing IE inside a Security Mode Complete message?
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Conclusion







This proposal aims to extend the matching history principle to also UE’s network capabilities



We’ve identified in the IE device properties (inside Attach Request message) a way to indicate if the terminal is able to process the integrity protection of the network capabilities.

It remains to identify a way for the UE to uderstand if the network is able to support the  protection of the UE network capabilities



An alternative approach is to indicate in the Security Mode Command if the network supports this new feature, and in this case in the Security Mode Complete the UE will resend its network capabilities integrity protected



 We can present this proposal as a discussion paper inside 3GPP (SA3?), in order to further discuss it and to find a proper solution 

for 4G network.
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