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ETSI SAGE thanks 3GPP SA3 for the request to complete the design work for the new GIA4 (integrity), GEA5 (encryption) and GIA5 (integrity) algorithms.

SAGE has completed its design work on the new GIA4 (integrity), GEA5 (encryption) and GIA5 (integrity) algorithms.  Test data and sample source code will be ready very soon.
ETSI SAGE has passed the designs to the rapporteur of the EASE_ALGOs_SA3 for inclusion into 3GPP specifications as SAGE has been advised by the ETSI secretariat that permission is required before these designs can be made public.
Publication of 3GPP crypto algorithms has been rather complicated in the past, particularly because of controls by the French authorities (ETSI / 3GPP servers being hosted in France).  Some previous algorithms have been published directly as 3GPP specifications, while in other cases the 3GPP specifications have been “shells” pointing to the actual specifications published elsewhere (e.g. by GSMA).  ETSI SAGE discussed on this with ETSI secretariat and our plan is as follows:
· In this case it is planned that all of the new algorithms will be published directly as 3GPP Technical Specifications.  We expect that the authorities will allow this.  (If not, we will have to reconsider.)

· ETSI SAGE have provided the normative specifications to ETSI secretariat, who will open the discussion with the French authorities.

· For the May 2016 SA3#83 meeting, ETSI SAGE have provided a the algorithm specifications to the 3GPP SA3 EASE_ALGOs_SA3 rapporteur who in turn has created documents in SA3 showing exactly what the inputs and outputs of the algorithms will be, so that SA3 can confirm that the algorithms meet their requirements.

· ETSI SAGE hope that approval for publication will have been received from the French authorities in time for the mid-June SA#72 Plenary meeting.  We are also confident that the sample C code (which forms an informative annex to the algorithm specifications), and the test data documents, will all be ready well before that SA Plenary meeting.
· So, if SA3 is happy with this approach, the full set of algorithm specification documents can be presented to SA#72 for one-step approval.

· Note: SAGE is in effect asking SA3 to approve documents that it has not seen.  This is not ideal, but the same has happened for several previous algorithms.  The alternative is to submit the full algorithm specifications to SA3#84 in July, and then to SA#73 in September.  SAGE has no preference, but we anticipate that SA3 would prefer the more aggressive timescale.
· It is possible, of course, that approval from the French authorities takes longer than we had hoped, in which case SA Plenary approval will probably have to wait until SA#73 anyway.

Action: ETSI SAGE request SA3 to choose between the approaches and timescales outlined above.  If SA Plenary approval in June is desired, then we invite SA3 to approve the algorithm specifications at SA3#83.
