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1. Overall Description:

SA3 would like to thank SA2 for their LS on Security aspects of solution #5 for making UE-detected IMS emergency session successful with S8HR as a roaming architecture for VoLTE.
SA3 would like to point out, that, for unauthenticated emergency calls, there is no security to consider.

SA3 understands the solution for unauthenticated emergency calls as follows: for initiating an emergency call, the roaming UE always sets up an emergency bearer to an emergency APN to connect to a PCSCF in the visited network. Authentication for emergency registration in the P-CSCF is taking place by relying on the UE's access authentication. The assumption is that both emergency APN and P-CSCF are aware that this is an emergency registration, and thus limit the available services to emergency services.

The binding of access authentication and IMS authentication also happens in GIBA.

Thus the restrictions for GIBA (TS33.203 Annex T.5) need to be covered in the solution. The text in italics is taken from that Annex:

a) The mechanism assumes that only one contact IP address is associated with one IMPI. Furthermore, the mechanism supports the case that there may be several IMPUs associated with one IMPI.
Because the mechanism is for an emergency bearer only, the assumption of only one contact IP address for the emergency call is reasonable, but must be ensured by the solution.

b) In GIBA the IMS user authentication is performed by linking the IMS registration (based on an IMPI) to a PDP context (based on an authenticated IMSI). The mechanism here assumes that there is a one-to-one relationship between the IMSI for bearer access and the IMPI for IMS access.
Because the mechanism is for an emergency bearer only, the assumption of a one-to-one relation between IMSI and IMPI for emergency calls is reasonable, but must be ensured by the solution.

c) For the purposes of the present document, an APN, which is used for IMS services, is called an IMS APN. An IMS APN may be also used for non-IMS services. The mechanism described in the present document further adds the requirement on the UE that it allows only one APN for accessing IMS for a PLMN and that all active PDP contexts, for a single UE, associated with that IMS APN use the same IP address at any given time.
Because this authentication solution is limited to emergency calls and doesn't allow usage of any other services because of this authentication, the assumptions are reasonable that a UE is using only one IMS APN for emergency calls, and using the same IP address for all active PDP contexts used for emergency call. However the solution needs to ensure this requirement.

d) The GIBA mechanism relies on the Via header remaining unchanged between the UE and the S-CSCF for requests and responses sent in the direction from the UE to the S-CSCF. 
Because in the solution P-CSCF performs the emergency authentication, this requirement is automatically met.

e) Due to the fact that the Authorization header is not included in REGISTER requests in GIBA, the I-CSCF is unable to use the presence or absence of the "integrity-protected" parameter to distinguish initial and non-initial REGISTER messages. Therefore the S-CSCF reselection procedure described in clause 5.3.1.3 of TS 24.229 [8] cannot be used.
This requirement doesn't apply because UE's I-CSCF and S-CSCF are not involved.

f) GIBA requires the GGSN to be in the home network. 
Because in the solution the binding information comes from the PCRF in the visited network, and not HSS in the home network, IP address assignment takes place in the same network in which the authentication is relied on. Thus, this requirement doesn't apply.

g) GIBA works with UEs that contain a SIM or a USIM, whereas full IMS security requires a USIM or ISIM. GIBA does not authenticate at the IMS level. Instead, it relies on bearer level security at the GPRS or UMTS PS level. Because there is no key agreement, IPsec security associations are not set up between UE and P-CSCF, as they are in the full IMS security solution. 
Because the solution deals with emergency calls for VoLTE, reliance on access network security together with enforcing IP-address binding is considered acceptable, as it provides the same security as circuit switched calls.

h) The solution works by binding the IMS level transactions to the GPRS or UMTS PS domain security association established at a GPRS or UMTS PS domain level. In doing so, it creates a dependency between SIP and the PS bearer, which does not exist with the full IMS security solution. This means that the interim solution does not provide as high a degree of access network independency as the full solution. In particular, the solution does not currently support scenarios where IMS services are offered over WLAN. If support for WLAN access is required then the full solution must be used or GIBA must be extended to cover WLAN access.
Because the solution deals with VoLTE, WLAN access is considered out of scope.

i) GIBA derives the public user identity used in the REGISTER request from the IMSI. Consequently, the same derived public user identity cannot be simultaneously registered from multiple terminals, using only GIBA registration procedures. However, simultaneous registration of a public user identity from one terminal using GIBA, and from other terminals using fully compliant IMS security is not precluded. 
The reuse of IMSI derived public user identities is not an issue for emergency calls. 

k) Unlike in fully compliant IMS security, the private user identity is not included in the REGISTER requests when GIBA is used for registration, re-registration and mobile-initiated de-registration procedures. Subsequently, all REGISTER requests from the UE shall use the IMSI-derived IMPU as the public user identity even when the implicitly registered IMPUs are available at the UE. Otherwise, the I-CSCF would be unable to derive the private user identity that is needed to query the HSS in certain Cx messages.
This requirement doesn't apply because UE's I-CSCF and S-CSCF are not involved.

Conclusion:

The proposal in solution 5 of TR23.749 can provide security for authenticated emergency calls equivalent to the security of authenticated circuit switched emergency calls, given the solution ensures the requirements pointed out above.
2. Actions:

To SA2 group.

ACTION: 
SA3 kindly asks SA2 to take the above into consideration.
3. Date of Next TSG-SA WG3 Meetings:

SA3#84
25-29 July 2016
Chennai, India
SA3#85
7-11 November 2016
Santa Cruz de Tenerife, Spain
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