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Overall description
Subclause 9.3.5 in TS 33.179 describes integrity protection for XML documents. TS 33.179 points to the W3 recommendation for the details: W3C: "XML Signature Syntax and Processing (Second Edition)", http://www.w3.org/TR/xmldsig-core/. However, on inspection of this recommendation, CT1 has found that the following types of signature can be used to integrity protect an XML document:
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3GPP TS 33.179 is not clear on what signature schemes the MCPTT client and MCPTT server need to support. Without any clear guidance, the MCPTT client and MCPTT server would need to support all signature schemes.

Additionally, CT1 has taken the assumption that:

1. If a SIP message contains many XML bodies and integrity protection is on:

a. then all XML bodies must be integrity protected, i.e. it is not possible to selectively integrity protect XML bodies; and

b. a separate signature needs to be provided for each XML body.

2. Integrity protection and confidentiality protection are independent functions and configuration of each of the functions is controlled independently, i.e. 

a. it is possible to send confidentiality protected content that is integrity protected or not integrity protected.

b. it is possible to send integrity protected content containing or not containing confidentiality protected content.

2
Actions
To SA3

ACTION: 
3GPP TSG CT WG1 asks SA3 the following:
1. To provide clarification in their specifications on the requirements for the MCPTT client and MCPTT server for the support of XML signature schemes; and

2. To provide feedback on the assumptions above regarding a SIP message containing many XML bodies, and the relationship between integrity protection and confidentiality protection.
3
Dates of next TSG CT WG1 meetings
TSG CT WG1 Meeting 98
23-27 May 2016
Osaka, Japan

TSG CT WG1 Meeting 99
25-29 July 2016
Tenerife, Spain
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