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[bookmark: OLE_LINK5][bookmark: OLE_LINK6][bookmark: OLE_LINK7]Abstract of the contribution: This contribution discusses the future work for SCAS and gives a proposal.
Introduction 
The works of TR33.117 and TR33.116 have already been relatively stable. The future work for SCAS needs to be discussed. This contribution discusses the future work for SCAS and gives a proposal.
Analysis
[bookmark: OLE_LINK56][bookmark: OLE_LINK65][bookmark: OLE_LINK39][bookmark: OLE_LINK40][bookmark: OLE_LINK55][bookmark: OLE_LINK53][bookmark: OLE_LINK54][bookmark: OLE_LINK14][bookmark: OLE_LINK15][bookmark: OLE_LINK16][bookmark: OLE_LINK17][bookmark: OLE_LINK3][bookmark: OLE_LINK4][bookmark: OLE_LINK1][bookmark: OLE_LINK2][bookmark: _GoBack][bookmark: OLE_LINK59][bookmark: OLE_LINK60][bookmark: OLE_LINK61]SA3 has  proposed general security assurance requirements and security assurance specification for the MME network product,  which are relatively stable.  The GSMA is working on the pilot project. We have some experiences of security assurance requirements for 3GPP network product elements now. To ensure  the security of a whole operator network, other network elements, especially which have high security risks, need to have the security assurance requirements to stipulate the implementation of the vendor’s device. So we propose SA3 to start the security assurance study for other network elements i.e. (H)eNB (The term covers HeNB eNB, and all kinds of small cells as they named in the maket) and PGW which have high security risks. The reasons of selecting (H)eNB and PGW are as below:
1. [bookmark: OLE_LINK62][bookmark: OLE_LINK63][bookmark: OLE_LINK48][bookmark: OLE_LINK49]From network deployment’ view, (H)eNB and PGW have the higher security risks than other network elements because they are located on the border of the operator network and they have interfaces to connect to external entities (e.g. a UE or a server on Internet). An adversary can use this interface to attack (H)eNB/PGW directly or attack other network elements such as MME via compromised (H)eNB/PGW. In addition, (H)eNB and PGW have the following security risks respectively:
· (H)eNB is located in an insecure environment and the attack can  be a physical attack (e.g. tampering hardware, or replaced by a malicious device) for (H)eNB. In addition, the number of deployed (H)eNB is large, and  the normal operation of a network will be greatly impacted if many (H)eNBs have been compromised. 
· PGW is connected to Internet, so all attacks on Internet could be applied to PGW.
2. [bookmark: OLE_LINK18][bookmark: OLE_LINK19]From network functions’ view, we need to focus on the specific security assurance requirements for other network elements. It is different from MME that (H)eNB and PGW have the user plane process, so how to assure the protection of user data complying with 3GPP’s security assurance specification needs to be studied. In addition, as the whole user traffic passes through PGWs, PGW products offer complex functions (both standardised and proprietary) that analyse user traffic, besides the basic PGW function of transport and routing. Examples for such functions are: HTTP proxies, deep packet inspection, 3GPP Traffic Detection Function (TDF). Analysis of complex input from untrusted sources always bears the risk that implementation robustness flaws can lead to compromise of the PGW products. 
3. [bookmark: OLE_LINK8][bookmark: OLE_LINK9][bookmark: OLE_LINK12][bookmark: OLE_LINK13]From platform security’s view: TS 33.401 and TS 33.320 have define the secure environment and trusted environment for (H)eNB to support the execution of sensitive functions and the storage of sensitive data (e.g. keys). Although 3GPP has specified the functions of secure environment and trust environment, how to assure the implementation of the products to comply with the 3GPP’s specifications still needs to be studied. 
[bookmark: OLE_LINK66][bookmark: OLE_LINK67]We propose to start the study of (H)eNB and PGW security assurance now. Based on our current work, in 33.117 general security assurance of 3GPP network elements are being specified, we just need to identify the specific security requirements of (H)eNB and PGW. We expect that  specific security assurance requirements for (H)eNB and PGW  will be limited (e.g. the user-plane protection, security requirements of the secure environment), so that we can simultaneously study the specific security assurance requirements for (H)eNB and PGW. This can speed up the implementation of security assurance requirements in the vendor's devices. It will ensure the security of the devices which have the higher security risks in the operator network and also reduce the security risks for the operator network.

Proposal
From above analyses, we propose SA3 to start the security assurance study for (H)eNB and PGW now. Two SIDs are proposed. The detailed SIDs can refer to S3-160668 and S3-160669.
