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************ Start of Changes ************

************ Change 1 ************
7.6 
Solution #6: End-to-end protection for private call in on-network

7.6.1 
General

This solution address the Key Issue#12 (on-network) mentioned in the present document. 

Based on the deployment scenario either SDES or KMS key management mechanism and based on the functionality supported (like discreet listening) either e2e or e2ae mode to be selected for private call protection. 

-
For the deployment options, where the MCPTT server and the SIP core are administered by the same party (Operator or PS agency), then either SDES (with e2e or e2ae protection) or KMS key management solution (e2e protection) as specified in TS 33.328 is used for private call confidentiality. 

-
For the deployment options, where the MCPTT server and the SIP core are administered by different parties (Operator and PS Agency) and if MCPTT service provider domain desire to provide their own key management service, then KMS key management solution with e2e mode as specified in TS 33.328 [12] is used. 

-
For the deployment options, where the MCPTT server and the SIP core are administered by different parties (Operator and PS Agency) and if MCPTT service provider domain trust the SIP Core, then either SDES (with e2e or e2ae protection) or KMS key management solution (e2e protection) as specified in TS 33.328 [12] is used for private call confidentiality.

The MCPTT UE may learn of a preference for e2e-security for a particular session using a particular key management protocol by explicit user action via the user interface or by the security policy implemented on the MCPTT UE. 

The media plane security for RTP based media is based on SRTP. The media plane security for MSRP, used in session-based messaging, is based on TLS. TLS is also used to protect BFCP. 




7.6.2 
End-to-end protection using SDES 

Figure 7.6.2-1 shows the e2e secure Private call set-up procedures for one RTP media stream using SDES based e2e security, as specified in TS 33.328 [12]. Figure 7.6.2-1 is based on the private call setup procedure specified in the TS 23.179 [10]. The procedures shown in the figure 7.6.2-1 apply to MCPTT users located in the same MCPTT system. The same concepts apply to MCPTT users in multiple MCPTT systems. 
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Figure 7.6.2-1: Private call setup flow for e2e protection case using SDES

The MCPTT client 1 and the MCPTT client 2 rely on MCPTT user authentication to authenticate each other. The SDP crypto attribute requires the services of a data security protocol to secure the SDP message [cf. TS 33.328]. For the use of SDES in MCPTT service, the SIP signalling security mechanisms defined for MCPTT service is used.

1.
It is assumed that MCPTT users on MCPTT client 1 and MCPTT client 2 are already registered for receiving MCPTT service.

2.
User at MCPTT client 1 would like to initiate an MCPTT private call for the chosen MCPTT user. 

3.
MCPTT client 1 sends an MCPTT private call request towards the MCPTT server (via SIP core) for establishing a private call with the MCPTT client 2. MCPTT client 1 sends an SDP Offer for an SRTP stream containing one or more SDES crypto attributes contains at least one master key K1, and other security context parameters chosen by MCPTT client 1 as specified in TS 33.328 [12] to the MCPTT server. 

4.
MCPTT server checks whether the MCPTT user at MCPTT client 1 is authorized to initiate the private call, and that MCPTT user at MCPTT client 2 is authorized to receive the private call. 

5.
MCPTT server may provide a progress indication to MCPTT client 1 to indicate progress in the call setup process. Step 5 may occur at any time following step 4, and prior to step 9.

6.
If authorized, MCPTT server forwards the SDP Offer to the MCPTT client 2.

7.
The receiving MCPTT client 2 notifies the user about the incoming private call.

8. 
The receiving MCPTT client 2 accepts the private call automatically, and an acknowledgement is sent to the MCPTT server (via SIP core). MCPTT client 2 selects one of the received SDES crypto attributes, and then replies with an SDP Answer for an SRTP media stream, including one SDES crypto attribute with at least one master key K2, and other security context parameters chosen by MCPTT client 2 as specified in TS 33.328 [12] to the MCPTT server.

9.
Upon receiving the acknowledgement from MCPTT client 2 accepting the private call request, the MCPTT server informs the MCPTT client 1 about successful call establishment. The MCPTT server forwards the SDP Answer towards the MCPTT client 1. 

10.
MCPTT client 1 and MCPTT client 2 have successfully established media plane for communication and either user can transmit media. The protected RTP media stream is sent between MCPTT client 1 and MCPTT client 2. MCPTT client 1 integrity protects / encrypts the media stream sent towards MCPTT client 2 using key K1 (and possibly further master keys) from the crypto attribute selected by MCPTT client 2 and checks integrity / decrypts the media stream arriving from MCPTT client 2 using key K2 (and possibly further master keys).

7.6.3 
End-to-access edge using SDES 

For the e2ae mode, SDES is run between an MCPTT Client and a SIP edge proxy (i.e. a P-CSCF (IMS-ALG) in case of IMS and an inbound/outbound proxy in case of SIP core), as specified in TS 33.328 [12].

7.6.4 
End-to-end protection using KMS

Access to the KMS is granted based on user authentication and authorization [cf., TS 33.328]. User authentication may be based on MCPTT user authentication. 


Figure 7.6.4-1 shows the Private call set-up procedures for one RTP media stream using SDES based e2e security, as specified in TS 33.328 [12]. Figure 7.6.4-1 is based on the private call setup procedure specified in the TS 23.179 [10]. The procedures shown in the figure 7.6.4-1 apply to MCPTT users located in the same MCPTT system. The same concepts apply to MCPTT users in multiple MCPTT systems. 
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Figure 7.6.4-1: Private call setup flow for e2e protection case using KMS

1.
It is assumed that MCPTT users on MCPTT client 1 and MCPTT client 2 are already registered for receiving MCPTT service. 

2.
User at MCPTT client 1 would like to initiate an MCPTT private call for the chosen MCPTT user. Then depending on KMS and local policy, the MCPTT client 1 will either interact with the KMS to obtain keys and a MIKEY-TICKET Ticket usable for MCPTT client 2, or it will create the ticket by itself as specified in TS 33.328 [12].

3.
MCPTT client 1 sends an MCPTT private call request towards the MCPTT server (via SIP core) for establishing a private call with the MCPTT client 2. MCPTT client 1 sends an SDP offer for an RTP or MSRP session containing a MIKEY-TICKET offer for MCPTT client 2 to the MCPTT Server. 
4.
MCPTT server checks whether the MCPTT user at MCPTT client 1 is authorized to initiate the private call, and that MCPTT user at MCPTT client 2 is authorized to receive the private call. 

5.
MCPTT server may provide a progress indication to MCPTT client 1 to indicate progress in the call setup process. Step 5 may occur at any time following step 4, and prior to step 9.

6.
If authorized, MCPTT server forwards the SDP Offer to the MCPTT client 2.

7.
The receiving MCPTT client 2 notifies the user about the incoming private call. MCPTT client 2 checks if it is authorized to resolve the ticket and if that is the case MCPTT client 2 interacts with the KMS to resolve the ticket and receive keys, as specified in TS 33.328 [12].

8. The receiving MCPTT client 2 accepts the private call automatically, and an acknowledgement is sent to the MCPTT server (via SIP core). MCPTT client 2 including a MIKEY-TICKET response as specified in TS 33.328 [12] to the MCPTT client 1 through the MCPTT server.

9.
Upon receiving the acknowledgement from MCPTT client 2 accepting the private call request, the MCPTT server informs the MCPTT client 1 about successful call establishment. The MCPTT server forwards the SDP Answer towards the MCPTT client 1. 

10.
MCPTT client 1 and MCPTT client 2 have successfully established media plane for communication and either user can transmit media. MCPTT client 1 derives the media session keys and initiates the media plane security. For an RTP session this means sending and receiving SRT(C)P streams and for an MSRP session this means setting up a TLS-PSK tunnel to protect the MSRP messages.

7.6.5 
Feasibility analysis of SDES and KMS mechanism

7.6.5.1 
SDES and KMS mechanisms
As specified in TS 33.328, the SDES and KMS are defined for IMS media plane security, which guarantees protection of IMS media against eavesdropping and undetected modification in an end-to-end (e2e) fashion between two terminal devices. 

In order to establish end-to-end security associations for media plane, either of these two mechanisms use the SIP signalling to transmit necessary security parameters through the SIP infrastructure: 
-
The SDES is for e2ae and for e2e media protection and it relies on the security of the SIP infrastructure and in particular on SIP signalling security, i.e. IPsec. 
-
The KMS is for e2e protection and aims for high security, independent of the signalling and transport network. It is based on use of a Key Management Service (KMS) and a ticket concept. The security is anchored in the KMS including the functionality used for user authentication and key generation towards the KMS. 

7.6.5.2 
MCPTT media plane security

In MCPTT scenario, it requires that the application media plane has its own security which is independent of network security, so the exchanged security parameters for establishing MCPTT media security cannot be protected from MNO. 

When it assumes that users or application service provider trust the IMS network, this obviously makes sense. But if users or application service provider does not trust the IMS network of MNO and want media data to be hidden from MNO, in case the SIP core is administrated by a rogue MNO, as the IPsec for SIP signalling is manipulated by MNO, it can easily obtain the exchanged security parameters for an end-to-end media plane security.

7.6.5.3 
Feasibility of SDES and KMS

- 
For SDES, as the security parameters for the media plane security is exchanged through SIP signalling and it relies on the security of the SIP infrastructure, so if SIP core is administrated by MNO, the media server may not trust the IPsec protection that is provided to the security parameters by the underlying MNO administering the SIP core. Thus, SDES cannot be used in MCPTT scenario.

-
For KMS, the security is based on the use of a Key Management Server (KMS) and a ticket concept other than IPsec. The exchanged security parameters (i.e. ticket) cannot be used to derive media security directly, instead, only the ticket used as token is transferred and the receiver can use the ticket to get media plane keys from KMS. As a result, MNO cannot obtain the media plane keys from the SIP signalling between users.

Another security need to be considered is that whether the link between user and KMS is secure enough. TS33.328 suggests to use GBA security. If the KMS is administrated by Public Safety agency and if the ISIM/USIM is implemented for dedicated MCPTT usage by PS agency and also the PS UDF stores the corresponding security parameters (i.e. K), GBA can be used because the GBA SA can be assumed to terminated in PS security domain. Otherwise, GBA (i.e. MNO-based) is not used. Besides GBA, some other security mechanisms may ensure the security between user and KMS, but it makes sure that they can prevent MNO from obtaining the media plane keys.

7.6.5.3 
Conclusion

-
If the MCPTT operator is different from the MNO and the SIP core is administrated by MNO, when the MCPTT media needs to be protected against the MNO, SDES security mechanism cannot be used in MCPTT.
-
If the security mechanism between user and KMS can prevent MNO from obtaining the media plane keys, KMS security mechanism can be used.
************ End of Changes ************
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