
3GPP TSG-SA3 Meeting #83 
S3-160655
San Jose de los Cabos, Mexico 9-13 May 2016 








Revision of S3-16xyz
	CR-Form-v11.1

	CHANGE REQUEST

	

	
	33.879
	CR
	0011
	rev
	-
	Current version:
	13.0.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	x
	Radio Access Network
	
	Core Network
	x


	

	Title:

	Clean up – key issues 17 and 18

	
	

	Source to WG:
	Nokia

	Source to TSG:
	S3

	
	

	Work item code:
	MCPTT
	
	Date:
	2016-05-13

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-13

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)

	
	

	Reason for change:
	TR was approved but still some clean up necessary.

	
	

	Summary of change:
	Editor’s note deleted or replaced.

	
	

	Consequences if not approved:
	TR is not followed up, therefore open ed.notes would be misleading.

	
	

	Clauses affected:
	6.18.3, 6.19.3

	
	

	
	Y
	N
	
	

	Other specs
	
	x
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	x
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	x
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


************ Start of Changes ************

************ Change 1 ************
6.18.3
Potential security requirements

The following requirements serve as a guideline for future normative work:

a)
The MCPTT service shall provide a means to support confidentiality of MCPTT user identities from all entities outside the MCPTT service. 

b)
The MCPTT service shall provide a means to support confidentiality of MCPTT signalling from all entities outside the MCPTT service.

NOTE: If there is a need to provide charging information back to the network once the MCPTT UE returns to an on-network mode of operation, carrier charging information have to be made available to these off-network security requirements (i.e. secure storage of the charging information, and confidentiality protection of the charging information).
************ Change 2 ************

6.19
Key Issue #18: Privacy of MCPTT identities 

6.19.1
Issue details

To allow the MCPTT service to meet the Stage 1 requirements and align with the Stage 2, it is expected that each plane operates in an independent manner, especially when MCPTT application and the IMS core are administered by different parties (Operator (carrier) and PS Agency). As a consequence of this, each plane should manage on its own behalf:

a)
Use of identities. Each plane is therefore responsible for the privacy of that plane's own identities; and

b)
Security for that plane. This does not preclude a plane requesting security services from another plane, but that is a decision made within the plane, as to whether to use offered security services or mechanisms within the plane itself.

6.19.2
Security threats

The identity usually identifies a UE or User or a client, if that plane's own identities are leaked and exposed to other planes, there will be some security problems like privacy information exposure, tracing and so on. 

6.19.3
Potential security requirements

The following requirements serve as a guideline for future normative work:

-
The MCPTT identities of each plane shall be used within the corresponding plane and concealed to other planes.
-
When required by the MCPTT Service provider, MCPTT application services layer identities (such as the Mission Critical user identity, MCPTT-ID and MCPTT Group ID) and other application services sensitive information (as further described in reference [10] clause 8.1), shall be contained within the application plane and shall provide a means to support confidentiality and integrity of the application plane from the SIP signaling plane.

-
When protection of identities and other sensitive MCPTT application information is NOT required by the MCPTT Service provider, the MCPTT application services layer identities (such as the Mission Critical user identity, MCPTT-ID and MCPTT Group ID) and other application services sensitive information (as further described in reference [10] clause 8.1), shall remain contained within the application plane but do not require confidentiality protection.

************ End of Changes ************

