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Abstract of the contribution: This contribution proposes some considerations on the network slicing.
1 Introduction 
This contribution proposes to discuss some considerations on the networking slicing scenario, including description, threat analysis and security requirement analysis.
We kindly propose SA3 to agree the following pCR.
2 Proposals
X.1
Key issue: security considerations on the network slicing

X.1.1 Description

Network slicing enables the operator to create networks customised to provide optimized solutions for different market scenarios which demands diverse requirements, e.g. in the areas of functionality, performance and isolation.
Functionality and capabilities within 3GPP scope that enables the next generation system to support the Network Slicing and Network Slicing Roaming requirements defined in TR 22.864. Solutions for the network slicing which under SA2’s study include architecture and functionality research in TR 23.799. 
X.1.2 Threats analysis 

To archive network slicing function, the UE need to be configured a multi-dimensional descriptor (e.g. application, service descriptor), and reports multi-dimensional descriptor to the network. Based on this multi-dimensional descriptor provided by the UE and on other information (e.g. subscription) available in the network, the relevant functions within a certain network slice can be selected. During the report process between UE and the network, without security mechanism, the multi-dimensional descriptor may be compromised by the attacker to launch Man-in-the-middle attack. 
To steer the UE to different network slice, it need to authenticate the subscription and also the authenticity of the reported multi-dimensional descriptor by UE. Without the secure authentication mechanism, the network slicing may be assigned to the un-subscribed UE or offer the high QoS to the lower QoS guaranteed subscriber.
X.1.3 Security requirements

The report process that with UE’s multi-dimensional descriptor (e.g. application, service descriptor) and the other information (e.g. subscription) between UE and network needs to be confidentiality protected and integrity protected.
The authentication mechanism is needed to guarantee the network slicing assigned to the appropriate subscriber.
