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1. Overall Description:

SA3 would like to thank CT1 for its LS on integrity protection.
CT1 lists four approaches to applying integrity protection to a document. Each approach achieves the overall objective of applying integrity protection to an XML document, and any approach could be used if required. However, there are benefits and disadvantages for each depending on the specific use case. 
SA3 would recommend that the document that is to be integrity protected is placed within a wrapping 'signed' document. Strictly, this is an enveloped signature that encompasses the original document.

[image: image1]
This approach means that the signature is tied to, but does not modify, the original document. The root of the document informs the validator whether the document is signed. Additionally, the signature is easy to find without complex processing. 
CT1 has also asked the following specific questions:

1. If a SIP message contains many XML bodies and integrity protection is on:

a. then all XML bodies must be integrity protected, i.e. it is not possible to selectively integrity protect XML bodies; and

b. a separate signature needs to be provided for each XML body.

2. Integrity protection and confidentiality protection are independent functions and configuration of each of the functions is controlled independently, i.e. 

a. it is possible to send confidentiality protected content that is integrity protected or not integrity protected.

b. it is possible to send integrity protected content containing or not containing confidentiality protected content.

Based on the recommendation above, the entire XML body should be integrity protected and a separate signature should be provided for each XML body. Additionally, integrity protection and confidentiality protection are independent functions. However, SA3 would recommend that where confidentiality protection is used that integrity protection is also applied. 

2. Actions:

To CT1 group.

ACTION: 
SA3 asks CT1 to take the above information into account.
3. Date of Next TSG-SA WG3 Meetings:

SA3#84
25-29 July 2016
Chennai, India
SA3#85
7-11 November 2016
Santa Cruz de Tenerife, Spain
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