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Abstract of the contribution: CT1 has asked what approach should be used for applying integrity protection to an XML document. This document discusses the options and provides a recommendation.
1
Introduction

CT1 has found that the following types of signature can be used to integrity protect an XML document:
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3GPP TS 33.179 is not clear on what signature schemes the MCPTT client and MCPTT server need to support. Without any clear guidance, the MCPTT client and MCPTT server would need to support all signature schemes. This document discusses these options.

2
Discussion of signature methodologies

Each of the signature methodologies successfully provide integrity protection on an XML document. Hence, any of these approaches could be used. The choice of approach is hence not wholly a security decision, but based on increasing clarity and simplicity.chance of confusion and error. The following factors are worthy of consideration:
-
Readability of the XML document.

-
Clarity over whether integrity protection has been applied to the document.

-
Ease of finding the signature, the content and associating the two. This can be exasperated as XML signatures do not provide any details of the content that is intended to be signed (other than a reference) which can lead to complex processing.
Considering each of these factors:
-
Enveloping signatures make it clear to the reader that the content is signed, and both the signature and signed content are easy to find, but the approach has an impact on readability as the document must be found within a signature element. 

-
Detached signatures may be added to an XML document without modifying the XML document. However, there is no indication in the document itself that a signature is expected.

-
Enveloped signatures ensure that signature and document are tightly associated by embedding the signature in the document. However, the document must be processed before the signature can be checked, or even before the validator knows that the document is signed at all. For this reason, they are best used where the XML document will always be signed and the top level structure of the document is simple.

-
Like detached signatures, internal detached signatures have the benefit that signing the document does not modify the original document. Additionally, the wrapping document is able to make it clear to the validator that a signature is expected. However, the wrapping document is not integrity protected. Having any XML content in the document which is not integrity protected should be avoided.

3
Proposed method for applying integrity protection
As a result of this analysis, it is proposed that the XML document that is to be signed (the original document) is wrapped within a signature document, containing the original document and a signature. The signature will be applied to the entire wrapped document.

[image: image2]
This is an enveloped signature which wraps the original document. This approach means that the signature is tied to, but does not modify, the original document. The root of the document informs the validator whether the document is signed. Additionally, the signature is easy to find without complex processing. 
Hence two types of document may be provided:

-
The original XML document without integrity protection.

-
The wrapped XML document with 
integrity protection.
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