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This contribution proposes a key issue " AKA-based authentication" for the security area " Authentication and Authorization". 
No revision marks are used as all text is new. 'AA' is a placeholder for the correct number (to be inserted by the rapporteur). 

5.AA.3.2
Key issue #AA.2: Potential enhancements to AKA-based authentication
5.AA.3.2.1
Key issue details

The members of the family of AKA-based authentication and key establishment protocols are all variants and enhancements of UMTS AKA, which was accepted by 3GPP for inclusion in UMTS in 1999. For 5G network access, only the two 4G variants, EPS AKA and EAP-AKA', are of interest. Which of the two should be selected for 5G is subject to a different key issue, namely #AA.1.
Neither EPS AKA nor EAP-AKA' have shown any weaknesses, as far as known, under the premise that the assumptions on which they rely are valid. However, some of these assumptions have been called into question in recent years, as detailed in the next subclause on threats. This key issue is about the need to study whether and how these threats should be addressed in 5G. There has been related activity in GSMA and NGMN that should be taken into account. 
5.AA.3.2.2
Security threats 

The threats listed in this subclause question some security assumptions on which EPS AKA and EAP-AKA' rest, they are not threats against these protocols as such.

Theft of permanent subscriber key (called K in EPS): An attack became known in 2015 by the name of "The Great SIM Heist" whereby permanent subscriber keys were allegedly stolen in the course of the provisioning process, i.e. before they were used for network access for the first time. The attacker in possession of the permanent subscriber key can then, among other bad things, obtain the encryption key and decrypt intercepted communication by listening on the air interface.
Insecurity of the Interconnect network between Mobile Network Operators: In EPS, a key called KASME, which is specific to a particular serving network, is computed in the HSS and sent in a DIAMETER message to the serving node over the Interconnect network. This Interconnect network is known to suffer from insufficient deployment of adequate security measures. It can therefore not be completely ruled out that an attacker gains hold of KASME who should not be rightfully possessing it.  The attacker in possession of KASME can then, among other bad things obtain the encryption key and decrypt intercepted communication by listening on the air interface.

Vulnerability of user identity confidentiality against active attacks: Although this issue may be seen as orthogonal to specification of authentication protocols, and should be addressed in a separate key issue, it is mentioned here for completeness as authentication protocols offer some inbuilt measures to protect user identity confidentiality. The issue has been known for a long time and was already discussed when introducing UMTS and again when introducing EPS. 
5.AA.3.2.3
Potential security requirements
· The 5G NextGen system should use EPS AKA and/or EAP-AKA' as authentication protocol as these protocols have proven resilient and can draw on a large base of deployed credentials.

Editor's Note: For the choice between EPS AKA and EAP-AKA' see key issue AA.1

· It should be studied further whether and how EPS AKA and/or EAP-AKA' should be complemented with measures to counter the threat of theft of permanent subscriber keys. Such measures should preferably be standardized even if they do not require changes to the authentication protocol itself and can be agreed between vendors of UICCs, vendors of Authentication Centres, and operators, as standardization ensures that a secure solution scrutinized by the standards community is available and that the number of variants vendors have to support can be reduced. 
· It should be studied further whether and how EPS AKA and/or EAP-AKA' should be complemented with measures to counter the threat of insecurity of the Interconnect network. Such measures have to be standardized at least as far as they affect the interface between UE and visited network.

· It should be studied further whether and how EPS AKA and/or EAP-AKA' should be complemented with measures for enhanced identity protection.
