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	Reason for change:
	3GPP SA3 received a LS from the GSMA FSAG in S3-xxxxxx proposing security  impovements in 2G to allow operators to disable selectively compromised encryption algorithms in the MS on a particular visited network. To enable the proposed feature some changes a re needed in TS 43.020.

	
	

	Summary of change:
	Adding the possibility to disable compromised encryption algorithms in the MS. The home operator is using a SIM OTA to update a file in its customer’s UICC that indicated the algoritms that the visited network self-declared supported on its whole network. The MS needs to read this file on the UICC and disble the unwanted algorithms. 
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	Other comments:
	The relevant file on the UICC and the Stage-3 work for this mechanism will be done in CT6.


************* Beginning of 1st change****************
4.9
Support of A5 Algorithms in MS

It is mandatory for A5/1, A5/3, A5/4 and non encrypted mode to be implemented in mobile stations. It is prohibited to implement A5/2 in mobile stations. Only A5 algorithms that are included in 3GPP specifications shall be implemented in mobile stations.

The use of non encrypted mode, A5/1, A5/3 or A5/4 in the MS shall be disabled on a particular visited network if instructed to do so by the UICC. A file in the UICC contains the authorized algorithms to be used in the visited network. The relevant file is updated by the home operator.
*************End of 1st change**********************

