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Abstract of the contribution: This contribution proposes to add a new security area related to network slicing in TR 33.899.
1 Introduction 
Network slicing is one of the key enabler for flexibility in Next Generation networks. As defined in NGMN and SA1 and endorsed in SA2 TR 23.799 [2]: 
A Network Slice (instance) is composed of the Network Functions (NFs) that are required to provide an end-user or a business service, and the resources to run these NFs. 
As a consequence, a next generation network is able to leverage a wider variety of services simultaneously through different network slices running in parallel. 
2 Motivation
The support of network slicing is being studied in SA2 (clause 5.1 in [2]). Among the features to be considered with potential security implications are the network function sharing and the possibility for the UE to access multiple network slices simultaneously. Other related features such as the isolation between network slices require a security analysis in order to derive more concrete requirements on the final solutions. All these features have been identified in SA2 based on the SA1 Network Slicing and Network Slicing Roaming requirements defined in [1].
In fact SA1 has specifically defined security requirements for network slicing (clause 5.1.2.1 in [1]). Few of those requirements broaden even further the scope of security in relation to the network slicing concept, to more than just network function sharing, service access and isolation. For example: 
The 3GPP System shall allow the operator to compose network slices, i.e. sets of network functions (e.g. potentially from different vendors), resources to run these network functions and policies and configurations, e.g. for hosting multiple enterprises or MVNOs etc. 
The 3GPP system shall allow the operator to authorize third parties to create, manage a network slice configuration (e.g. scale slices) via suitable APIs, within the limits set by the network operator. 

The 3GPP system shall enable operators to use the network slicing concept to efficiently support multiple 3rd parties (e.g. enterprises) that require similar network characteristics.
This indicates that the next generation network can potentially be open to 3rd parties for deploying their own network functions, manage their own network slice and coexist with each other within the same operator network. The introduction of the network slicing can then be regarded as a paradigm shift for the trust model. Hence a suitable approach to the topic could be based on first defining a new trust model for the next generation network.
3 Conclusion
It is therefore important for SA3 to start studying the security aspects in network slicing. The discussion will certainly borrow from ongoing works in other SDOs such as ETSI’s Network Function Virtualization (NFV). It will also overlap with other security topics such as authentication, authorization and network domain security. Dedicating a separate security area on the topic will certainly help organizing relevant proposals, structuring the approach and shedding light on what is out of or within the scope of 3GPP.
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5 Proposal
It is proposed to approve the changes below for inclusion in TR 33.899. 
6 pCR 
***
BEGIN CHANGES
***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[i]
3GPP TR 22.864: "Feasibility Study on New Services and Markets Technology Enablers - Network Operation".
[j]
3GPP TR 23.799: "Study on Architecture for Next Generation System".
***
NEXT CHANGE
***
4.1
Security areas
Editor's Note: This clause further clarifies the scope of the study by listing the security areas that SA3 is working on. Examples of potential security areas could be “security for network slicing” or “security for Next Generation radio”. 
The security areas in scope of the TR are:

Security for network slicing: covers security aspects related to the network slicing concept such as service access, network function sharing and isolation.
***
NEXT CHANGE
***
5.x
Security area #x: Security for network slicing

5.x.1
Introduction  

The support for network slicing concept is studied in TR 23.799 [j] where several related features with potential security implications are considered such as the sharing of network functions and the isolation between the different slices. In particular in relation to isolation, several security requirements are proposed in TR 22.864 [i] where it is implied that network slices might be potentially open for 3rd parties to run their own functions or even might be entirely managed by external parties such as an enterprise or a public safety organization.
Other requirements and use cases from [i] indicate that the service access model is different in the Next Generation systems. UEs are not only able to access the services through different types of access networks: 3GPP, non-3GPP, trusted and less trusted. UEs are also able to simultaneously access services provided by different network slices. All these capabilities combined lead to a proliferation in the number of possible deployment scenarios for example depending on which functions are shared, which type of network access is used, what is the trust relationship between the service provider and the network operator, etc.
In order to better capture the security assumptions for network slicing by taking into consideration the following aspects:

-
Network function sharing;

-
Access network sharing;

-
Access from less trusted networks;

-
Coexistence within a network slice with 3rd parties’ network functions;

-
Coexistence between network slices with different security assurance requirements;

-
Simultaneous UE connections to multiple network slices;

-
Simultaneous UE connections through different access technologies.

-
Possible deployment scenarios and trust relationship between the network operator and the service provider, e.g. third party application server.

Editor’s Note: This list may not be exhaustive and may be revised depending on the progress in the other working groups.
5.x.2
Security assumptions 

Editor's Note: This clause will document security assumptions related to network slicing. 
***
END OF CHANGES
***
