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Abstract of the contribution: This contribution proposes a solution for the key issue of the security of the V2X messages: integrity and anonymity.
1 Introduction
. We note that TS 22.185 has the following security requirements:
· The 3GPP system shall support the anonymity of UE supporting V2X application and the integrity protection of the transmission.

· The 3GPP system should be able to support UE privacy for V2X communications, by ensuring that a UE cannot be tracked or identified by any other UE beyond a certain short time-period required by the application.

· Subject to regulatory requirements and/or operator policy, the 3GPP system shall support UE privacy for V2X communication, such that UEs cannot be tracked or identified by the operator or a third party.
A key issue on communications security is described in section 5.1 of the TR. The security requirements are summarized as

1. Receiver UE can verify the sender UE authenticity.

2. Data sent by a UE must be integrity protected (including from replays)

3. Privacy of UE identity must be supported while transmitting data.
This contribution informally analyzes the V2X communication security aspects pertaining to data (not signalling) sent by UEs, in light of the security requirements mentioned above.    
2 Discussion

We note that the data transmission (V2X communications) involve the vehicle UEs sending periodic broadcast messages, and can occur either on the PC5 interface or on the Uu interface. The analysis and solutions below apply to both of these modes of transmission. It is assumed that when the V2X messages go through the eNB, they are rebroadcasted with their original protection, such that each receiver UE can employ the same mechanism to evaluate the security of the received messages. Thus, in effect, the V2X communication is point to multipoint in a dynamically changing set of vehicle UEs.

Observation 1: the V2X communication is point to multipoint in a dynamically changing set of vehicle UEs.

Existing LTE security
We note that the security provided by the LTE system provides credentials for point to point use, between one UE and the home network (HSS), and therefore is not applicable to this point to many points, ad-hoc, broadcast type of communications. Hence, we make the following observation:
Observation 2: the LTE UE AS or NAS security is not appropriate to end-to-end integrity-protect the periodic broadcast V2X messages sent by vehicle UEs.
Existing ProSe communications security
Regarding ProSe security for one-to-many or broadcast group communication, we find that it is not applicable either. A logical way to envision groups is based on location or communication/broadcast range. But these groups are obviously constantly in flux as vehicles drive around. If the group membership is extended to large regions, then provisioning one single group key weakens security. The drawbacks of the existing ProSe group communications security can be summarized as follows:

· Groups of vehicle UEs cannot easily be defined dynamically, especially when out of coverage.  The vehicle UEs in communication range (or in proximity) cannot be assumed to be provisioned with key material to enable symmetric key based message authentication codes. 

· In ProSe communication, any member can derive any other member’s ProSe Traffic Key, making it impossible to guarantee proper identification of the sender for traceability that the V2X application needs. 
This analysis leads to the next observation:

Observation 3:  The ProSe group communication (one to many or broadcast) security is not appropriate to end-to-end integrity-protect the periodic broadcast V2X messages sent by vehicle UEs.
Is there a need to design V2X communication security at the 3GPP layer?
We also note that other SDOs have defined mechanisms above the network/transport layer to meet the requirement for both integrity of data and anonymity of the sender (i.e., pseudonymity).  Both the US and EU standards refer to the IEEE 1609.2 standard, which is an open standard that has been worked on for the past decade by a panel of security experts, and subject to open review by any interested parties. Examples follow next.
United States and other areas
V2X communication security is addressed by the SDO SAE International, in document J2945/1, which refers to the standard IEEE 1609.2. For example:
6.5.2 BSM Signing (BSMSIGN)

The subsystem shall sign every BSM using the proper security credentials defined by the IEEE 1609.2 standard [2].  [MPR-SECPRIV-BSMSIGN-001]

The subsystem shall attach a certificate or certificate digest to every BSM as defined by the IEEE 1609.2 standard [2].  [MPR-SECPRIV-BSMSIGN-002]
The subsystem shall attach a certificate to a BSM when the time interval between the current BSM and a BSM sent previously with an attached certificate (not certificate digest) is greater than or equal to 500 ms.  [MPR-SECPRIV-BSMSIGN-003]
Europe

V2X communication security is addressed by the SDO ETSI-ITS, in several documents, e.g. TS 102 731 v1.1.1 (2010-09), “Intelligent Transport Systems (ITS); Security; Security services and architecture”:

Digitally sign each message using a Kerberos/PKI-like token
Another document also by ETSI-ITS, is TS 103 097 v1.1.15 (2014-11), “Intelligent Transport Systems (ITS); Security; Security header and certificate formats”. For example,
7.1. Security profile for CAMs

This clause defines which fields shall be included in the SecuredMessage structure for Cooperative Awareness Messages (CAMs) as well as the scope of application of cryptographic features applied to the header. 

These HeaderField elements shall be included in all CAMs. With the exception of signer_info, which is encoded first, all header_field elements shall be included in ascending order according to the numbering of the enumeration of the according type structure
7.4.1. Authorization Tickets (pseudonymous certificates)

This clause defines additional aspects of authorization tickets (i.e. pseudonymous certificates) as defined in ETSI TS 102 940 [6].
This specification is very detailed, just like the IEEE 1609.2 specification. As an example:

4.2.6
EccPointType

enum { 


x_coordinate_only(0),


compressed_lsb_y_0(2),


compressed_lsb_y_1(3),


uncompressed(4),


(2^8-1)

} EccPointType;

This enumeration lists supported ECC point types.

NOTE:
This definition is identical to the one in IEEE 1609.2 Draft D12 [i.2], clause 6.2.19.

Provisioning of UEs with credentials for V2X communications
It is assumed that the provisioning of the security credentials/material necessary to protect the V2X messages at the application layer to the vehicle UE is also achieved via application-layer means (i.e., out of scope of 3GPP). Such provisioning may use the LTE network just like any other over-the-top service (e.g. TCP/IP traffic).
For example, in ETSI-ITS document TS 102 940, “Intelligent Transport Systems (ITS); Security; ITS communications security architecture and security management”, it is specified:

6.3 Access control 

Before an ITS station can make full use of the ITS applications, services and capabilities that are available to it, it is required to obtain specific credentials from the Authorization Authority. These credentials, in the form of cryptographically signed certificates, are used to assure any receiving ITS-S that the station has the necessary permission to send the particular service-specific information and that it can be trusted. Authorization certificates are only issued to an ITS-S after a comprehensive procedure has been followed in order to protect its identity and avoid misuse of ITS services and capabilities.

3 Proposal
Proposed to add the following section to the TR33.885:
*** FIRST CHANGE ****
6.x
Solution #X: V2X Communication Security

6.X.1
Security requirements addressed

This solution addresses the security requirements given in subclause X.X:

6.X.2
Solution details

We note that to date, there is no stage 2 relevant solution that has been identified in the TR23.785.

The security requirements applicable to V2X communications  from the above section are all satisfiable by employing application-layer security as defined in other SDOs.    
*** END OF CHANGE ****

