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Abstract of the contribution: This contribution aims to add a key issue on the security anchor in the NextGen systems
Discussion
In 4G, an MME is the security anchor of a network and is responsible for authenticating a UE and managing security between the UE and the network. It is assumed that the MME is deployed in a physically secure location. However, having the authentication and security management functionality in the MME may prohibit flexible deployment of MMEs for mobility management (MM) and session management (SM) optimization, in the NextGen networks. Moving authentication and security management functionality close to or in a radio access network (RAN) for MM/SM optimization would entail security risks.
Proposal 

It is proposed that SA3 accept the below pCR for inclusion in the TR

Proposed pCR

5.x.3.y
Key issue #x.y: Security anchor in NextGen systems
5.x.3.y.1
Key issue details

In the current evolved packet core (EPC) system, the mobility management entity (MME) is an entity that is responsible for mobility management (MM) and session management (SM) for UEs. In addition, the MME is performs authentication and key agreement (AKA) with a UE based on an authentication vector(s) provided by the UE’s home network (i.e., HSS). In other words, the MME is the security anchor in the serving network. 

The security anchor functionality of the MME assumes that the MME is deployed in a physically secure location, thereby being sufficiently isolated and protected from external entities. However, locating the AKA functionality in the MME may prohibit flexible deployment of network functions in the NextGen networks. For example, MM and SM functionalities may need to be moved towards the network edge (i.e., closer to RAN or collocated with RAN) to reduce signalling latency or to reduce management overhead at a single MME (i.e., for scalability). As another example, MM functionality and SM functionality may be located in different network entities. 

To support various deployment models/scenarios of network functions, it is desired to decouple AKA functionality from other functionalities and maintain the security anchor (i.e., authentication function) deep inside the network independently of deployment scenarios. This enables flexible MM and SM function placement without impacting security. Furthermore, introduction of a seperate security anchor helps reduce security configuration complexity between network entities/functions. 

5.x.3.y.2
Security threats 

In 5G, mobility and session management functions may be located closer to the network edge, where those function are more exposed to attacks. In such deploymenet scenario, if an authentication and key management function is managed by an MME, compromising a single MME can break the security of a whole system if the MME is the security anchor in the serving network. Put another way, when the MME is the security anchor in a serving network, a compromise of an MME means that the compromise can affect other MMEs (a UEs data is still decryptable by an attacker even after the UE has moved to a different MME).  

5.x.3.y.3
Potential security requirements

It is desired to separate the authentication functionality from mobility and session management functionalities and to keep the authentication functionality deep in the network even if the MM and SM functionalities are located closer to the RAN or collocated with the RAN.
