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Discussion

In the current 3GPP system, a UE’ long-term identity (i.e., internation mobile subscriber identity or IMSI) is used for the initial attach to a serving network before security is established between the UE and the serving network. This enables an attacker to track the UE by passively observing over-the-air traffic or actively forcing the UE to initiate an attach procedure. Furthermore, the long-term identity is stored at the serving network, which enables a less trusted network or compromised network function to track the UE.   

Proposal 

It is proposed that SA3 accept the below pCR for inclusion in the TR

Proposed pCR

5.x.3.y
Key issue #x.y: Mobilie Subscribe Identifier Privacy

5.x.3.y.1
Key issue details

The current 3GPP system requires a UE to provide its long-term identity (International Mobile Subscriber Identity or IMSI) during the initial attach. Also, in the current 3GPP system, the IMSI is stored at all network functions in the serving network, including MME, S-GW, and P-GW. Consequently, a user identity can be revealed by compromising a network function. 

In NextGen systems, radio access network (RAN) sharing and/or core network (CN) sharing may happen in one form or another depending on deployment scenarios. Also, network slicing is expected to be implemented. In such systems, privacy across networks or across network/service slices cannot be assumed. As an example, in 22.864,

In order to enable more flexible deployments, operators will support access and connectivity via less trusted networks. For example, current core network functions are expected to be deployed nearer the edge and multiple parties may own the network equipment traversed. In these networks, privacy across access networks elements cannot be assumed and the user's identity should be protected.
IMSI can be associated with a user, hence using an IMSI for attach and storing the IMSI across networks impose privacy threats to the user.
5.x.3.y.2
Security threats 

An attacker can launch the following attacks to figure out an IMSI and the corresponding user.

· A passive attacker can identify a user from the IMSI by observing the over-the-air (OTA) traffic. The attacker can track the user while the user roams to another network.

· An active attacker can identify a user from the IMSI by forcing a UE to perform an initial attach procedure using IMSI, e.g., a false base station attack.

· An attacker can identify a user from the IMSI and the user’s activity by compromising or hacking into a network function.

5.x.3.y.3
Potential security requirements

The NextGen Systems should consider ways to reduce the exposure of the permanent identifier over the air. 

A UE’s permanent identifier should not be available to the network entities where the permanent identifier is not necessary for services.

From temporary identities, it should not be possible to identify the permanent identity.

A network entity that is not authorized to access a UE’s permanent identifier should not be able to associate two temporary identities as belonging to the same user identifier. 

