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Abstract of the contribution: This contribution proposes some high level security requirements for the RAN work on 5G. 
Discussion 
RAN plenary have sent an LS (S3-160417/RP-160647) to SA3 to asking to in effect provide a set of security requirements for the Next Generation Access Technologies. The LS has several contribution with potential security requirements attached. One general comment on reading the papers is that the requirements are too detailed for this stage of the work as security design needs to look at the whole system and hence it is hard to be totally specific at this stage of the work (e.g. what is the termination point for user plane security or where in the network will lawful interception be performed). 
This document provides some initial consolidated requirements, covering some of the inputs identified by RAN. Other aspects and requirements (e.g. on RF jamming), are left for further study/discussion. 
Looking first at RRC signalling security, it seems very likely that there will be a need to integrity and confidentiality protect RRC signalling, but it is also clear that it may not be possible to protect all such messages, as some may be required to establish security. This suggests the following security requirement for radio signalling messages.
The RAN design for the Next Generation Radio Access Technologies shall ensure support for integrity and confidentiality protection of radio signalling messages, including messages between RAN and Core network nodes.
Note: it may not be possible for all messages to be protected, for example some messages may need to be sent before security can be established.
Similar arguments can be made for the user plane, with the difference here that the use of security mechanisms should be configurable during security set-up. Also it may be possible that such security is not needed due to possibility of terminating the security deeper in the network (this is all FFS). This is captured in the following requirement. 
The RAN design for the Next Generation Radio Access Technologies shall ensure the ability to support integrity and confidentiality protection of user plane messages, including messages between RAN and Core network nodes, with the use of such security to be configurable during security set-up. 
On the privacy, there clearly need to be the some use of temporary identities to provide the user with privacy. Hence the following requirement can be formulated.
The RAN design for the Next Generation Radio Access Technologies shall ensure support for the allocation and use of identities to provide user privacy, e.g. reduce the need for sending any permanent identities in the clear.
The establishment of security should not include more information or messages than is needed. Hence the following requirement can be formulated.
The RAN design for the Next Generation Radio Access Technologies shall ensure the efficient establishment of RAN security mechanisms.
Proposal 

It is proposed that SA3 response to RAN plenary with the above set of requirements. It should be noted in the response that the above requirements are preliminary and may change and/or be extended as the work on next generation networks matures.
