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Abstract of the contribution: this contribution proposes a key issue/security assumption of flexible UP-Traffic protection termination for Next Generation Network. 
1 Introduction	
[bookmark: OLE_LINK134][bookmark: OLE_LINK135][bookmark: OLE_LINK136][bookmark: OLE_LINK211][bookmark: OLE_LINK212][bookmark: OLE_LINK213][bookmark: OLE_LINK214]The next generation network will support a wide range of services, and thus it should be able to deal with a large amount of sensitive data that need to be protected against unauthorized access, usage, modification, inspection, etc. Moreover, since the next generation system should be capable to offer services for critical communications such as Public Safety, and etc., the importance of providing a comprehensive set of features guaranteeing a high level of security is a core requirement for next generation systems. Therefore, the next generation system security should provide more options beyond hop-by-hop schema, in order to protect users’ data, and prevent or mitigate any possible security attack.

2 Discussion
[bookmark: OLE_LINK221][bookmark: OLE_LINK222]The next generation system is going to be service-oriented. So a good security mechnanism should cater to different vertical services and provide security protection that meets various security requirements. Flexible UP-traffic protection termination, with one end point being the UE and the other end point being flexible, shall be considered here with the following reasons. 

· New architecture and business model. Security demands vary greatly among services. For
example, mobile Internet of Things (mIoT) devices require lightweight security while high-speed mobile services demand highly efficient mobile security. In LTE, hop-by-hop security approach describes that data of all services is decrypted in the eNB. However, when the topic of the UP-traffic security termination was discussed in LTE, and the consensus that it is more secure in core network (or a secure aggregation site) than in the eNB was made at that time in SA3. 
[bookmark: OLE_LINK215][bookmark: OLE_LINK216]It’s obvious that the current security approach can’t support different security requirements of various services. Meanwhile, the flexible UP-traffic protection termination can be device-to-device, device-to-server (or NE), device-to-service, regarding to the service requirements. Therefore, the differentiated and flexible UP-traffic protection for different services would be a good choice. 

· [bookmark: OLE_LINK248][bookmark: OLE_LINK249]Heterogeneous access. The heterogeneous access network in 5G may include 3GPP and non-
3GPP access types. Therefore, flexible UP-traffic protection between UE and core network could reduce the security complexity caused by multiple access technologies. 

· Meanwhile, as required in SA1 TR 22.891 5.25, for the wearable devices connecting to the 
network via another UE, flexible UP-traffic protection termination shall be supported by the 3GPP system.

· [bookmark: _Toc436042389]IT-Driven Network Architecture. The next generation system is expected to support
deployments in virtualized environments. So the network nodes would be virtualized, and that could lead to re-evaluation of security attacks based on the NFV (Network Function Virtualization). Therefore, flexible UP-traffic protection termination could be suitable to avoid the security impact from the network virtuliztion to UP data security.

· In addition, there are already some security key aspects being investigated by other 
organizations, e.g., NGMN 5G White Paper. 

Excerpts from the NGMN 5G White Paper, provides some related requirements in a Next Generation System.

Technology building block name Privacy and Security Aspects

---
the fact that an increasing fraction of application traffic terminates on the internet and the 
cellular operator cannot protect the E2E internet path. In addition, the same applications run 
over both cellular and WiFi and the latter will often be poorly protected.While radio bearer encryption may still be worthwhile, it is also useful to consider whether the 5G security architecture can create additional business value by facilitating bearer-independent(e.g.,higher layer)encryption and extending to servers on the internet,or extending to device-to-device communications.
 ---

 5.3.3 End-to-End

---
Build in security and privacy-Security is an essential value proposition of the 5G system and 
must be a fundamental part of the system design despite paradigm shifts like extreme densification, dynamic radio topology, and flexible function allocation. In particular, user location and identity must be protected from unlawful disclosure. Some 5G use cases require extremely low latency – including the latency of initiating communications. For these use cases, multiple-hop security, where intermediate nodes need to decrypt and re-encrypt data, should be avoided. 

It should be noted that end-to-end security methods (e.g., SSL, VPN and HTTP 2.0) are increasingly prevalent and these provide the added benefit of protection outside of the 5G operator domain. This could give rise to unfortunate duplication of security functions both in the network and at the communication endpoints. Nonetheless, not all communications in future may receive sufficient end-to-end protection.Hence a flexible architecture could help to tailor the network security functions to suit the application.
---

Flexible UP-traffic protection termination that has different destinations means that also different security termination points are needed in order to enable efficient user-plane paths: 

[bookmark: OLE_LINK162][bookmark: OLE_LINK163]Excerpts from SA1 TR22.864:

Section 5.1.2.2 

---
Subject to operator’s policy and/or based on application needs, the 3GPP network shall support efficient user-plane paths between a UE attached to the mobile network and communication peers outside of the mobile network (e.g. Internet hosts)

The 3GPP network shall support efficient user-plane paths between a UE and the entity hosting the service closer to the end user even if the UE changes its location during communication.
---

Excerpts from SA1 TR22.891:

Section 5.1.3

---
Subject to regional regulatory requirements, the 3GPP system shall support a mechanism to provide end-to-end integrity and confidentiality protection for user data,
The 3GPP system shall provide significant improvements in end-to-end latency, ubiquity, security, and availability/reliability compared to UMTS/EPS/WiFi.
---
[bookmark: OLE_LINK160][bookmark: OLE_LINK161]
Section 5.25

---
The 3GPP system shall support end-to-end integrity protection and confidentiality for data transmitted to/from a UE (e.g. wearable device), when it’s connected to the network via another UE(e.g. smart phone) .
---

[bookmark: OLE_LINK164][bookmark: OLE_LINK165]Excerpts from SA1 TR22.861:

Section 6.1 Considerations on security

---
[PR.6.1-001] The 3GPP system shall support end-to-end integrity protection and confidentiality for data transmitted to/from a device, when the device is in indirect 3GPP connection mode.
---


Excerpts from SA2 TR23.700:

Section 5.5
[bookmark: OLE_LINK95]
---
[bookmark: OLE_LINK219][bookmark: OLE_LINK220]TR 22.864 (SMARTER NEO) has several requirements for efficient user plane paths. These requirements apply to communication between UEs attached to the same network, between a UE and a host in the Internet, and between a UE and a service providing entity residing close to the network edge.
---

In summary, we need to consider in SA3 that in the next generation network, the flexible UP-traffic protection termination architecture to support different services should be used.
3 Conclusion
Flexible UP-traffic protection termination architecture shall be supported in the next generation network.

It is proposed to include this key issue or security assumption into the Security Aspects of the Next Generation System TR33.899.

4 pCR

[bookmark: OLE_LINK187][bookmark: OLE_LINK186][bookmark: _Toc419387430][bookmark: _Toc434312258]***************************BEGIN OF CHANGES **********************
[bookmark: _Toc446332739][bookmark: _Toc416332517][bookmark: _Toc353538994][bookmark: OLE_LINK188][bookmark: OLE_LINK189][bookmark: OLE_LINK190]5.x.2  Key Issues
[bookmark: OLE_LINK5][bookmark: OLE_LINK6]5.x.2.y  Key Issue #x.y: < Flexible UP-Traffic Protection Termination for Next Generation System>
5.x.2.y.1	 Key issue details
This key issue will address the protection of the UP’s data for the next generation system.
The UP’s data should be protected with flexible terminations. e.g. server, gateway, or other network elements.
5.x.2.y.2  Security threats
UP security could be compromised if an attacker can influence selection of the sercurity termination point.
Next generation network will include middle nodes in open environments e.g. heterogeneous access, NFV, thus the termination point of the current UP-traffic protection is less secure.
5.x.2.y.3  Potential security requirements
Flexible UP-traffic protection shall be capable to support the flexible UP-traffic termination for different services with different security termination points. 
[bookmark: OLE_LINK247]Flexible UP-traffic protection shall support the network slicing. 
Flexible UP-traffic protection shall support heterogeneous access technologies.
Selection of the different security termination points shall be under network control.
*************************END OF CHANGES	**************************


