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Abstract of the contribution: This contribution analyses the 4G bidding down attacks and discuss some possible solutions and select from among those solutions
Introduction
A UE may attach to an LTE network for different reasons, e.g. it wants to attach to receive SMS only, or the capabilities of the UE may affect how a network treats the UE. This information is carried in some IEs in an Attach Request message or inter-RAT TAU Request messages which may be unprotected. Hence it is possible for a man-in-the-middle to change or remove these IEs and the UE ends up being served differently. It should be looked at a way to remove such an attack with a low impact on the UE and MME. 
Discussion on solutions
A similar problem exists for the choice of integrity and ciphering algorithms that will be used to protect the NAS traffic between the UE and MME. This is solved in the existing LTE standard by the MME including the set of algorithms that the UE claimed to support in the integrity protected NAS Security Mode Command message. The UE checks that these algorithms are the ones that it claimed to support and aborts the security set-up if the check fails. This prevents a man-in-the-middle from tampering with the algorithms sent by the UE (note: tampering with the MME returned algorithms will cause the NAS security mode control procedure to fail due to the integrity protection failing). 

A solution exactly like this will not work here as the UE and MME may be from different releases and hence consider different IEs need protecting, e.g. an earlier release MME will only replay some IEs and what happens to an IE entirely removed?
This seems to leave two possible solutions in terms of which IEs to signal. Firstly, rather than having the MME return all the relevant IEs, it could return just a hash of the initial message in an integrity protected message. In response to this, when a tampering is detected (e.g., comparing the received hash with the hash expected by the UE), the UE either sends the relevant IEs in an integrity protected message back to the MME or aborts the Attach or TAU procedure that was in progress and then restarts the procedure. The second possibility is to just send the IEs that could be affected by man in the middle in an integrity protected message. An optimisation for both these cases would be only to include these IEs in the cases they are needed (e.g. when the MME did not successfully check the integrity protection of the initial message). 
Note: A hash of the initial message would be backwards/forwards compatible as it would automatically cover the introduction of the new IEs in terms of providing protection from bidding down, but would require the UE to re-start the procedure to overcome the problem, i.e. checking the hash and aborting on failures is sufficient to solve the problem in the current and all future releases without making further changes. 
There also seems to be two possible sets of messages to use. For this there seems three choices, firstly introducing new messages (this should be seen as a last resort as it is more overhead in terms of both development and latency), using the Attach/TAU Accept and Complete message or using the Security Mode Command and Complete messages (note: all these message are integrity protected).

These different solution possibilities are analysed in the flowing section. 
Solution analysis

The problem can only exist with Attach and TAU procedures where the Request message is received by the network without passing its integrity verificationi.e. the ones where the network does not have the security context the UE used, the UE does not have a security context or an attacker makes the UE and/or MME believe that is the case). In such cases, the MME will run a NAS security mode control procedure. This means that using the messages in the NAS security mode procedure to protect against changing these IEs will not require more messages than using the Attach/TAU Accept and Complete messages. 
Solving the problem in the security mode control procedure also seems to be the best option as it reduces the risk of either a network rejecting to attach a UE that it would have otherwise attached or accepting one it would have otherwise rejected, e.g. suppose a particular subscription should be connected to the network if and only if it does a CIoT connection, then an attacker cannot force a network to either accept or reject this subscription based IEs modified by the attacker. If it is left to the Attach/TAU Request or a subsequent TAU Request then, there would need to be new detach use cases to account for the MME getting the corrected IEs. 

From this it seems that the most suitable messages to use are the security mode command messages, as overall this will use the least amount of signalling messages.

When returning the hash of the initial message, the UE behaviour when the received hash value is incorrect needs to be decided. It seems strange to reject that security mode command based on this being incorrect as it is not really an error in the security establishment. Having said that it is similar to a man-in-the-middle tampering with the UE security capabilities, which results in UE rejecting the security mode command. This would also mean that the UE would need to re-start the whole procedure again. Of course, the hash only needs to be included in the cases that the MME could not check the security (i.e., it is not possible to verify the integrity of the received message). The alternative solution when using the hash would be to include the IEs that need protecting in the Security Mode Complete message. 
Instead of sending the hash, the MME could just request the UE to send the IEs that need protecting in the cases that it fails to successfully verify the integrity of the initial message. 
Terminating the Attach or TAU procedure based on receiving an incorrect hash seems to generate the most signalling with respect to the overall problem, e.g., the security context establishment is not completed at the MME as there is no Security Mode Complete message received by the MME. When comparing the use of the hash with resending the IEs against the straight request for the additional IEs, there is a trade-off in terms of implementation complexity between the UE and MME, i.e. calculating and checking hash, against more traffic as the additional IEs will be sent more often. 

There is also the issue of which IEs need to be sent again. This is a difficult problem to be solve, as if some are protected an attacker may find ways of upsetting the system by changing others. Also as new IEs are introduced in later release, it would be necessary to assess whether these need to be protected. The simplest solution is to send the whole message again (e.g., as an IE in the security mode complete message) rather than just sending the selected IEs. The overhead of sending the whole message again is small, as the additional IE with the whole message will only be sent when there is an attacker present.
Conclusion 
It is proposed that SA3 agree that the solution to protect against these bidding down attacks is for the UE to calculate a hash of the Attach/TAU Request/Service Request it sends, and for the MME to return a hash of the received Attach/TAU Request/Service Request message that did not pass integrity check at the MME in the Security mode command that follows such a message. The UE checks any such hash it receives is the same as it calculated. If it is not, then the UE includes the initial message in the Security Mode Complete message it sends to the MME. If the MME receives an Attach/TAU Request/Service Request in a Security Mode Command message, it treats this as the Attach/TAU Request the UE sent (as opposed to the one originally received) and responds accordingly. A companion tdoc S3-160562 has a proposed CR for this solution.
