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Abstract of the contribution: identifies that integrity protection should be applied to NB-IoT user data transmitted over user plane in order to prevent unauthorized modification. 
Introduction 
[bookmark: OLE_LINK15][bookmark: OLE_LINK9][bookmark: OLE_LINK10]The applications of NB-IoT are usually used for the remote information retrieve or remote system control. This is quite different from user data in real time communication whose traffic arrival is constant and continuous. 
SA2 has specified two ways to realize NB-IoT system: one is user data via MME solution, the other is user plane based solution [1].
All user data packets sent via MME may be confidentiality protected and shall be integrity protected. User plane confidentiality protection over the access stratum shall be done at PDCP layer and is an operator option [2].This discussion paper focuses on the open issue of integrity protection for NB-IoT user data transmitted over user plane.
	Discussion
Real time communication is tolerant to the packet loss or data modification because this usually does not change the content of a real time communication [3]. In NB-IoT, user data can more appropriately be viewed as “signalling data” with respect to information classification. The modification of user data in NB-IoT scenario is judged to be more valid threat than that of the modification of human-originated user data [4]. Accordingly, integrity protection of NB-IoT user data transmitted on user plane should be implemented and as an optional-to-use feature for operators.
	Proposal 
It is proposed SA3 to approve the document S3-160540.
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