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**********************************Start of 1st change **************************************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

 [1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".

[3]
3GPP TS 23.003: "Numbering, addressing and identification".

[4]
3GPP TS 33.102: "3G security; Security architecture".

[5]
3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".

[6]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".

[7]
IETF RFC 4303: "IP Encapsulating Security Payload (ESP)".

[8]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic bootstrapping architecture".

[9]
3GPP TS 24.301: "Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS); Stage 3".

[10] – [11]
Void.

[12]
3GPP TS 36.323: "Evolved Universal Terrestrial Radio Access (E-UTRA); Packet Data Convergence Protocol (PDCP) specification"

[13]
3GPP TS 31.102: "Characteristics of the Universal Subscriber Identity Module (USIM) application".

[14]
3GPP TS 35.215: "Confidentiality and Integrity Algorithms UEA2 & UIA2; Document 1: UEA2 and UIA2 specifications"

[15]
NIST: "Advanced Encryption Standard (AES) (FIPS PUB 197) "

[16]
NIST Special Publication 800-38A (2001): "Recommendation for Block Cipher Modes of Operation".

[17]
NIST Special Publication 800-38B (2001): "Recommendation for Block Cipher Modes of Operation: The CMAC Mode for Authentication".
[18] – [20]
Void.

[21]
3GPP TS 36.331:"Evolved Universal Terrestrial Radio Access (E-UTRA) Radio Resource Control (RRC); Protocol specification".

[22]
3GPP TS 23.216: "Single Radio Voice Call Continuity (SRVCC); Stage 2".

[23]
3GPP TS 22.101: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Service aspects; Service principles".

[24]
3GPP TS 25.331: "3rd Generation Partnership Project; Technical Specification Group Radio Access Network; Radio Resource Control (RRC); Protocol Specification ".

[25]
3GPP TS 44.060: "3rd Generation Partnership Project; Technical Specification Group GSM/EDGE Radio Access Network; General Packet Radio Service (GPRS); Mobile Station (MS) - Base Station System (BSS) interface; Radio Link Control/Medium Access Control (RLC/MAC) protocol.

[26]
3GPP TS 23.122: "3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; Non-Access-Stratum (NAS) functions related to Mobile Station (MS) in idle mode".

[27]
3GPP TS 33.320: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Security of Home Node B (HNB) / Home evolved Node B (HeNB)".

[28]
(void)

[29]
ETSI TS  102 484 V10.0.0: "Smart Cards; Secure channel between a UICC and an end-point terminal".

[30]
3GPP TS 36.300: "Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal Terrestrial Radio Access Network (E-UTRAN); Overall description; Stage 2".

[31]
3GPP TS 31.116 "Remote APDU Structure for (Universal) Subscriber Identity Module (U)SIM Toolkit applications".

[32]
ETSI TS 102 221 V9.2.0: "Smart Cards; UICC-Terminal interface; Physical and logical characteristics".

[33]
3GPP TS 35.221: "Confidentiality and Integrity Algorithms EEA3 & EIA3; Document 1: EEA3 and EIA3 specifications".

[34]
RFC 4301: "Security Architecture for the Internet Protocol".

[35]
3GPP TS 22.346: "Isolated Evolved Universal Terrestrial Radio Access Network (E-UTRAN) operation for public safety; Stage 1".

[36]
3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".

[37]
3GPP TS.33.310: "Network Domain Security (NDS); Authentication Framework (AF)".

[38]
IETF RFC 7296: " Internet Key Exchange Protocol Version 2 (IKEv2)".

[39]
IEEE 802.11, Part 11: "Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) specifications, IEEE Std.".
[40]
3GPP TS 36.423 “Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal Terrestrial Radio Access Network (E-UTRAN); X2 application protocol  “
************************************** end of 1st change ******************************************************

********************************** start of  change 2 *******************************************************
7.2.x
RRC Suspend and RRC resume 

7.2.x.1
General

The purpose of RRC Suspend procedure [21] is to allow the eNB to suspend an RRC connection to be resumed by the UE at a later time. The UE and eNB shall store the AS security context while entering RRC Suspended state. RRC Resume procedure [21] is to allow the UE to reactivate the RRC connection the RRC Suspended state using the stored AS security context. 

7.2.x.1
RRC connection suspend procedure

The RRC Connection Suspend procedure consists of messaging between the eNB and the MME and between eNB and UE. The eNB shall assign a Resume ID to the UE and include it in the ‘RRC Connection Suspend message’ to the UE. The Resume ID shall consist of two parts as defined in [40], 20 most significant bits referring to the eNB ID and 20 least significant bits referring to the UE context stored at the eNB. The 20 Least significant bits of the Resume ID shall be assigned by the eNB to identify the stored security context for the duration of Suspended state. The eNB shall ensure that assigned Resume ID is not repeated over subsequent RRC Suspend procedures until the security context is deleted. When the eNB initiates the RRC Suspend procedure it sends UE Context Suspend message to the MME with the Resume ID assigned to the UE, to update the context change of the UE in the MME. Both the UE and eNB shall retain the AS security context to be reactivated later when the UE wants to resume from the RRC Suspended state. 

7.2.x.2
RRC connection resume procedure

When the UE decides to resume from the RRC Suspended state, it shall send the ‘RRC Connection Resume Request message’. The UE shall reactivate the stored AS security context and derive a message authentication code (MAC) and include a shortMAC-I  along with the Resume ID in the RRC Resume Request message [21]. The shortMAC-I shall be calculated using the Algorithm and parameters (KRRCint, CellIdentity, PhyCellid, C-RNTI) from the stored context. COUNT, BEARER, DIRECTION parameters shall be initialised to 1.
The eNB shall locate the UE context using the Resume ID and validate the recived ‘RRC Connection Resume Request message’ comparing the included MAC and the computed MAC. If the eNB successfully validates the Resume Request from the UE,   the eNB initiates the Resume Connection procedure by sending S1 UE Context Activate message to the MME.  

If the eNB wants to force the UE to rekey, it shall send a fresh NCC value in the return RRC Resume Complete message to UE, to indicate re-keying. UE shall rekey using the provided NCC value as specified in clause 7.2.9.3 of this specification.
7.2.x.2.1

RRC connection resume at a new eNB

If the RRC Resume Request from the UE is sent to a new eNB different from the eNB where the UE entered the RRC Suspended state, the new eNB will decode the Resume ID and shall execute an Retrieve UE Context procedure [ 40] to the eNB represented by the PhyCellid portion of the Resume ID. The old eNB shall validate the shortMAC-I and if passes, reply positively to the new eNB and transfer the UE context including the KeNB* similar to a X2 handover defined in 7.2.4.2.2 of this specification. The new eNB shall further compute the key set and send the RRC Resume Complete message to the UE along with any reconfiguration parameters integrity protected using the new set of keys. 
When the UE recives the RRC Resume Complete message from the new eNB to which it sent the Resume Request, it shall compute a KeNB* for the new eNB, by incrementing the NCC value and KeNB  of old eNB from the stored context. UE shall further derive all the keys. The integrity of the received message shall be validated using the new set of keys derived for the new eNB. If the integrity check is successful, it will assume the RRC Resume is successful and the new key set is valid.
The new eNB performs the same S1 path switch procedure towards the MME once the UE has resumed the RRC Connection.
If the RESUME ID was assigned by an eNB inaccessible through the X2 reference point, or it cannot be resolved, or AS security context associated with it cannot be found, or the message requesting the state transition cannot be validated for any other reason the eNB shall respond with a failure message. 

********************************************* end of   change 2**************************
*****************************************Start of change 3 ***********************************
7.2.6.1
ECM-IDLE to ECM-CONNECTED transition

The UE sends an initial NAS message to initiate transition from ECM-IDLE to ECM-CONNECTED state [9]. On transitions to ECM-CONNECTED, the MME should be able to check whether a new authentication is required, e.g. because of prior inter-provider handover. 
When cryptographic protection for radio bearers is established RRC protection keys and UP protection keys shall be generated as described in subclause 7.2.1 while KASME is assumed to be already available in the MME. 

The initial NAS message shall be integrity protected by the current EPS NAS security context if such exists. If no current EPS NAS security context exists the ME shall signal "no key available" in the initial NAS message. 

KASME may have been established in the MME as a result of an AKA run, or as a result of a security context transfer from another MME during handover or idle mode mobility. When the eNB releases the RRC connection without entering the RRC SUSPEDED state, the UE and the eNB shall delete the keys they store such that state in the network for ECM-IDLE state UEs will only be maintained in the MME. 
- If during the transition from ECM IDLE to ECM CONNECTED state, the MME determines that an eNB has retained the AS security context for the UE assumed to be in RRC SUSPENDED state, the MME shall delete the RESUME-id associated with this state and inform the eNB that retained the AS security context that this context is no longer valid.
**************************************** End of change 3 ***************************************
*********************************** Start of change 4****************************************
7.2.6.3
ECM-CONNECTED to ECM-IDLE transition 

On ECM-CONNECTED to ECM-IDLE transitions the eNB does may  no longer need to store state information about the corresponding UE. 

In particular, on ECM-CONNECTED to ECM-IDLE transitions without entering the RRC SUSPENDED state: 
-
The eNB and the UE shall release all radio bearers and delete the AS security context.

-
MME and the UE shall keep the EPS NAS security context stored with the following exception: if there is a new and an old KASME according to rules 3, 4, 8 or 9 in clause 7.2.10 of this specification then the MME and the UE shall delete the old KASME and the corresponding eKSI. The MME shall delete NH and NCC.

On ECM-CONNECTED to ECM-IDLE transitions with entering the RRC SUSPENDED state:
- 
If the new RESUME-id is assigned by the eNB to the AS security context, the eNB shall send the RESUME-id to the MME. The MME shall keep the RESUME-id in association with the UE identity until another RESUME-id is assigned by the eNB for the AS security context, or based on the local policy. 
******************************** End of change 4*********************************************
