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Abstract of the contribution: A new security area is proposed, with key issues and solutions. Security network slices needs to be addressed as captured in SA1 requirements and TS 23.799
1. Introduction

This pseudo-CR applies to TR 33.899 the study on 5G security aspects.
Network slicing allows the operators to provide dedicated logical networks with customer specific functionality, without losing the economies of scale of a common infrastructure. Since the slices are dedicated for a set of users or set of functions, these slices need to be security protected from the general pool of users for accessing and using them. Resources of the network slice are reserved for the dedicated users, hence resource usage controls need to be addressed. Inter network slice interaction need to be supported maintaining the sanctity of restrictions of the slice. When network slices are implemented in a virtualized network, certain customization in terms of eligible users, allowed services, guaranteed performance PKIs, and guaranteed security at authentication and service levels are expected. When network slices are hosted on NFV platforms, the security aspects of these slices need to studied and addressed.
SA1 TR 22.891 captured following requirements for Network slices

“5.2.3
Potential Operational Requirements
The operator shall be able to create and manage network slices that fulfil required criteria for different market scenarios. 

The operator shall be able to operate different network slices in parallel with isolation that e.g. prevents data communication in one slice to negatively impact services in other slices.

The 3GPP System shall have the capability to conform to service-specific security assurance requirements in a single network slice, rather than the whole network. 

The 3GPP System shall have the capability to provide a level of isolation between network slices which confines a potential cyber-attack to a single network slice.

The operator shall be able to authorize third parties to create, manage a network slice configuration (e.g. scale slices) via suitable APIs, within the limits set by the network operator. 

The 3GPP system shall support elasticity of network slice in term of capacity with no impact on the services of this slice or other slices.

The 3GPP system shall be able to change the slices with minimal impact on the ongoing subscriber’s services served by other slices, i.e. new network slice addition, removal of existing network slice, or update of network slice functions or configuration.

The 3GPP System shall be able to support E2E (e.g. RAN, CN) resource management for a network slice. “
“5.69.3
Potential Operational Requirements

The 3GPP system shall enable operators to define and identify network slices with common functionality to be available for home and roaming users. 

The 3GPP system shall support composing of network slices from 3GPP defined functions as well as from proprietary 3rd party or other operator provided functions. 

The 3GPP system shall support to associate the user in a VPLMN to the network slice that provides the required functionality for this user (e.g. the same functionality as the associated network slice in the HPLMN). If no corresponding slice has been defined the user should be assigned to a default network slice, as defined by the VPLMN.“
In addition NGMN also have requirements to support network slicing.
**********************  Start of text proposal ***********************
5.x Security area #X: network slices.
5.x.1 Introduction
Network slicing allows the operators to provide dedicated logical networks with customer specific functionality, to support the economies of scale of a common infrastructure. Since the slices may be dedicated for a set of users or set of functions, but these slices need to be security protected from the general pool of users for accessing and using them
When network slices are implemented in a virtualized network, certain customization in terms of eligible users, allowed services, guaranteed performance PKIs, guaranteed security at authentication and service levels are expected. When network slices are hosted on NFV platforms, the security aspects of these slices need to studied and addressed.
5.x.2
Security Assumptions

5.x.3
Key Issues

5.x.3.1
Key Issue #x.1: UE Authentication and Authorization for usage of  network slices 
5.x.3.1.1
Key issue details
In next generation systems connectivity to core network slices need to be supported in varied scenarios. The network slices are either dedicated for certain groups of UEs or they may be supporting dedicated core network functions. In both cases, authentication of the UEs and authorization of the UE’s eligibility to use the network slice need to be verified before granting connectivity. In mobility situations of the UE, authorization of the UE to use the network slice needs to be considered. 
5.x.3.1.2
Security threats
If UEs are not authenticated and authorized for their usage of a particular network slice, unauthorized UEs may get connected to the network slice and consume resources.
5.x.3.1.3
Security requirements
UEs should be authenticated and authorized for connecting to network slices. Only authorized UEs should get services from a designated network slice. 
5.x.3.2
Key Issue #x.2: Security of inter slice communications
5.x.3.2.1
Key issue details
When network slices implement dedicated network functions, inter slice communications are inevitable. Inter network slice communications should be made tamper proof. 
5.x.3.2.2
Security threats
Network slices can be attacked and functionality of network slices could be hampered if inter slice communication is not protected. 
5.x.3.2.3
Security requirements
Inter network slice interaction need to be secured maintaining the sanctity of restrictions of the slice. 
Interfaces between the network slices need to be protected similar to the current Network Domain Security.
5.x.3.3
Key Issue #x.3: Security isolation of different network slices
5.x.3.3.1
Key issue details
Network slices need to be isolated from each other in robust way. One network slice supporting one group of UEs or supporting one set of functions, if got compromised,  shouldn’t negatively impact the performance and security of another network slice. It should be possible for each network each slice to have independent security policy in accordance with the defined functionality of the network slice requirement. The isolation should not be restricted to isolate between different slices but also allow multiple instances of the same network slice.
5.x.3.3.2
Security threats
Without security isolation of network slices, resource exhaustion of one network slice could affect the resource availability of another network slice.
5.x.3.3.3
Security requirements
It should be possible to define an identity for the network slice and define security policies per network slice.
Platforms supporting network slice should be robust enough to provide isolation from one network slice to another slice. It should be possible to reserve resources per network slice.
5.x.5
Conclusions 

*********     End of  text proposal *************
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