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*** Start of Change 

5.X
Key Issue #X: V2X data source accountability
5.X.1
Key issue details

The MNO is going to transfer data that are generated by third parties, e.g. vehicle data are transferred via the V2X application to E-UTRA(N) and may be broadcasted again via LTE to other V2X service users. 

The MNO is not responsible for the correctness of generated vehicle data. Though one would hope, that in the first place the vehicle data provided to the LTE network, is not manipulated or forged, this may not be always the case. In case an illegitimate message is transferred it is in the interest of the MNO to be able to identify the sender of this message.
Accountability should therefore be enforced at the V2X level.

Editor’s Note: Contradiction with existing privacy requirement that it should not allow the MNO to identify the sender of the message needs to be addressed.
5.X.2
Security threats
V2X application may reside on a separate entity than the UICC. An illegitimate V2X application may attempt to access the LTE network.  

System entities connected to the LTE network via V2X application to the V2X AS are compromised, and send manipulated or forged information to the network.

The MNO is made liable for messages that are generated outside of his authority and system.

5.X.3
Security requirements

LTE network should only be accountable for attacks on its own system.

MNO shall not be liable for messages that are generated outside of his authority and system.

The MNO should be able to identify the sender of a message in case an illegitimate message is transferred.

V2X should provide accounting function on data received from a resource external to LTE.

Note: Privacy needs to be considered at the same time.
*** End of Change 

