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Introduction

TR 33.885 contains currently a key issue on V2X Communication Security but addresses several issues. We agree with the issues, but propose to split the key issue under the headline communication security in to two issues addressing communication security and privacy separately. Text is shifted under new headline “Privacy” and extended.
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*** Change start

5.X
Key Issue #X: Privacy

5.X.1
Key issue details

In order to provide more intelligent services, the V2X communication requests the transport entities, such as vehicles, roadside infrastructure, and pedestrians, to share and receive knowledge of their local environment. 

Privacy or anonymity in the V2X communication environment is a requirement deemed very important for user adoption of the V2X system. 
SA1 TS 22.185 provides a generic security requirement related to privacy: The 3GPP system should be able to support UE privacy for V2X communications, by ensuring that a UE cannot be tracked or identified by any other UE beyond a certain short time-period required by the application.
To distinguish between direct communication between vehicles or system entities (PC5), communication from the system entities to the LTE network (LTE-Uu), and LTE downlink by eMBMS may be helpful in finding solutions that also satisfy privacy for each of the interfaces.
Note: The “do not track” requirement is under discussion by SA2/SA3 how this should be interpreted. Since the MNO naturally needs to work with e.g. IP addresses as UE’s long-term transport layer identity, the system architecture needs to make sure that unlinkability between V2X data and MNO transport used data is achieved.
5.X.2
Security threats 

The UE supporting V2X applications transmits application layer information (e.g. about its identity, location, dynamics, and attributes). The direct relationship between identity and specific data makes it possible for the adversary to reveal UE’s personal details.
The location information in the V2X messages may be used by adversaries to perform location tracking on a longer term. The location tracking on a shorter term may not be an attack because it is used to perform path-prediction in proximity to provide basic service to the driver, e.g. warnings, etc. 

5.X.3
Security requirements
Anonymity of V2X UEs should be guaranteed with respect to the MNO.
Note: Anonymity with respect to the V2X service may be against the nature of the service provided, e.g. identifying a car with an accident.
Connecting personal data from usage of the MNO’s network with data transmitted via the V2X service should not be possible. 
A V2X UE may use multiple services or resources, which information should be unlinkable. 
Pseudonymity allows the usage of V2X service without disclosing the identity, while the V2X UE can still be accountable for that use. Pseudonymity should be provided by using temporary identifiers.
UE pseudonymity should be provided to conceal personal data from attackers. 

Identifiers in the V2X messages should be protected.

Data transferred should be integrity-protected.
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