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Discussion and Decision
1      Introduction
Rel 13 LWA specifies procedures by which UE/LTE and eNB generate a PMK, used by the UE/WLAN and WT/WLAN AP to start the 4-way handshake.  However, Rel 13 LWA procedures does not specify which 802.11 AKMs must be supported by UE/WLAN and WT/WLAN AP.  
In this contribution we discuss options for supported AKMs and propose a recommended option for Rel 13 LWA. The accompanied CR document [xxxxx] proposes a specific clarification text (inline with the recommended option) to be included in TS 33.402.
2      Discussion
2.1     Background

In Rel 13 LWA solution, it is not clear which 802.11 AKMs LWA enabled WLAN AP and UE/WLAN need to support.  Lack of specificity on supported AKMs may lead to multi vendor (i.e., WLAN AP is produced by one vendor, and WLAN Client from another vendor) interoperability issues. 
In general, UE/WLAN and WLAN AP vendors will have two options for supported AKMs

Option 1 :  Use the produced PMK as a PSK

In this case, the UE/WLAN and WLAN AP will need to support 802.11 AKMs 2 and 6.  When PMK is treated identical to PSK, the 4-way handshake can simply be started with the produced PMK without any further key materials derivation in the UE and WLAN AP.

Option 2 : Use 802.1x to produce as a PMK

In this case, the UE/WLAN and WLAN AP will need to support 802.11X based AKMs 1, 5, 11, and 12.  When these AKMs are used, both UE and AP are expected to apply 802.1x authentication to generate the PMK as well as additional key materials like PMKID, and metadata that are used as part of PMKSA.  These additional 802.1x EAP exchange is not used for LWA PMK derivation and therefore adds unnecessary delays to the association process.

Stating AKMs 1, 5, 11 and 12 indicate that 802.1x exchange is expected. Reporting those AKMs and not applying the 802.1x exchange is actually against the 802.11 standard definition (see 8.4.2.27.3 AKM suites). This will require a special/non-standard behavior at both UE and AP, which will break interoperability, not backward compatible and therefore not recommended.
3      Conclusion
In order to keep things simple while ensuring multi-vendor interoperability in Rel 13 LWA, we recommend supporting option 1 only.  This will keep vendors (UE and WLAN AP) implementation simple while ensuring multi-vendor interoperability.  If the need arises to support 802.1X based AKMs, we can discuss it in Rel 14 LWA.
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