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Abstract of the contribution: In this paper, the signing companies present a way forward for the terminology and approach to 5G security. We kindly ask SA3 to agree to the steps proposed in this paper. The intention is that an agreement like proposed in this paper is helpful in advancing 5G the design of 5G security.

1. Introduction
At this point in time, the SA groups of  3GPP all work together to define the new ‘5G system’. As a result, many things are still unclear in the respective groups. This paper is intended as a discussion paper that should clarify a number of issues and guiding principles. We kindly ask SA3 to discuss the following analysis and the resulting statements.
2. Discussion
Issue 1: The notion of ‘security level’ (or ‘level of security’) in service requirements
The issue with the notion of ‘security level’ is that it assumes that there is a one-dimensional representation that indicates a ‘level’ of security of a complex system. Rather, we believe that in the 5G system there will be building blocks for multiple security aspects that allow for different degrees of protection that are fit for the business case. The notion of ‘level of security’ should therefore be avoided and instead service requirements should state what should be the end-result. The end-result could be a statement of what should be protected or which situations should be prevented (or made less likely) by the security mechanism.
As an example, a service requirement should not state that ‘The level of security should exceed that of 4G’, but should rather state ‘fraud should be minimized’ or ‘user data leakage should be prevented’.  If necessary, a reference to the 4G situation can be made, but should ideally be avoided.
Proposal 1: Agree to the statement that there is no notion of an overall ‘security  level’ in 2G, 3G, 4G and 5G systems. Instead, service requirements should state what is expected as an end-result for specifc aspects.
Issue 2: Comparisons of security (levels)
The issue with comparing ‘security levels’ for different building blocks is that it prevents the proper selection of security measures fit for the business case. In SA1 and SA2 the concept of ‘network slicing’ was introduced and so operators can choose to use slices in their networks and apply security mechanisms fit for the job to each slice; that means that for each type of traffic, operators together with their clients can agree on the appropriate security mechanisms. As long as the choices by one customer do not affect other customers or the operations of the network, the client should be able to turn off security features that add no value for the customer. A single level comparison is therefore not fit.
As a result, 5G systems will have different building blocks that include endpoints, type of protection (e.g. confidentiality and integrity) and perhaps choice of algorithms. Whereas it makes sense to compare the different features of the different building blocks, it does not make sense to collapse that into the one dimensional representation of ‘security level’. However, it does make sense to demand separation between the different security domains or slices.
Proposal 2: Agree to the statement that there is no need to compare overall ‘security levels’ of systems or slices. Also, agree that different building blocks offer different protection and that different building blocks are used for different business needs. Lastly, agree that sufficient separation between the security domains allows for the forementioned flexible application of protection mechanisms.
[bookmark: _GoBack]Issue 3:  The applicability of a security indicator for the customer
A security indicator for end-users is a desirable goal. However, the flexibility and different security needs of different applications leaves much open for interpretation of such an indicator. Also, it is not clear up front what such an indicator would mean to the end user and what it means for the different types of devices that a user might own. Nonetheless, a security indicator of some type is desirable so that a user can learn whether their data is encrypted, perhaps whether their location is revealed and maybe even whether they are trackable by other means, such as bluetooth, wifi or other RF communication protocols built into the phone.
Furthermore, if such an indicator is made, it would be preferential to give the end user some control over ‘acceptable’ security parameters. Users can then decide whether it is acceptable to connect to networks that do not provide encryption or networks where weaker forms of authentication is used. Such a configuration option is similar to what already exists in some phones where users can prevent the phone from connecting with 2G networks even if 3G and 4G are not available.
Proposal 3: It is desirable to have a security indicator for the customer, however, it is not clear at this point in time how this should be presented. It is desirable to study whether user selection of security is feasible.
3. Proposal
It is proposed that SA3 agrees to the following guiding statements for 5G security:
· There is no such thing as a ‘security level’ of a complex system and this terminology should be avoided in service requirements
· Consequently, there is no need to compare ‘security levels’of systems or slices.
· 5G Security will be composed of different building blocks that offer different protection for different network slices.
· Operators shall be able to compose a slice security model, using the building blocks as they see fit for the business case within regulatory rules.
· The network shall provide sufficient separation between the network slices such that different security domains can be used.
· A customer-side indicator for certain security features is a desirable goal.

