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Abstract of the contribution: This contribution discusses existing weaknesses in current 4G system related to subscriber identifier protection and proposes to add new potential privacy requirements in TR 33.899 as a part of key issue proposed in S3-160499 [1].
1 Introduction 
In current 4G system, many types of subscriber identifiers are used during a communication process. The identifiers are tied to either a subscription or a device. Some of the identifiers are permanent or long term (e.g. in case of current 4G system: IMSI, MSISDN, and IMEI) while others are temporary or short term (e.g. in case of current 4G system: TMSI, C-RNTI, and IP address). 

Following clauses present some known weaknesses, both in Core Network (CN) and Radio Access Network (RAN), in protecting the subscriber identifiers (in the current 4G system) and recommendations for improvements in the 3GPP protocols of the <Next Generation system>. Potential privacy requirements are derived from the recommendations, and are targeted to be added to subscriber identifier protection key-issue proposed in S3-160499 [1].
2 CN identifiers
2.1 Example of weaknesses
In a current 4G system, the attach procedure (NAS) as shown in Figure 1.1 is vulnerable to passive attack and might be exploited to collect the  IMSI, GUTI, or IMEI belonging to a subscriber.
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Figure 1.1: Attach procedure and combined attach procedure (copied from TS 24.301 [7])
The identification procedure (NAS) as shown in Figure 1.2 is vulnerable to passive and active attacks, and might be exploited to collect the IMSI, IMEI, IMEISV, or TMSI belonging to a subscriber. 
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Figure 1.2: Identification procedure (copied from TS 24.301 [7])
And, the paging procedure (RRC) as shown in Figure 1.3 is vulnerable to passive attack and might be exploited to collect the IMSI or S-TMSI belonging to a subscriber.
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Figure 1.3: Paging (copied from TS 36.331 [8])
2.2 Example of published attacks
A research paper [2] presents potential threats to a subscriber’s location privacy by using CN identifiers, i.e. IMSI and GUTI. 
Using software defined radio (SDR) hardware and open source LTE software stack, the authors of [2] were able to sniff the LTE messages over the air in order to collect IMSIs and GUTIs (i.e. passive attack). They could link the GUTIs to IMSIs because the GUTIs persisted for several days. The authors warn that, by using such a technique, an attacker could determine the presence of a subscriber in certain area or reveal a subscriber’s movement patterns. The authors also showed how Facebook and WhatsApp messaging could be used to induce Paging over the air, thereby leaking coarse location of a subscriber (i.e. semi-passive attack). Furthermore, the authors presented how a false RBS could be used to reveal the fine grained location of a subscriber.
The recommendation from the paper related to the use of identifiers is that specification should guarantee GUTI freshness. The recommendation seems to be fair because doing so would make it difficult for an attacker (if not impossible) to link the GUTI back to IMSI, thereby increasing the protection of subscriber privacy.

3 RAN identifiers
3.1 Example of weaknesses
In a current 4G system, the C-RNTI (in MAC) as shown in Figure 1.4 is available for all to collect (as shown in Table 1.1), and there are no normative requirements on its randomness and freshness.
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Figure 1.4: C-RNTI MAC control element (copied from TS 36.321 [9])
Table 1.1: RNTI usage (copied from TS 36.321 [x]).

	RNTI
	Usage
	Transport Channel
	Logical Channel

	P-RNTI
	Paging and System Information change notification
	PCH
	PCCH

	SI-RNTI
	Broadcast of System Information
	DL-SCH
	BCCH

	M-RNTI
	MCCH Information change notification
	N/A
	N/A

	RA-RNTI
	Random Access Response
	DL-SCH
	N/A

	eIMTA-RNTI
	eIMTA TDD UL/DL configuration notification
	N/A
	N/A

	Temporary C-RNTI
	Contention Resolution
(when no valid C-RNTI is available)
	DL-SCH
	CCCH

	Temporary C-RNTI
	Msg3 transmission
	UL-SCH
	CCCH, DCCH, DTCH

	C-RNTI
	Dynamically scheduled unicast transmission
	UL-SCH
	DCCH, DTCH

	C-RNTI
	Dynamically scheduled unicast transmission
	DL-SCH
	CCCH, DCCH, DTCH

	C-RNTI
	Triggering of PDCCH ordered random access
	N/A
	N/A

	Semi-Persistent Scheduling C-RNTI
	Semi-Persistently scheduled unicast transmission

(activation, reactivation and retransmission)
	DL-SCH, UL-SCH
	DCCH, DTCH

	Semi-Persistent Scheduling C-RNTI
	Semi-Persistently scheduled unicast transmission

(deactivation)
	N/A
	N/A

	TPC-PUCCH-RNTI
	Physical layer Uplink power control
	N/A
	N/A

	TPC-PUSCH-RNTI
	Physical layer Uplink power control
	N/A
	N/A


3.2 Example of published attacks
A research presentation [3] discusses potential comprise to a subscriber location privacy and data-usage privacy using C-RNTIs. By collecting the C-RNTI, and mapping it to other identifiers in the LTE message, such as MSISDN, TMSI, or IMSI, it would be possible to identify the subscriber. And then by monitoring the traffic belonging to any particular C-RNTI, it would be possible to know how long a user stayed at a given location and how much uplink and downlink data was transferred by its device. The author of [3] claims to find, in his experiment, that the C-RNTIs were not randomly generated and puts blame on the specifications in not providing specific guidelines on how often to refresh the C​-RNTIs. The recommendation is to randomize the C-RNTIs and to refresh them in each RRC state transitions. For the sake of note, another interesting research work [4] discusses how a subscriber could be potentially identified using RF fingerprints despite of different C-RNTIs assigned.
Similarly, a paper [5] also recommends periodic C-RNTI allocation, in absence of which a passive attacker can know if some subscriber is still in same cell or not (given that the C-RNTI could be mapped to other identifier such as IMSI).
4 Recommendations
Following recommendations (with potential requirements) aim at improving the protection of temporary identifiers in the 3GPP protocols, which will boost the confidence in the <Next Generation system>: 

-
It is important to address the weaknesses related to identifier protection in the existing 3G and 4G system. The existing protection mechanism should be further improved if possible and should not be lowered to implement new functionalities in the <Next Generation system>.


Potential Req: The subscriber identifier protection shall be at least as strong as provided by existing 3G and 4G system.
-
In order to protect permanent identifiers from passive attacks listening on the air interface or active attacks asking the UEs to transmit their permanent identifiers, the specification should specify the use of temporary identifiers.

Potential Req: Temporary subscriber identifiers shall be used instead of permanent subscriber identifiers in communication, whenever feasible.
Note: It should be studied if only the temporary subscriber identifiers could be used in all communications.
Potential Req: Temporary subscriber identifiers shall be derived independent of permanent subscriber identifiers.
Potential Req:  It shall be possible to anonymize permanent subscriber identifiers when appropriate, for example required by 
regulations, receiving node not needing to identify the subscriber, etc.
-
In order to avoid weaknesses introduced by weak or poor implementation, the specifications could have clearer normative requirements. For example, instead of just saying "Temporary identifiers shall be used", the specification could specify properties as follows:

Potential Req: Temporary subscriber identifiers shall be sufficiently unpredictable, where sufficient unpredictability means at least choosing from uniformly distributed random identifiers while taking into consideration the identifiers currently in use.
Potential Req: Temporary subscriber identifiers shall be refreshed regularly, where regular refresh could be triggered by configurable timers or appropriate protocol events.
Note: It should be studied if it is feasible to regularly refresh RAN level temporary subscriber identifiers.
-
In order to mitigate the risk of unauthorized identification of a user, the specifications could prohibit the possibility of correlation between the temporary identifiers across various services or accesses or protocol layers. For example in context of 4G system - first of all, instead of using permanent identifiers such as IMSI or MSISDN as subscriber identifiers for ProSe service, temporary identifiers could be used, and even the temporary identifiers used in ProSe service could be made different from other services such as voice-call, V2X, etc.
Potential Req: Different temporary subscriber identifiers shall be used across different services or accesses or protocol layers.
-
In order to mitigate the risk of accidental or intentional exposure of identifiers within the CN (e.g. due to sniffing of some interface by an insider), the specification could require that all the CN interfaces should be protected against eavesdropping (e.g. by using IPsec).
Potential Req: Core Network traffic, which carry subscriber identifiers, shall be protected.
Note: It should be studied if it is feasible to prevent eavesdrop of permanent subscriber identifiers in the radio interface.

Some methods of protecting the subscriber identifiers, such as encryption of long term identifiers, authentication of identity requests, and pseudonymization, are discussed in [6].
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6 Conclusion

It is important to try to mitigate the currently know weaknesses in 4G system to improve the subscriber privacy in <Next Generation system>. Some recommendations to achieve the same are presented in clause 4.
7 Proposal
It is proposed that the changes presented in clause 8 be applied to the TR 33.899 as a part of key-issue proposed in the pCR S3-160499 [1]. 
8 pCR

***
BEGIN CHANGES
***
5
Key issues and solutions 
5.x.2
Key issues

5.x.2.1
Key issue #x.1: Subscriber identifier protection

5.x.2.1.1
Key issue details
5.x.2.1.2
Security and privacy threats
5.x.2.1.3
Potential privacy requirements
-
The subscriber identifier protection shall be at least as strong as provided by existing 3G and 4G system.

-
Temporary subscriber identifiers shall be used instead of permanent subscriber identifiers in communication, whenever feasible.

Editor’s Note: It is FFS to determine if only the temporary subscriber identifiers could be used in all communications.

-
Temporary subscriber identifiers shall be derived independently of permanent subscriber identifiers.

-
It shall be possible to anonymize permanent subscriber identifiers when appropriate, for example required by regulations, receiving node not needing to identify the subscriber, etc.
-
Temporary subscriber identifiers shall be sufficiently unpredictable, where sufficient unpredictability means at least choosing from uniformly distributed random identifiers while taking into consideration the identifiers currently in use.
-
Temporary subscriber identifiers shall be refreshed regularly, where regular refresh could be triggered by configurable timers or appropriate protocol events.
Editor’s Note: It is FFS to determine if it is feasible to regularly refresh RAN level temporary subscriber identifiers.
- 
Different temporary subscriber identifiers shall be used across different services or accesses or protocol layers.
-
Core Network traffic, which carry subscriber identifiers, shall be protected.
Editor’s Note: It is FFS if it is feasible to prevent eavesdrop of permanent subscriber identifiers in the radio interface.
Editor’s Note: This list is not exhaustive and may be revised.
***
END OF CHANGES
***
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