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1. Introduction
S3-160436 proposes a skeleton of Study on Architecture and Security for Next Generation System (FS_NSA) TR 33.899. This PCR adds content to its Section 4.2, High level security requirements. 
2. PCR
4.2
High level security requirements  

Editor's Note: This clause will document high-level requirements that guide the study. 

SA1 produced a series of high-level security requirements in the following Technical Reports

TR 22.861
FS_SMARTER - massive Internet of Things (mIoT)
TR 22.862
FS_SMARTER - Critical Communications (CriC)
TR 22.863
FS_SMARTER - enhanced Mobile Broadband (eMBB)

TR 22.864
FS_SMARTER - Network Operation (NEO)

SA1 security-related requirements are in various places throughout four SA1 TRs. The table below attempts to aggregate SA1 high-level security requirements, interpret them, and map them into SA3 high-level security requirements, while preserving traceability to the original SA1 sources.

	
	SA1 Requirements
	High-level Security requirements

	1
	1. TR 22.861 (mIoT): A device which accesses the 3GPP network in direct 3GPP connection mode or in indirect 3GPP connection mode using a 3GPP RAT or a non-3GPP RAT, shall have a 3GPP subscription, 5.2.3

2. TR 22.864 (NEO): The 3GPP network shall be able to integrate fixed and wireless access management and provide an efficient provision of services over 3GPP and non-3GPP accesses
able to support … Authentication to access 5G network through a non-3GPP access using 3GPP credentials 5.6.2

3. TR 22.862 (CriC): support … deployment where network access security is provided and managed by the factory owner with its ID management, authentication, confidentiality and integrity 5.1.3
support an authentication process that can handle alternative authentication methods with different types of credentials to allow for different deployment scenarios such as industrial factory automation 5.1.3

4. TR 22.864 (NEO): users to obtain services from more than one network simultaneously on an on-demand basis 5.1.2.5

[Comment] Simultaneous connection to different accesses, & capability for the UE to access the 3GPP services provided by the 5G network using non-3GPP access e.g. FMSS

5. TR 22.861 (mIoT): … support a device to access to the 3GPP network indirectly via a relay UE when … in D2D range

6. TR 22.861 (mIoT): A device which accesses the 3GPP network in direct 3GPP connection mode or in indirect 3GPP connection mode using a 3GPP RAT or a non-3GPP RAT, shall have a 3GPP subscription 5.2.3 

7.  TR 22.861 (mIoT): A relayed device (e.g., smart watch) and relay UE can have subscriptions associated with different PLMNs. This is a roaming case 5.2.4 
	5G System shall provide means for Unified Identity Management, allowing 3GPP operators, Non-3GPP access operators, and 3-rd Parties to flexibly manage identities, security credentials, and variable security capabilities, device attributes, and policies for end devices and network nodes

	2
	2.  TR 22.864 (NEO): the following applies per slice NOT service / Application / Flow:
Identify certain terminals and subscribers to be associated with a particular network slice & UE to simultaneously obtain services from one or more specific network slices of one operator e.g. based on subscription or terminal type - both 5.1.2.1
[Comment] No support for per session security within a slice (e.g. security is defined per slice)
	5G System shall provide means for tailored security per Network Slice (NS)

	3
	1. TR 22.864 (NEO)
minimize the signaling needed for mobility management of stationary UEs

2. TR 22.861 (mIoT) 
…minimize the signaling (e.g., for security) that is required prior to user data transmission 5.1.3.3 & minimize the signaling that is required prior to user data transmission 5.3.3.4

3. TR 22.862 (CriC)
… minimize the delay (e.g. that caused by signaling, incl. for security) … prior to user data transmission 5.2.3

4. TR 22.863 (eMBB): 
minimize signalling overhead e.g. for security needed for transmission of small amounts of data without reducing its level of security 5.5.3

5. TR 22.864 (NEO)
… efficient and flexible for both low throughput short data bursts and high throughput data transmissions (e.g., streaming video) from the same device 5.1.2.2

6. multi-connection scenario interpreted as massive IoT;
… support a mechanism which provides an appropriate and efficient authentication mechanism for groups of IoT devices 5.3.3.1
[Comment] SA-1 provide such requirements specify reduction of burden for group communications

7. TR 22.864 (NEO) the following applies per slice NOT service / Application / Flow:
Identify certain terminals and subscribers to be associated with a particular network slice & UE to simultaneously obtain services from one or more specific network slices of one operator e.g. based on subscription or terminal type - both 5.1.2.1
[Comment] No support for per session security within a slice (e.g. security is defined per slice)
	3. 5G System shall provide means for providing security optimized for the following traffic characteristics:
a. Massive IoT (e.g., group security operations, low communication security path setup time, optimized protocols, etc.)
b. Low Power devices (e.g., security optimized for power-constrained and battery-dependent powered devices with a long life time)
c. Critical Communications with ultra-low latency and ultra-high throughput
d. Traditional Mobile Broadband being backward-compatible with 4G terminals

	4
	1. TR 22.864 (NEO)
resources … in more than one geographic area …supported without requiring manual re-configuration of neighbouring nodes, service disruption, and while avoiding additional signalling due to unnecessary UE’s re-attachments; 5.2.2

2. TR 22.864 (NEO)
resources … in more than one geographic area …supported without requiring manual re-configuration of neighbouring nodes, service disruption, and while avoiding additional signalling due to unnecessary UE’s re-attachments; 5.2.2

3. TR 22.864 (NEO) 
dynamically create network slice to form a complete, autonomous and fully operational network customised to cater for different diverse market scenarios 5.1.2.1
Note counter indications conform to service-specific security assurance requirements in a single network slice, 5.1.2.1 & level of isolation between network slices which confines a potential cyber-attack to a single network slice 5.1.2.1
        ... third parties to create, manage a network slice configuration (e.g. scale slices) via suitable APIs, within the limits set by the network operator 5.1.2.1

4. TR 22.864 (NEO)
Service-specific security assurance requirements in a single network slice, 5.1.2.1 & level of isolation between network slices which confines a potential cyber-attack to a single network slice 5.1.2.1

5. TR 22.864 (NEO)
For a user with a single operator subscription, the use of multiple serving networks operated by different operators shall be under the control of a single operator, the home operator 5.1.2.5
..... associate the user in a VPLMN to the network slice that provides the required functionality 5.1.2.1

6. TR 22.864 (NEO)
resources … in more than one geographic area …supported without requiring manual re-configuration of neighbouring nodes, service disruption, and while avoiding additional signalling due to unnecessary UE’s re-attachments; 5.2.2
	5G System shall provide means for Network Slicing with high assurance of inter-slice isolation to handle diverse security requirements in common infrastructure (e.g., Critical Infrastructure, LI)

	5
	TR 22.864 (NEO)
be able to protect subscriber location & identity and other user identifying information from attacks by a passive listener 5.8.2.11
	5G system shall provide means for confidentiality protection of UE and user identities, UE location and other UE contextual information from eavesdropping

	6
	1. TR 22.864 (NEO)
be able to protect subscriber location & identity and other user identifying information from attacks by a passive listener 5.8.2.1

2. TR 22.862 (CriC) 5.1.3: … regulatory … support a mechanism to provide end-to-end integrity and confidentiality protection for user data  

3. TR 22.864 (NEO)
store device identities in a secure and tamper resistant way 5.8.3
… regulatory … support a secure mechanism allowing an authorized entity to disable … stolen 5.8.2.1 

4. TR 22.864 (NEO): …support a secure mechanism to collect UE system resource information (Apps running, location etc) while ensuring end-user and application privacy … 5.2
	5G system shall provide a privacy preserving framework that protects users/devices and their data/actions

	7
	1.TR 22.862 (CriC): 5.1.3… regulatory … support a mechanism to provide end-to-end integrity and confidentiality protection for user data   
	5G System shall enable mechanisms to provide End-to-End Security for User Plane data

	8
	1. TR 22.861 (mIoT) 
The 3GPP system shall support flexible selection of different RATs (e.g. 3GPP RATs, non-3GPP RATs) to be used for a device

2. TR 22.861 (mIoT)
have the means to authorize a relay UE to provide relay functionality to other devices
establish a trusted relationship with the relay UE, before the device is indirectly connected to the 3GPP network via the relay UE
Devices in direct device communication using non-3GPP RAT may use 3GPP credentials to establish a trusted relationship with each other
A device which accesses the 3GPP network in direct 3GPP connection mode or in indirect 3GPP connection mode using a 3GPP RAT or a non-3GPP RAT, shall have a 3GPP subscription
All 5.2.3

3.  TR 22.861 (mIoT) 
A relayed device (e.g., smart watch) and relay UE can have subscriptions associated with different PLMNs. This is a roaming case 5.2.4 
support an indirect 3GPP connection where a device and a relay UE subscribe to different PLMNs, when the PLMNs have a roaming agreement 5.2.3
 [Comment] normal roaming cases are legacy
	5G System shall provide mechanisms to enable establishment of trust in an end device acting as a proxy for relay, edge node, or constrained devices

	9
	1. TR 22.861 (mIoT) 
… support a device to access to the 3GPP network indirectly via a relay UE when … in D2D range

2. TR 22.861 (mIoT): identify, address and reach a device, when the device is in indirect 3GPP connection mode 5.2.3

3. TR 22.861 (mIoT): have the means to authorize a relay UE to provide relay functionality to other devices
establish a trusted relationship with the relay UE, before the device is indirectly connected to the 3GPP network via the relay UE
	5G System shall provide mechanisms to provide device-controlled security (e.g., for content hosted on UE, edge node, or for peer-to-peer communications)

	10
	1. TR 22.861 (mIoT): …minimize the signaling (e.g., for security) that is required prior to user data transmission 5.1.3.3 & minimize the signaling that is required prior to user data transmission 5.3.3.4

2. TR 22.862 (CriC): … minimize the delay (e.g. that caused by signaling, incl. for security) … prior to user data transmission 5.2.3

3. TR 22.863 (eMBB): minimize signalling overhead e.g. for security needed for transmission of small amounts of data without reducing its level of security 5.5.3

4. TR 22.864 (NEO): … efficient and flexible for both low throughput short data bursts and high throughput data transmissions (e.g., streaming video) from the same device 5.1.2.2
	5G systems shall provide mechanisms to enable fast security establishment  

	11
	1. TR 22.864 (NEO): support exposure of 3GPP network information and capabilities to 3rd parties, such as the network slicing capability, network status information.  NOTE: The specific network slicing capability … to be exposed should be defined after the slicing definition is completed 5.1.2.3
expose network status information to applications (e.g., to allow applications to use network resources efficiently).  5.1.2.6

2. TR 22.864 (NEO): support exposure of 3GPP network information and capabilities to 3rd parties, such as the network slicing capability, network status information.  NOTE: The specific network slicing capability … to be exposed should be defined after the slicing definition is completed 5.1.2.3 
	5G systems shall provide secure mechanisms to enable exposure of 3GPP network information and capabilities to 3rd parties


3. Conclusion

It is proposed to add the contents of this PCR to Section 4.2 of TR 33.899
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