3GPP TSG SA WG3 (Security) Meeting #83
S3-160448
May 9 – 13, 2016 Los Cabos, Mexico

revision of S3-13abcd
Source:
Huawei, HiSilicon

Title:
Clean up of Chapter 5 in TR 33.926 
Document for:
Discussion / Approval

Agenda Item:
8.4
Work Item / Release:
SCAS/Rel-13

Abstract of the contribution: This contribution proposes clean up of Chapter 5 in TR 33.926. 
1 Introduction
The contribution making the following changes:

1. Remove the editor’s notes since they are very much self explanatory
2. Remove the Threat Reference since it is not being used any where and the original intent was more for record keeping.  If the SA3 agrees to this, all remaining “threat references” throughout the document need to be removed as well.
2 Proposed pCR

*** BEGIN OF FIRST CHANGE ***

5
Generic Assets and Threats  


5.1
Introduction 
The present subclause contains assets and threats that are believed to apply to more than one network product.
5.2
Generic Critical Assets 


The critical assets of GNP to be protected are:

-
User account data and credentials (e.g. passwords);

-
Log data;

-
Configuration data, e.g. GNP's IP address, ports, VPN ID, Management Objects (e.g. user group, command group)  etc.

-
Operating System (OS), i.e. the files that make up the OS and its processes (code and data);

-
GNP Application;

-
Sufficient processing capacity: that processing powers are not consumed close to limits;

-
Hardware, e.g. mainframe, board, power supply unit etc.

-
The interfaces of GNP to be protected and which are within SECAM scope: for example

-
Console interface, for local access: local interface on MME

-
OAM interface, for remote access: interface between MME and OAM system

NOTE 1: 
The detailed interfaces of the GNP are described in clause 4, Generic Network Product Class Description of the present document.
-
GNP Software: binary code or executable code 

NOTE 2: 
GNP files may be any file owned by a  user (root user as well as non root uses), including User account data and credentials, Log data, configuration data, OS files, GNP applications or GNP Software.

5.3


Generic Threats


-
Threat Name: 


-
Threat Category: 

-
Threat Description:

-
Threatened Asset: 


5.3.1
Introduction
Threat analysis is an important step in the SCAS methodology in order to justify a proposed requirement and ensuring that no relevant requirements have been forgotten. 

In particular, to ensure this latter point, the threat analysis needs to be free of gaps and overlapping, and it needs to be ensured that all relevant threats are covered by a requirement.
To resolve the overlapping, it is suggested to first look at the action used to exploit the threat is considered. For example if passwords are stored locally in the GNP (e.g. in a database or file system) in an insecure way (e.g. clear text, unsalted hashes), an attacker can retrieve these passwords (e.g. can retrieve the file containing them and can retrieved them by means of brute forcing if an  unsalted hashes is used) and later use them. So the threat related to this scenario is Information Disclosure. 
To achieve this goal, the identified threats shall be grouped into the seven categories, one covering threats relating to 3GPP-defined interfaces and the other six ones corresponding to the categories proposed by STRIDE [http://msdn.microsoft.com/en-us/library/ee823878(v=cs.20).aspx] and reported below:
· Spoofing identity. An example of identity spoofing is illegally accessing and then using another user's authentication information, such as username and password.

· Tampering with data. Data tampering involves the malicious modification of data. Examples include unauthorized changes made to persistent data, such as that held in a database, and the alteration of data as it flows between two computers over an open network, such as the Internet.

· Repudiation. Repudiation threats are associated with users who deny performing an action without other parties having any way to prove otherwise—for example, a user performs an illegal operation in a system that lacks the ability to trace the prohibited operations. Non-repudiation refers to the ability of a system to counter repudiation threats. For example, a user who purchases an item might have to sign for the item upon receipt. The vendor can then use the signed receipt as evidence that the user did receive the package. 

· Information disclosure. Information disclosure threats involve the exposure of information to individuals who are not supposed to have access to it—for example, the ability of users to read a file that they were not granted access to, or the ability of an intruder to read data in transit between two computers.

· Denial of service. Denial of service (DoS) attacks deny service to valid users—for example, by making a Web server temporarily unavailable or unusable. You need to protect against certain types of DoS threats simply to improve system availability and reliability.

· Elevation of privilege. In this type of threat, an unprivileged user gains privileged access and thereby has sufficient access to compromise or destroy the entire system. Elevation of privilege threats include those situations in which an attacker has effectively penetrated all system defenses and become part of the trusted system itself, a dangerous situation indeed.

All the reported threats shall follow the following template:

•
Threat Name:  i.e. The name of the threat 



Threat Category: i.e. of the six STRIDE caterogies

•
Threat Description:  i.e. description of how the threat can be exploited and eventually the impacts/consequences of its exploitation

•
Threatened Asset:  e.g. which asset is affected by the threat

*** END OF CHANGE ***
