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1 Introduction
The contribution makes corrections to clause 7.4.1 and 7.6.1 as below pCR. It is proposed to approve the pCR.
2 pCR
************************Begin of the first change**************************
7.4.1
General

The purpose of this procedure is to allow two MCPTT UEs to create an end-to-end security context to protect an MCPTT private call. To create the security context, the initiating MCPTT UE generates a Private Call Key (PCK) and securely transfers this key, along with a key identifier (PCK-ID), to the terminating MCPTT UE. 

The PCK is distributed encrypted specifically to the terminating user and signed by the initiating user. Prior to call commencement, both MCPTT UEs shall be provisioned by the KMS with time-limited key material associated with the MCPTT User. The PCK is distributed with a 32-bit Key Identifier (PCK-ID) within a MIKEY payload within the SDP content of the Private Call Request. This payload is a MIKEY-SAKKE I_MESSAGE, as defined in RFC 6509 [11], which ensures the confidentiality, integrity and authenticity of the payload.

The PCK is encrypted to the user identity (UID) associated to the terminating MCPTT UE. The UID used to encrypt the data will be derived from the terminating user's URI (e.g. user.002@mcptt.example.org) and a time-related parameter (e.g. the current year and month). The terminating user's URI is added to the recipient field (IDRr) of the message.

……(omitting the rest of the clause)

************************End of the first change****************************

************************Begin of the second change************************

7.6.1 
General

Floor control signalling is sent from the MCPTT UE to a Floor Arbitrator. The Floor Arbitrator will be part of the MCPTT server when MCPTT group communications are online. When MCPTT group communications are offline, the Floor Arbitrator will be an MCPTT client. For online communications, the connection between the MCPTT UE and the Floor Arbitrator (MCPTT Server) may already be protected alongside other MCPTT signalling (using a mechanism defined elsewhere). For offline communications, the connection may not be protected by other means. This section provides a mechanism for protecting floor control signalling where it is required.

Floor control signalling is transmitted using MBCP or TBCP, both of which use RTCP, cf. RFC 3550 [12]. The integrity and confidentiality protection for one-to-many communications using RTCP may be achieved by using SRTCP, RFC 3711 [13].

The key management mechanism for SRTCP uses the same mechanism as SRTP. As a result of this mechanism, the group members share a Master Key, a Master Salt and an MKI for the protection of SRTCP. The Master Key and Master Salt for SRTCP may differ to the SRTP Master Key and SRTP Master Salt used for SRTP (requiring two key management messages to be sent). 

The mechanism described in RFC 3711 [13] is used to encrypt the RTCP payload. A diagram of the key derivation mechanism (as described in RFC 3711) is shown in Figure 7.6.1-1. 
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Figure 7.6.1-1: Security mechanism for floor control protection

************************End of the second change**************************
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