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Abstract of the contribution: This contribution updates the generation of the user salt to be a KDF keyed by the GMK.
This contribution updates the generation of the user salt to be a KDF keyed by the GMK. This change was made as this ensures that it is not possible to establish the user's URI from the GUK-ID without knowledge of the GMK. 

Section 7.3 is updated to include this change, and the KDF for computing the User Salt is defined in an Annex. 

It is requested that SA3 accept this change to TS 33.179.
************* Start of change 1 ********************************************
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************* Start of change 2 ********************************************

7.3 
Group Call Key Distribution

7.3.1
General

To create the group's security association, a Group Master Key (GMK) and associated identifier (GMK-ID) is distributed to MCPTT UEs by a Group Management Server (GMS). The GMK is distributed encrypted specifically to a user and signed using an identity representing the Group Management Server. Prior to group key distribution, each MCPTT UE within the group shall be provisioned by the MCPTT Key Management Server (KMS) with time-limited key material associated with the MCPTT User as described in Section 7.2. The Group Management Server shall also be provisioned by the MCPTT KMS with an identity which is authorised to create groups.

The GMK is distributed within a Group Key Transport payload. This payload is a MIKEY-SAKKE I_MESSAGE, as defined in RFC 6509 [11], which ensures the confidentiality, integrity and authenticity of the payload. The GMK is distributed with a 32-bit Group User Key Identifier (GUK-ID). The GUK-ID is generated from the GMK-ID and a User Salt derived from the user's MCPTT ID.
The GMK is encrypted to the user identity (UID) associated to the MCPTT UE. The UID used to encrypt the data will be derived from the user's MCPTT ID and a time-related parameter (e.g. the current year and month) as described in Section 7.2. The user's MCPTT ID is added to the recipient field (IDRr) of the message.
The Group Key Transport payload is signed using (the KMS-provisioned key associated to) the identity of the Group Management Server (GMS). This identity is derived from the GMS’s URI (e.g. gp.manager@.mcptt.example.org) and a time-related parameter (e.g. the current year and month). The GMS’s URI is added to the initiator field (IDRi) of the message. 

The security processes are summarized in Figure 7.3.1-1.
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Figure 7.3.1-1: Generation of a group key transport message

At the MCPTT UE, the GMS’s URI is extracted from the initiator field (IDRi) of the message. Along with the time, this is used to check the signature on the Group Key Transport message. If valid, the UE extracts and decrypts the encapsulated GMK using the (KMS-provisioned) user's UID key. The MCPTT UE also extracts GUK-ID and xors the GUK-ID and User Salt together to extract the GMK-ID. If the GMK consists of zero bytes, the GMK and GMK-ID shall be treated as revoked and shall not be used. The extraction procedure is described in Figure 7.3.1-2.
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Figure 7.3.1-2: Processing of a group key transport message

The Group Key Transport payload includes the encrypted GMK and the Group User Key Identifier (GUK-ID). The GMK is unique within the MCPTT system. On creating the GMK, the Group Manger generates a 32-bit GMK Identifier (GMK-ID). The 4 most significant bits of the GMK-ID is the 'purpose tag' which defines the purpose of the GMK. The rest of the GMK-ID is 28-bit randomly-generated value. 

For each user, the GMS creates a 28-bit User Salt by hashing the user’s MCPTT ID through a KDF using the GMK as the key as defined in Annex B. The User Salt is xor’d with the least-significant bits of the GMK-ID to create the 32-bit GUK-ID. The process for generating the GUK-ID is summarized in Figure 7.3.1-3.
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Figure 7.3.1-3: Generating the GUK-ID

The GUK-ID is placed in the CSB ID field within the header of the I_MESSAGE.
NOTE: Knowledge of the GUK-ID, GMK-ID and User Salt does not reveal the MCPTT ID to receivers without the GMK for the group.
************* End of change 2 *********************************************
************* Start of change 3 ********************************************

Annex B (normative):
Key derivation and hash functions

B.X
KDF interface and input parameter construction

B.X.1
General

This annex specifies the use of the Key Derivation Function (KDF) specified in TS 33.220 [5] for the current specification. This annex specifies how to construct the input string, S, to the KDF (which is input together with the relevant key). For each of the distinct usages of the KDF, the input parameters S are specified below. 

B.X.2
FC value allocations

The FC number space used is controlled by TS 33.220 [5].  FC values allocated for this specification are in range of 0xXX – 0xXX. 

B.X.3
Calculation of the User Salt for GUK-ID generation
When calculating a User Salt using the GMK for generating the GUK-ID from the GMK-ID, the following parameters shall be used to form the input S to the KDF that is specified in Annex B of TS 33.220 [xx]:

-
FC = 0xXX.

-
P0 = MCPTT ID
-
L0 = length of above (i.e. 0x00 0x17).

The GMK and MCPTT ID follow the encoding also specified in Annex B of TS 33.220 [xx]. The 28 least significant bits of the 256 bits of the KDF output shall be used as the User Salt.

************* End of change 3 *********************************************
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