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Abstract of the contribution: Editorial clarifications to 33.179
1. Introduction
This pCR provides editorial clarifications to 33.179 which include:

· Change 1: Addition of MCPTT applicable abbreviations to section 3.3.
· Change 2: Clarification of the MCPTT OpenID Connect flow and user authentication username/password example in section 5.5.1.  The OIDC flow with the username/password example is moved to its own section (section 5.1.1), while the original flow is just clarified to show OIDC.  There are no technical changes.
· Change 3: Editorial and technical fixes to section 7.3.2 to align with group configuration changes being made to 23.179.
2. pCR to TR 33.179

************* Start of change 1 ********************************************
3.3
Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
CSC

Common Services Core

GMS

Group Management Server

GMK

Group Master Key

GMK-ID
Group Master Key Identifier

GUK-ID

Group User Key Identifier

IdM

Identity Management
IdMS

Identity Management Server
KMS

Key Management Server

MBCP

Media Burst Control Protocol

MCPTT

Mission Critical Push to Talk
MKI

Master Key Identifier

OIDC

OpenID Connect
PCK

Private Call Key

PCK-ID

Private Call Key Identifier

PSK

Pre-Shared Key

SRTCP

Secure Real-Time Transport Control Protocol

SRTP

Secure Real-Time Transport Protocol

SSRC

Synchronization Source
TBCP

Talk Burst Control Protocol

UID

User Identity

************* End of change 1 *********************************************
************* Start of change 2 ********************************************

5.5  
User Authentication Framework

The following framework utilises the MCPTT CSC-1 reference point.
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Figure 5.5-1: MCPTT User Authentication Framework

The User Authentication procedure in Step A of Figure 5.1-1 is further detailed into 3 sub steps that comprise the MCPTT user authentication framework:

    A-1 – Establish a secure tunnel between the MCPTT UE and Identity Management (IdM) server. Subsequent steps make use of this tunnel.

    A-2 – Perform the User Authentication Process (User proves their identity).

    A-3 – Deliver the credential, that uniquely identifies the MCPTT user, to the MCPTT client.

Following step A-3, the MCPTT client uses the credential(s) obtained from step A-3 to perform MCPTT service authorization as per procedure C in Figure 5.1-1.  

The framework supporting steps A-2 and A-3 shall be implemented using OpenID Connect 1.0 ([aa], [bb] and [cc]).
NOTE: MCPTT service authorization in step C of Figure 5.1-1 is outside the scope of the User Authentication framework.

Editor’s Note:  Further work may be required to complete the specification of a User Authentication framework.
5.5.1
OpenID Connect (OIDC) 

The following figure describes the MCPTT User Authentication Framework using the OpenID Connect protocol.  Specifically, it describes the steps by which an MCPTT user authenticates to the Identity Management server (IdMS), resulting in a set of credentials delivered to the UE uniquely identifying the MCPTT user’s identity.  The means by which these credentials are sent from the UE to the MCPTT services are out of scope of this authentication framework.  The authentication framework supports extensible user authentication solutions (shown in steps 3 and 4), with password-based user authentication designated as a mandatory to support authentication solution for MCPTT.  Other user authentication solutions (running between steps 2 and 5) are possible but not defined here.
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Figure 5.5.1-1: OpenID Connect (OIDC) flow supporting MCPTT user authentication 
 Step 1: 
UE establishes a secure tunnel with the Identity Management server (IdMS).

Step 2: 
UE sends an OpenID Connect Authentication Request to the IdMS.  The request may contain an indication of authentication methods supported by the UE.

Step 3 and 4:    User Authentication is performed.
                 NOTE: The primary authentication method chosen by the MCPTT service provider is not defined nor limited by this specification.


Step 5: 
IdMS sends an OpenID Connect Authentication Response to the UE containing an authorization code  

Step 6: 
UE sends an OpenID Connect Token Request to the IdMS, passing the authorization code

Step 7: 
IdMS sends an OpenID Connect Token Response to the UE containing an id_token and an access_token (each which uniquely identify the user of the MCPTT service).  The id_token is consumed by the UE to personalize the MCPTT client for the MCPTT user, and the access_token is used by the UE to communicate the identity of the MCPTT user to the MCPTT server(s).
5.5.1.1
User authentication example using username/password 

Figure 5.5.1.1-1 shows the OIDC MCPTT flow when Username/Password is used as the user authentication method.
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Figure 5.5.1.1-1: OpenID Connect (OIDC) Username/Password authentication example
Step 1: 
UE establishes a secure tunnel with the Identity Management server (IdMS).

Step 2: 
UE sends an OpenID Connect Authentication Request to the IdMS.  The request may contain an indication of authentication methods supported by the UE.

Step 3: 
IdMS sends an HTML form to UE prompting the user for their username & password

Step 4: 
UE sends the username & password (as provided by the user) to the IdMS.  
Step 5: 
IdMS sends an OpenID Connect Authentication Response to the UE containing an authorization code  

Step 6: 
UE sends an OpenID Connect Token Request to the IdMS, passing the authorization code

Step 7: 
IdMS sends an OpenID Connect Token Response to the UE containing an id_token and an access_token (each which uniquely identify the user of the MCPTT service).  The id_token is consumed by the UE to personalize the MCPTT client for the MCPTT user, and the access_token is used by the UE to communicate the identity of the MCPTT user to the MCPTT server(s).
************* End of change 2 *********************************************
************* Start of change 3 ********************************************
7.3.2
Security procedures for GMK provisioning

This procedure distributes a Group Key Transport payload from the GMS to MCPTT UEs within the group. The payload is transported as part of the ‘Get group configuration response’ message defined in Section 10.1.5 of TS 23.179 [2].
Figure 7.3.2-1 shows the security procedures for creating a security association for a group.
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Figure 7.3.2-1: Security configuration for groups

A description of the procedures depicted in Figure 7.3.2-1 follows. 
0)
Prior to beginning this procedure the MCPPT UE shall have been provisioned with identity-specific key material by a MCPTT KMS as described in Section 7.2. The GMS shall also be securely provisioned with identity-specific key material for an identity that is authorised to create groups.

1)
The MCPTT UE shall send a ‘Get group configuration request’ to the home GMS of the group as per clause 10.1.5.2 of 23.179. 
2)
The GMS shall validate the Get group configuration request message.  If valid, the GMS shall send a Group Key Transport payload to the MCPTT UE within a ‘Get group configuration response’ message. The message shall contain a Group Key Transport payload and shall encapsulate a GMK for the group. The payload shall be encrypted to the user identity associated to the MCPTT UE and shall be signed by the GMS. The message shall also provide the GUK-ID.  On receipt of a Group Key Transport payload, the MCPTT UE shall check the signature on the payload, verify that the GMS is authorised to create groups, extract the GMK, GUK-ID and GMK-ID and check that the GMK-ID is not a duplicate for an existing GMK. Should any of these checks fail, an error shall be returned to the GMS. Upon successful receipt and processing, the MCPTT UE shall store the GMK, GMK-ID and GUK-ID. 
Where a separate security context is required for media protection and floor control signalling, the procedure may be performed twice, once for obtaining a GMK for the protection of media and once for obtaining a different GMK for the protection of floor control signalling. Alternatively, GMS may distribute the two different GMKs in one procedure.
To revoke a security context, the group management server repeats the above steps with a GMK consisting of zero bytes.
************* End of change 3 *********************************************

3. Conclusion

We kindly ask SA3 to accept the above pCR.
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